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1.1.

FOREWORD INFORMATION

Main characteristics

Software used for connections to NOVUS video servers and IP cameras;
Unlimited number of simultaneously recorded video panels;

RTSP support (to connect more then one RTSP channel it is required to purchase a separate license and use
special USB dongle);

Intuitive, graphic user interface composed of separate panels;
Ability to create own camera systems;

Real time displaying and recording speed up to 30 fps;
H.264 compression;

Video recording / video displaying 25 fps at QCIF (176 x 144), QVGA (320 x 240),
CIF (352 x 288), 2CIF (704 x 288), VGA (640 x 480), 4CIF (704 x 576), D1 (720 x 576), SXGA (1280 x
1024), UXGA (1600x1200), HD (1280x720), FULL HD (1920x1080); 3MPX (2048x1536) 5MPX
(2592x1944);

Support ipGO cameras;

Live audio transmission and audio recording function, bidirectional audio transmission (function not available
for 3000 and 5000 series cameras);

Advanced graphic recording schedule;

NMS users management;

Advanced system of recording and filtering of events and application logs;
Speed dome mouse-control; supported protocols: Pelco-D, Novus-C, Novus-C1, Novus-C2;
Export to AVI function;

Site maps features;

Digital zoom;

Support of event scenarios;

POS implementation;

Remote configuration of the NMS Server;

Remote configuration of IP cameras;

Support NMS Mobile for Android;

Export recorded video to DVD burner;

Notice! This user’s manual is based on NMS ver. 1.31.24
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1.2. Recommended PC specification

The PC hardware requirements for 720p resolution real time (25fps) NMS system are listed
below. The PC requirements might be lower in case of small number of simultaneously displayed
video channels and processing low resolution or low frame rate streams.

General PC specification is listed below:
1. Intel Processor (specified in table below)
2. RAM memory DDR3 4 GB

3. Windows Pro 7 (64 bit) - recommended
(other supported OS: Windows XP (32bit) / Vista Bussines (32bit) / Windows Pro 7 (32bit)

4. Network adaptor 1000 Mb/s

5. Sound card

6. SATA hard discs with NTFS file system

Noticel  Due to the fact that reliability of the recording process and data safety are

paramount factors of any CCTV system, we strongly advise to use HDDs
dedicated to continuous (24/7) operation.

7. Additional VGA card for NMS Client unit - ATI4860 or newer with higher performance
(additional VGA card is required when more than 24 MPx of total resolution is displayed)

« Recording of up to 50 streams in HD resolution

NSNS Proce_ssor 13:AHDD500G:+: 2HODXZ TRV, » Sending to the NMS5 CLIENT station of up to 50 streams in live mode
Server 2xGbit Ethernet f
orup to 16 streams in playback mode
NMS NVR 5 P i5. 1HDD 500G + 3HDDX2TE, DVD + Recording of up to 64 streams in HD resolution
e * t « Sending to the NMS CLIENT station of up to 75 streams in live mode
Server 2xGbit Ethernet .
| orupto 16 streams in playback mode
. + Recording of up to 64 streams in HD resolution
N5 N7 Processor i7, 1HOD 3006+ 4HDDIITR, DVD, » Sending to the NMS CLIENT station of up to 150 streams in live mode

Server 2xGbit Ethernet orupto 16 streams in playback mode

s Receiving of up to 96 streams, displaying of up to 25 streams in live mode or playback of upto 16

NMS CLIENT 7 Processor i7, THDD 500G, DVD, 1xGbit Ethernet streams with recordings

Notice! ~ AMD configuration has not been tested.

Additionally, before NMS installation you are advised to:
- update Windows system

- update mother board, VGA card and sound card drivers to the latest version available at
respective manufacturer’s website

In case of problem with the selection of appropriate hardware please contact your local NOVUS
distributor.

All rights reserved © AAT Holding Sp. z 0.0.
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1.3. Additional software requirements
Prior to the NMS software installation the following components are required:
o DirectX ver. 9.0c or newer
. Microsoft .net Framework ver. 4.0
. Mictrosoft Visual C++ 2012 Redistributable Package x86
. Xvid MPEG-4 Video Codec (latest version)
. FFdshow codecs

Components listed above are not included in the NMS installation pack. To ensure proper
installation, please install DirectX and .NET components. Installation of Xvid and FFdshow is also
recommended. Installing components above is required only during the first NMS installation.

1.4. PC configuration before NMS installation

Before NMS installation please make sure that all power saving options in BIOS and Windows
have been switched off.

Noticel ~ The following instruction is for Windows XP. However, configuration of power
management and screen saver in Windows Vista is very similar.

Power Dptions Properties Rk Windows Power Options Properties
Powier Schemes |.&dvanced| Hibernatel LIPS |
] N Start -> Settings -> Control Panel -> Power
L@ Select the power scheme with the most appropriate zettings for . .
"0 this computer. Note that changing the settings below will modify Options Properties
Hy

the zelected zcheme.

~ Power schemes

[Home /Difice Desk 7 Set Power schemes to Always on

Save bs. | Delete |

r Setings for Home/Office Desk power scheme

In other fields set Never.

Turri off manitar: INever j
Turm off hard disks: |Never j
System standby: |Never j

ak. | Carcel | Al |

All rights reserved © AAT Holding Sp. z 0.0.
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Display Properties

Themesl Deskiop  Screen Saver |A|:u|:uearanc:e| Settings I

Sethings | Erewvigw

'W'eii:l IDE‘, mirites [ Orresunne, display Weleome screen

r— Manitar power
To adjust monitar power settings and zave energy,

click Power.
Fawer... |

ok I Cancel | Apply

D-Link DGE-528T Gigabit Ethernet Adapter Properties

Generall Advancedl Diriver I Detail&l Fesources  Power Management |

w [-Link OGE-528T Gigabit Ethernet Adapter

¥ Allows the computer b burn off this device ta save power,
I Allaws this device to bring the computer out of standby.

= il allows management stations o bring the computeroutof. stardt

‘wharning: Allowing thiz device to bring the computer out of standby may
cause thiz computer to periodically wakeup to refresh itz network state, [f
you travel with thiz computer or runit on a battery, you should not turm on
thiz feature az the maching may awaken at inopportune himes or consume
the battery.

ak, I Cancel

Windows Screen saver settings

Start -> Settings ->
Control panel -> Display
properties ->

Screen Saver -> (None)

Network card power management
settings

In the network adaptor settings
please uncheck the “Allow the com-
puter to turn off this device to save
power”” (marked by default).

All rights reserved © AAT Holding Sp. z 0.0.
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Recommended Screen resolution for NMS is 1280 x 1024. However, the application works
properly for higher and lower resolutions as well.

Display Properties ] ﬂﬂ

Windows screen resolution
Themesl Desktopl Screen Saverl Appeatance  Settings |

settings

Dirag the monitor icons ba match the physical arangement of your monitors,

Start -> Settings ->

Control Panel-> Display
E |Z| Properties -> Settings a

Dizplay:

1. Default Monitor on Gigabyte RADEQN #300 j
Screen resolution ——————— Color quality —————
tess — b—— Mo | [highest (32 b =l

1250 by 1024 piels R B B |

[ | lse this device as the priman maritorn
¥ | Extend my'windows deskiop orbe this moritor.

Identify | Troubleshnnl...l Advanced |

0k I Cancel | Apply |

All rights reserved © AAT Holding Sp. z 0.0.
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Xvid codec installation

> Setup - Xvid ) =151 After selecting the Xvid Codec
Wt to thies XiRd Setip application please press the Next
Wizard button to continue.

This will install ¥vid MPEG-2 Video Codec on your computer.

It is recommended that you close all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

License Agreement

Please read the following important information before continuing.

Please read through the license
agreement, then select “l accept
the terms in the license

Flease read the followiljg _Licen_se Agn_eement: You must accept the terms of this ag reement“ and SeIeCt NeXt
agreement before continuing with the installation. to co nt i nue.

GMU GENERAL PUBLIC LICENSE ﬂ
Version 2, June 1331

Copyright {C) 1989, 1551 Free Software Foundation, Inc.

B9 Temple Place. Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies

of this license document, but changing it is not allowed.
Preamble

The licenses for most software are designed to take away your ﬂ

I {+ | accept the agreement:

" | do not accept the agreement

< Back

1=
]
W

Cancel

All rights reserved © AAT Holding Sp. z 0.0.
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= Setup - Xvid 1

Information
Please read the following important information before continuing.

Please read the important information
on the current version of Xvid Codec

being installed. Select Next
When you are ready to continue with Setup, click MNext. to co ntlnue

Xvid-1.1.3-28062007 _Final Release_

|»

Based on CVS from 28.06.2007 18:30h MET
Changelog to Xvid-1.1.2:
Hvid-1.1.3-28062007:

- {core}: Fixed possible security issue in mbooding .o
{ zee http:/Awww heise-security.co uk/news/31867 )

Remember, this binary is for educational testing purposes only!
'You agree to keep me free of any {egal) issues involved with downloading
and using this binary!

Kvid home: hittp:/www xvid .org/

< Back Next > Cancel |

=101 Please select Browse to place
Select Destination Location 1 1 1 1
Where should Xvid be installed? the XVId COd ec app I IC&'[IO n n
a specified location or leave the

default path and click Next.

| Setup will install Xvid into the following folder.

At least 1,7 MB of free disk space is required.

< Back Next > Cancel |

P [ Xvid Codec shortcut - leave the
Select Start Menu Folder default path and select Next to

. - .
‘Where should Setup place the program’s shortcuts? co ntlnue

II Setup will create the program’s shortcuts in the following Start Menu folder.

To continue, click Next. if you would like to select a different folder, click Browse.

[Xvid Browse ... |

< Back Next = Cancel

All rights reserved © AAT Holding Sp. z 0.0.
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= Setup - Xvid )

Select Additional Tasks
Which additional tasks should be peformed?

Select the additional tasks you would like Setup to perform while installing Xvid, then

click Next.

||7 Decode all supported FourCCs (DivX, DX50, MP4VE

< Back

1=
]
W

= Setup - Xvid )

Ready to Install
Setup is now ready to begin installing Xvid on your computer.

Click Install to continue with the installation, or click Back: i you want to review or
change any ssttings.

Destination location:
C:MProgram Files"Xvid

Start Menu folder:
wid

Additional tasks:
Decoding Options:
Decode all supported FourCCs (Div, DX50, MP4V)

< Back

> Setup - Xvid )

Setup has finished installing Xvid on your computer. The

Click Finish to exit Setup.

Completing the Xvid Setup Wizard

application may be launched by selecting the installed icons.

=101]

Please check the *“Decode all
supported FourCCs (DivX, DX50,

MP4V)™ option and select Next to
continue.

Please select “Install” button.

The software will complete its
installation.

To confirm the completion
of installation select *“Finish”
buton.

All rights reserved © AAT Holding Sp. z 0.0.
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FFdshow codecs installation

=15
ffdshow [rev 2019] [2008-06-22]

This will inztall fidshow on vour computer.

It iz recommended that you cloze all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Cancel |

FF Setup - fidshow 1

Information
Please read the following important information before continuing.

=101 ]

()

‘when wou are ready to continue with Setup, click Mest,

:Project page and downloads:
it A Ficks howy info
Discussion forums:

bitt: fiforum ffdshowe info
hittp: ficdoomS . fidzhow info

Source code and changelogs:

hitt: fizvn ffddshawe info
hittp: fichanoelon. ffdshow info

< Back I Nest » I

Cancel I

FF Setup - fidshow 1

Select Destination Location
where should fidshow be installed?

=101 ]

()

} Setup will install fidzhow into the fallowing falder.

To continue, click Mest. [F pou would like to select a different falder. click Browse.

Browsze... I

At least 1,6 ME of free disk space is required.

< Back Nest » I| Cancel

After selecting the FFdshow
application please press the Next
button to continue.

Please read the important
information on the current version
of FFdshow being installed. Select
Next to continue.

Please select Browse to place
the FFdshow application
in a specified location or leave
the default path and click Next.

All rights reserved © AAT Holding Sp. z 0.0.
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=101 Select components to be installed.
Select Components f@) FFdshow DirectShow filter is only

wihich components should be installed? . .
i required. Select Next to continue.

Select the components you want ta install; clear the components pou do not want to
install. Click Mext when you are ready to continue.

Effdshow DirectShaow filker 10,6 MB:
- [ VRW intertace 08 ME
O &viSynth scripts zerving 0.1 MB
.. [ Application plugins:

- [ AwiSynth 01 ME
O VitualDub 01 MB
O bScaler 0.1HE

Current selection requires at least 12,1 MEB of disk space.

< Back I Nest » I Cancel I

8 i FFdshow codec shortcut - leave the
Select Start Menu Folder f@) default path and select Next

‘wihere should Setup place the program's shortcuts? .
to continue.

‘- Setup will create the program's shortcuts in the following Start Menu folder.

To continu_e, click Mext. IF wou would like to zelect a different folder, click Browse.

Browsze... |

[~ Don't create a Start Menu folder

< Back |I Nest » Il Cancel I

=101 Please leave the default option
Select Additional Tasks f@) on this page and select Next

‘whhich additional tasks should be performed? .
to continue.

Select the additional tasks vou would like 5etup to perform while instaling ffdshow, then
click Mext.

[¥ Decode the following viden formats with fidshow: j
¥ H.264 / T

o ¥ Divex,

S

- ¥ Generic MPEG-4

¥ FLY1, FLy4

-~ I¥ H.263

T MPEGT i

< Back I Nest » Il Cancel I
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=15 ] Please select Do not limit for video
Management of Compatibility 1ssues [(VIDED) f@) app | |Cat |o ns and se |ect Next

Because a few games crash or freeze with fidshow installed .
we recommend you select 'Use ffdzhow only in the following applications'. - to CcO nt"‘]u e.

List the names of executable files which are compatible with fdshow video decoder, one
per line.

& Do not fimit

" Use fidshaw only in the following applications:

IwPlayer exe il
ACD5ee]0exe

ACDSeeh.exe

ACDSeeh.exe

ACDSes? exe

ACDSeel exe

ACDSesdpo.ee

ACDSeeY. eue

ACDSeeProZ exe

=

[ Don't azk me again

< Back I Nest » I Cancel I

I Please select Do not limit for video
Management of Compatibility 1ssues [AUDID) f@) app | |Cat|o ns and se |ect Next

This time, AUDI0 decoder configuration. Please configure as well. .
You can change these options later on the "DirectShow control” settings page. - to co nt'nu e.

List the names of executable files which are compatible with fidshow audio decoder, one
per line.

" Use fidshaw only in the following applications:

JwPlaver exe ﬂ
ACDSee]Dere

ACDSeeh.exe

ACDSeek. exe

ACDSeel ene

ACDS e exe

ACDSeelpro.exe

ACDSeed exe

ACDSeePro exe

b
< Back | Nest » I Cancel I

I Please place a check mark next

Speaker Sety, 1
I:'Selec:t the spgaker setup below that is most similar to the configuration on your f@) to the optlon resemb Ies your PC
configuration the most. Select Next

computer. You can change it using "Miser” settings after installation. -
Speaker setup: tO Cco ntlnue

1.0 [mana]
20 [Head phone)

[ Don't azk me again

3.0 [front 3ch)

' 4.1 [quadro + subwocfer)

B0 [frant 3ch + rear 2oh]

€ 81 [front 3ch + rear 2ch + subwooler]

= 7.1 [frant 3ch + side Zch + rear 2ch + subwocfer)
" Digable Mixer

< Back I Nest » Il Cancel
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FF setup - fidshow 1
FReady to Install

Setup iz now ready to begin installing ffdshow on your computer.

Click Install to continue with the: installation, or click Back if you want to review or

change any settings.

Diestination location:
C:\Program Fileshffdshow

Setup type:
Mormal

Selected components:
ffdzhow DirectSho filter
YR interface

Start Menu folder:
fFdshow

4 ;I_I
< Back Cancel I
FF Satup - Ffdshow 3 =10l

Completing the ffdshow Setup
Wizard

Setup has finished installing ffdshow on your computer. The
application may be launched by selecting the installed icons.

Click Finish to exit Setup,

I Hun audio decoder configuratior:

[T Run video decoder configuration

[T Run%Fw configuration

Select Install.

To confirm the completion of the
installation please select Finish.

All rights reserved © AAT Holding Sp. z 0.0.
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2. INSTALLATION AND LAUNCHING NMS SOFTWARE

Attention: Prior to NMS installation please fulfil all preliminary requirements described in
previous chapter of this manual.

Attention: Flexibility of NMS application allows users to create simple single site system as well
as complicated system where many remote clients are connected to central recording
station. Please consider your system requirement prior to software installation.

2.1. Single site system - NMS Server / Client installation

Single site installation mode - NMS Server / Client is dedicated to users of simple systems
where all IP cameras are connected to a single PC unit where recording and monitoring process is
performed at the same time by a single operator.

e Video streams recording

9

e Video monitoring

e One operating station

NMS Server / Client

2.2. Multisite system - NMS Server or NMS Client installation

In order to ensure access to video streams for many operators and increase system security
the recording and monitoring process should be separated. More complicated multisite system allows
to meet these requirements. In this case all remote clients are connected to an NMS Server and only
this recording station is directly connected to IP cameras. This system architecture allows to place
central NMS server in secure location with limited staff access as well as manage all remote user’s
rights directly from central server.

e Video monitoring

e Remote playback

| _ > NMS Client

Q ‘ Video
- Recording . L
e Video monitoring

NMS Server e Remote playback

NMS Client

All rights reserved © AAT Holding Sp. z 0.0.
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2.3. Features of particular installation types

Depend on selected installation mode NMS application features:
e MULTISITE INSTALLATION

NMS Server

NMS Client

compatible IP camera searching;
video stream from IP camera and other NMS Server recording;
video stream to NMS Client transmitting;

up to 4 video streams monitoring - processing power of NMS Server is
used to record and send video streams to many remote clients.

maximum simultaneous connection limiting for live view and playback
mode - NMS firewall feature;

centralized managing remote user’s cameras lists;
centralized managing remote user’s rights;

centralized managing remote user’s group priorities - access
to recording is always available for users with higher priority.
If connection limit in playback mode is exceeded user with lower
priority is disconnected.

manual NMS Server adding - in order to ensure video data redundancy
it is possible to connect NMS Server to another NMS Server and start
recording its video streams. It is typical solution when additional NMS
Backup Server is required.

dynamic bandwidth management - NMS Server and NMS Server/
Client transmits to NMS Client currently displayed streams only.

NMS Server and NMS Server/Client units searching;

up to 144 video streams monitoring - processing power of NMS Client
unit is used to decompress video streams;

up to 16 video streams searching in remote playback mode
(NMS Client shows an information about recordings available on
NMS Server);

video stream recording impossible;

remote panic recording - NMS Client sends start panic recording
command to the NMS Server.

video streams transmitting to another NMS Client, NMS Server, NMS
Server/Client is not possible;

dynamic stream management - automatically switches video displayed
in the main window to a lower performance stream if a certain amount
of streams is simultaneously displayed on screen.

All rights reserved © AAT Holding Sp. z 0.0.
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J SINGLE SITE INSTALLATION

NMS Server/Client

2.4. NMS installation

Please familiarize yourself with the information described in previous chapter of this manual first.

compatible IP camera searching;
video stream from IP camera and other NMS Server recording;

up to 144 video streams monitoring - processing power of NMS Client
unit is used to decompress video streams;

manual NMS Server adding - in order to ensure video data redundancy
it is possible to connect NMS Server/Client to another NMS Server and
start recording its video streams. It is typical solution when additional
NMS Backup Server is required.

video stream to NMS Client transmitting - is not recommended:;

dynamic bandwidth management - NMS Server and NMS Server/
Client transmits to NMS Client currently displayed streams only.

dynamic stream management - automatically switches video displayed
in the main window to a lower performance stream if a certain amount
of streams is simultaneously displayed on screen.

In order to install NMS application please make a double click on the NMS installation file.

Select Language

Please select the language that you would like to use during the

installation.

Please select the installation language.

Palish

)

l

| =1

Setup Wizard.

The wizard will instail NMS_full 86 on your computer

itis strongly recommendd that you exit all Windows programs
before running this Setup program

Click Cancsl to quit Setup and then dlose any programs you have
running. Click Next to cortinue with the Setup program.

Welcome to the NMS_full_x86

The welcome message appears on the screen.
Select Next to continue.

Please read the license agreement on the next
screen carefully. Choose “I accept the terms
in the licence agreement™ and select Next to
continue.
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Destination Folder m
Click Next to install to this folder, or click Change to install into a different folder.

ation where you would
the Change bution to f

Install NMS_ful_x86to
C:\Program Files x86)\Novus\NMS

<Back | MNea> J[ Cancel

Attention! - - — o

NMS software version 1.22.12 was detected. Current software configuration will
be lost

Please backup current configuration before continuing.
MMS/Tools/Configuration backup

=

Select Options: m
Select the options below and dlick Next to cortinue

Installation of codzcs and libranes (see options below)is required only in case of the first
scitware

S Server” deskiop shortcut

[¥] Start 'NMS Server together with Windows (autostart)

(V] Create a group in the "Start Menu”

[ <Back I Next > I Cancel |
— . —

x
Select Dption m
Select an option below and cick Next to corinue.

Single-sie system:

' NMS Server/Client (recording and displaping]

Multisite system:
' NMS Server frecording)

1 NMS Clent [displaping)

To change default software location press
“Change* button and point to a folder where
the software is installed or leave the default
path and select Next to continue.

The adjacent information is displayed when
previous installation was detected. Please
familiarize yourself with the information
described in chapter 15 BACKUP.

Current software configuration will be lost
if you continue installation process !!!

Please select Next to continue.

Please select installation mode. Please find
detailed information on previous pages of this
manual.
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Setup Wizard Complete

The Setup Wizard has successfully installed NMS_full x86. Click
Finish to exit the wizard

Start NMS Server

2.5. NMS software activation
The NMS software is launched via a shortcut icon on the desktop or in the Start menu.

After a while NMS activation window appears on the screen.

m

MMS Serwer

e

- ~
I Activation window @

rl NOVUS
MANAGEMENT
SYSTEM

Please place a check mark next to ,Start
NMS Server ,, option to run software after
the installation completion. To confirm,
select Finish.

Time to evaluation end: 60 days

Automatic activation

Register later

Activate later (60 days)

Manual activation

Manual activation

Activation window allows to pick one of the three options:

o automatic activation — Internet connection on PC with NMS application is required;

o manual activation - any PC with Internet connection can be used;

o activate anytime later (within 60-day period).

Attention: Activation process must be done within 60 days from NMS first launch otherwise

application stops working.

Attention: Online registration is free of charge.

All rights reserved © AAT Holding Sp. z 0.0.
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2.5.1. Automatic NMS activation

Activation window allows to activate NMS application automatically. It is most convenient
activation method however Internet connection on PC with NMS application is required. NMS
establishes a connection with an activation server, and then processes the activation request.

Attention: Internet connection is required only to perform short activation process.

In order to activate NMS application please follow these steps:

1.  Please press REGISTER button in activation window.
2.  Following webpage is displayed http://nmsip.pl/en/Register.

Time to evaluation end: 60 days

Register ater

Manual activation

B Activation window ==

v

R‘Il?\\f{llASGEMEm REGISTER
e
SYSTEM i

Register

Register NMS

Select country
AmChbl

City *

Object type
banl

In case of trobule please contant our technical suppart using one of below e-mail addresses
pomoc@nmsip.pl, help@nmsip.com

ACTIVATION

FAQ

UPDATE

3. Please fill in registration form, re-write appropriate code in the image and press REGISTER.

4.  Your PRODUCT KEY will be generated during successful registration. Please copy and paste it
in the proper field in NMS activation window.

5.  Please press ACTIVATE button to complete activation process. When activation is completed
and you receive the following message, click OK.

FQ4Y1-SAUOS-M2000-9AYVE-M951 X-3H300

Time to evaluation end: 60 days

Information.

Activation successful

All rights reserved © AAT Holding Sp. z 0.0.
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2.5.2. Manual NMS activation

Attention: If you do not have an Internet connection on a PC with NMS application, you can
activate NMS manually. In order to activate NMS application please use any PC with
Internet connection or contact with person that can register NMS application for

3.

You and provide her all the necessary information by telephone.

In order to activate NMS application manually please follow these steps:
Please press MANUAL ACTIVATION button in activation window.

All activation steps are also described here.O_

B Activation window ==

¢ NOVUS
MANACEMENT
SYSTEM

v

Time to evaluation end: 60 days

Register ater

Manual activation

Please use any PC with Internet connection
http://nmsip.pl/en/Register to start registration process.

B Activation window

] HOVUS
MANAGEMENT
SYSTBd

Time to evaluation end: 60 days

and visit the following

-
f II:‘II?K‘I{:I[ASGEMENT
REGISTER ACTIVATION FAQ UPDATE
SYSTEM i :

Register
Register NMS

Select country
Amchil

ccccccccccccc

In case of trobule please contant our technical support using one of below e-mail addresses
pomoc@nmsip.pl, help@nmsip.cam

All rights reserved © AAT Holding Sp. z 0.0.
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4.  Your PRODUCT KEY will be generated during successful registration. Please copy and paste it
in the proper field in the NMS activation window.

5. Please press GENERATE RETURN KEY button in activation window.

| OIS .
N B noVus

ES
-
/ I\Nllg‘IGlASGEIVIEN'I | REGISTER | ACTIVATION FA UPDATE
= & (o] Q |
SYSTEM gto g i AN

XE300-LY-WSYU4UOS-09RMO-T200X-R60K3

Generate return key

Register

Register NMS

Thank You for registering NMS. Below You will find Your product key. Please copy&paste per field in NMS activation window

I XE300-1Y-WSYUAUO9-09RMO-T20XX-R60K3

nt our technical support using one of below e-mail addresses
om

Time to evaluation end: 60 days

Register later

Auto activation

6.  Please again use any PC with Internet connection and visit http://nmsip.pl/en webpage.
In ACTIVATION tab please type your RETURN KEY obtained during activation process.

T Activation window

- NOVUS
4 NOVUS o MANAGEMENT REGISTER ACTIVATION FAQ UPDATE
l N aan noVus SYSTEm = "

XE300-LY-WSYU4UO9-09RMO-T20XX-R60K3 ¢
i Activation

NMS manual activation
XE300-LY-W SYU4UOS-09RMO-T2000¢-R60K3 3

Register later

7. Please press CONFIRM button in your browser to generate a CONFIRMATION CODE.
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24



NMS ver. 1.31 - User’s manual

2. INSTALLATION AND LAUNCHING NMS SOFTWARE

8.  Your CONFIRMATION CODE will be generated during successful activation. Please copy
and paste it in the proper field in NMS activation window.

] NOVUS
| N BAMAGEMENT
SYSTeM

M%m%EMEM REGISTER TIVATION Fi UPDATE
REGIS R AC ATIO! AQ UPD.,
SYSTEM i i

XE300-LY-WSYU4U O9-09RMO-T20XX-RE60K3!

Activation

NMS manual activation
Thank You for activating NMS. Below You will find generated confirmation code. Please copy&paste it in proper field in NMS manual
activation window

I 5e7a2c89fd7ff21695e7a2c89fd7ff21 I

, 5e7a2c89fd7ff21695e¢7a2c89fd7ff21

f trobule please contant our technical support using one of below e-mail addresses
com

Time toevaluation end: &

Registerlater

9. Please press CONFIRM button to complete activation process. When activation is completed
and you receive the following message, click OK.

B Activation window
.
|
I
00 09-00RMO-T20X3(-RED
f 00 09-09RMO-T2006 RE0

Activation successful

Go back to automatic
activation

Activate later (within 60 days)
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When activation is completed and you receive the following message, please click OK to start
NMS application.

Activation

NOVUS
BANATGEMENT
SYSTEM

NMS activated

2.6. Launching NMS software

NMS module initialization window appears on the screen regardless of successful or planned
(within 60-day period) NMS activation.

NMS 1.22.16 ]

F MOVUS
MANACEMENT
SYSTEM

Attention: Activation process must be done within 60 days from NMS first launch otherwise
application stops working.
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In case of any problems during software or IP devices initialization, the following short form
report will be displayed. Error messages are displayed for 10 seconds in the window above. If no
action is taken, the window is then automatically closed.

Mg irde = [E =
L From ; Fecordet from desws  AVIP-TCSA000 £192, 258, 1 205800 Stume 1 ; Falder B Rec P -TOS000
{182,168, 2 202 BOY_1 Ddoes motesst

From * Rescorcer from device @ BWTP-TC24000PY L. 3 (192 168 2. 204:E0) Stumiers 17 FolderS: \RecWVTR-TC 24000 - MPX L3
{102,368, 2 204 031 Dok vk suigl

3 From ; Recorgier from desace - MYIP-TCSR000 (192, 2568, 2 0580) Stramed 1 FPold=r G Reciie P -TC000

5 {192.168.2.203 EO) 1 Ddoes motewist

From & Recrediar from devios : MVIR-TCANNDEPE L. 3 (100 1622, TN 1:50) Svuamied 1 & FolderR:\Res WUTR- TN M5 | =

(=]

5 Irﬂ:l;-I;C-:;'\E;' from desios ; BWIP-TC200DPX L3 (192 168 2. 104:B0) Stumiari 1 : Folderi: \RecWVIF-TCZ4000_MPXL3
['.':I?. 168.3. 104 B0} 1 Ddood rod eatab

From & Becirder Iom desice ; BYVIRUS 101 {192, 168, 10, 22 15540 Kamera 1 ; Polder B MG rec WTP-V5101

{182,108, 21 221 559)_1_Odoes not sast

r From @ Recorder from desios @ BWDR-US L4 {1932 158,20, Z140554) Kamera 1 : PolderE: HMS rec\(WTR-US 104
{192,168, 1. 222 554) 1 Ocloes ot exmt
s From i Recorger from desacs ; SIP-VE109 (292, 058, 20, 220 5540 Kamers 2 5 FolderE; S rec (ol P-v510=

{192.168.21. 22% 554} 2 Odoes not exist
From ¢ Recordier fram deuioe § AR US 004 | 207, 1657 0, F74:654) Kamera 3 Soldor SN rpoiuTe vs 104
{192,168, 21 22+ 559 3 Odoer not sxsl
IFrom @ Fescorder from devios : SRTP-YS 104 {192, 268, 20 224 5540 Kamers 4 1 FoldearEr WS recfivIP-V5102
{193.468.21. 224 554} 4 Odoes nat cxit
1 From ; Reecorgier fiom devioe ; BVIP-US 101 {2920 368, 11 211:554) Kamera 1 : Folder £ HMS reciVTPA3101
orcer from devics 1 ARTP-US IOLLTTE (192 166.21.210:554] Kamara 1 ' FoiderE: &5 rec B VIP-¥S 10 LITE -

Noticel  The Start screen log and Stop screen log are located in VIEW / LOGS panel.

Login window appears on the screen, default user is root and the password is pass.

Login @

lurn off Logm

Log in button opens NMS main window, Turn off button closes NMS - function limited to
group of users with sufficient administrative level.

Noticel  Changing default user name and password after login is recommended.
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An embedded NMS Wizard is automatically started when running NMS for the first time.
Startup window is depicted below:

Welcome

to the Novus Management System setup wizard.

@ wizard helps to do i

Installation mode (NMS as Client, as Server or in a dual mode) selected during NMS installation
determines further Wizard operation. Please find detailed information regarding NMS installation
modes in the NMS SOFTWARE INSTALATION chapter.

Checking ,,Show at start-up” launches wizard every time the NMS is started. In order to move to

the next window, please press the ,,Next” button. ,,Cancel” closes the window and opens the NMS
main window. If the ,,Next” button is pressed, a new window is launched:

@ wizard is seeking devices in local area network. After finish seeking
procedure you will be able to pick device which you want to add to

This window starts immediate search of:
. IP cameras by application installed in NMS Server and NMS Server/Client mode
. NMS Servers by application installed in NMS Client mode.

All IP cameras and NMS Servers must reside in the same subnet as the host computer. Search

is automatic and, when finished, displays a list of available supported devices together with their
IP addresses and names.
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Refresh button restarts the search process. Pressing the ,Next” opens subsequent window,
which allows to select whether the NMS software is to share video streams over a network or not
(function available only in server and server/client modes). This function has its significance when
installing the NMS in server mode. Option is skipped in client mode.

Pressing the ,,Next” opens another window, that allows to assign disk recording space and paths
for archives (function available only in server and server/client modes):

[ Wizard - Recorder [E]

M Create recorder database

Checking the “Create recording database” is required in order to do that. Settings entered here
are applied globally to each device found earlier in the search process.

Pressing “Next” once more opens subsequent window that allows to create user accounts and
assign their passwords (please take note that default account under which the NMS is launched is an
Administrator one and adding at least one User account with appropriate privileges is strongly
advised).

@ Add user that you want to use and login to application. After login
users will be able to change password.

Entering required data (login and password) and pressing the “Add” button moves an edited
account to the “Added” box. When an incorrect user entry has been performed, an account may be
deleted by pressing the “Delete” button. After adding required user accounts and pressing the “Next”
button a final window is then opened, allowing to apply selected changes and save them in software
configuration. In order to apply settings, user is automatically logged out and then prompted to log in
again.
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After a while application window appears on the screen. When you run the NMS application for
the first time the panel configuration is in its default mode. Users can modify panels layout according
to their needs.

B
@ NMS 1.24.19 (Admin: root) Standard
ik k moc

noVus

14.12.2012 12:13:11
1 x
Stan

Odtwarzacz

If your graphic card supports dual-screen option you can locate the panels keeping their original
size.

Layout example during dual monitor operation.
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2.6.1 NMS Service

NMS can be run as a system service. It means that it can run in the background without an user
interface . To start the NMS as the service, please double-click on the NMS Service icon located on the

desktop.
N

@

New window will appear as shown below.

i

Before starting the application as a service. make sure that the HME is Off. Do

gyou want to run HME as Service <YrsMHO7?

Please make sure that the NMS application is closed. Press the "Y" key and confirm by pressing
Enter. The service will be launched, and appear as the NMSServerService at the Services list in
Window Task Manager.

File Options View Help

| Applications | Processes | Services | Performance | Metworking [ Users |

-~

MName PID Description Group

-

napagent Metwork Access Protection Agent vo Metwaor
Me togon Metlogon

Metman Metwark Connections .. Localsy
Me tMsmgActvator Met.Msmq Listener Adapter

Me tPipeActivator Met.Pipe Listemer Adapter

netprofm Metwaork List Service .. Localse E

Prasvc Program Compatibility Assistant Service Runn...  LocalSy
PeerDistsve BranchCache Stop... PeerDis -
| 1 P

| Services...

Processes: 45 CPU Usage: 0% Physical Memony: 38%;

Double-click the NMS icon on the desktop to rerun the NMS application.

AN

(i
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2.7. Initial configuration of the NMS application

NMS application is designed to work as server and client simultaneously. Launched NMS
Server is connected to client as one of devices as well IP cameras. It creates vast of possibilities of
system extension.

Notice! In case of launching many services simultaneously please check PC performance.
Watching pictures from multiple cameras at the same time, may strongly impact the
PC performance.

2.7.1 NMS Server configuration
To configure the NMS application in Server mode follow the procedure below or use the Wizard:

. You have to configure the network connection on the computer with NMS application
accordingly to the target network.

. Connect devices to the network switch one by one, set its unique IP addresses and define other
parameters of the network. Corresponding manuals of IP devices contain information about their
configuration.

o Run the NMS application and open the CONFIGURATION / APPLICATION SETTINGS
window. In Application tab is Closing submenu. Check the Allow to close NMS by operating
system box and press the Save button to close the NMS server application when shutting down
the computer. Otherwise, the NMS server application will block this operation.

. The DEVICES tab allows user to add devices. Devices can be found automatically by pressing a
Search button and/or manually by using Add button. For manual method, list of IP device must
be known. Full instructions for adding devices is given in chapter 10.1.12.

. After adding all of the IP devices please set names in the CONFIGURATION / DEVICES tab
under the General subpage. Next, please configure a recording Schedule (10.1.5.). NMS can
work in 3 modes (continuous, alarm, motion detection) simultaneously. If there are any PTZ
devices in system user has to set unique ID and other parameters in the Advanced subpage. The
chapter 10.1.6. contains information about Advanced subpage.

. It is also recommended to add new users in CONFIGURATION / USERS tab and set permissions
rights to their groups. To improve system security it is advised to create your own users account
with limited administrative level and use administrator account for NMS configuration only.
The exact description is given in chapter 10.2.

. Please select CONFIGURATION / RECORDER window from main menu to configure disks
dedicated to video recording. After pressing Reset button a full list of available IP devices is
displayed. User can define the size and location of a video recording directory for each of video
streams. Please use Ctrl+A key combination to select all streams. Please put a required
recordings size and path and then select Use button to copy current settings to all selected
streams. Full description is given in Chapter 13.1.

. Once all the above settings are done choose File / Save Configuration from the main menu of
NMS and then restart the application.

. After restarting select in CONFIGURATION / SERVERS window please select feeds streamed to
the client. Configure others servers, firewall and automatic start as well. Full description is given
in chapter 11.
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J Configure Firewall Setting using CONFIGURATION / FIREWALL window. Full description is
given in chapter 12.1.

. To avoid undesirable strain on system resources, closing windows on server is recommended.

2.7.2. NMS Client Configuration

To configure the installation as an NMS Client, follow the procedure below (or simply run
Wizard):

. Configure network connection where NMS application has been installed in line with target
network.

° Run the NMS application and open the CONFIGURATION / APPLICATION SETTINGS
window. The DEVICES tab allows user to add devices. You have to do it with PLUS button and
provide their IP addresses, ports and select NMS server type of device. Full description is given
in chapter 10.1.2.

. When NMS Server is added application updates list of available streams. Full description
of update process is given in chapter 10.1.3.

. Adding users in CONFIGURATION / USERS tab is recommended and group permissions such as
administrator account are used only to configure NMS application. Full description is given in
chapter 10.2.

. Once all the above settings are done, choose FILE / SAVE CONFIGURATION from the main
menu of NMS and then restart the application.

. After restarting, adjust windows appearance according to personal needs. Full description
of adjusting windows is given in chapter 3.2.

When the configuration is done you can start using NMS application.

Attention: Local recording of pictures sent by server is impossible on NMS Client machine.
In order to ensure video data redundancy it is possible to connect only NMS Server to
another NMS Server or NMS Server/Client PC and start recording its video streams.
It is typical solution when additional NMS Backup Server is required.

2.7.3. Configuration of single-unit NMS application.
To configure Server/ Client NMS application follow the procedure below:

. Configure network connection where NMS application has been installed in line with target
network.

. Add IP devices in sequence (camera video server) and define unique IP addresses and other
network properties ( IP device configuration is describe in their respective user’s guides)

o Run the NMS application and open the CONFIGURATION / APPLICATION SETTINGS
window. In Application tab is Closing submenu. Check the Allow to close NMS by operating
system box and press the Save button to close the NMS server application when shutting down
the computer. Otherwise, the NMS server application will block this operation.
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. In the DEVICES tab you can add devices to NMS. The device can be found automatically by
pressing a Search button and/or manually by using Add button. For manual method list of IP
device must be known. Full instructions for adding devices is given in chapter 10.1.12.

. After adding all of the IP devices please set their names in the CONFIGURATION /DEVICES tab
under General subpage.

. Next, please configure a recording Schedule (10.1.5.). NMS can work in 3 modes (continuous,
alarm, motion detection) simultaneously. If there are any PTZ devices in system user has to set
unique ID and other parameters in the Advanced subpage. The chapter 10.1.6. contains
information about Advanced subpage.

. It is also recommended to add new users in CONFIGURATION / USERS tab and set permissions
rights to their groups. To improve system security it is advised to create your own users account
with limited administrative level and use administrator account for NMS configuration only.
The exact description is given in chapter 10.2.

. Please select CONFIGURATION / RECORDER window from main menu to configure disks
dedicated to video recording. After pressing Reload button a full list of available IP devices is
displayed. User can define the size and location of a video recording directory for each of video
streams. Please use Ctrl+A key combination to select all streams. Please put a required
recordings size and path and then select Use button to copy current settings to all selected
streams. Full description is given in Chapter 13.1.

. Once all the above settings are done choose FILE / SAVE CONFIGURATION from the main
menu of NMS and then restart the application.

. After restarting, adjust windows appearance according to personal needs. Full description
of adjusting windows is given in chapter 3.2.

When the configuration process is complete you can start using program.
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3. PANEL MANAGEMENT

3.1. Graphic interface: information

NMS interface consists of movable panels whose functions are described below. Details will be
presented in the following chapters of the user’s manual. You can adjust panel layout by moving or
hiding selected panels. Below you can see a model of panel layout.

Application Live video and Devices and cameras
module icons playback panel panel

Application menu

no\us

14.12.2012 14:39:12

s ”

& Parking 3

~E& Parking 3 (preview
En RecepdaPAL o
&5 Rowery PAL

&n Rowery MPX 2.0

~{ Rowery MPX 2.0 {pr.

En Pulawska PTZ FHD

& Profile1
&, Profiet Grevien

2012-12-14
1%33:45
2012-12-14
143342
2012-12-14
1%33:42

Weam | DR
W12-12-14
14:33:36
20121214

Video records
playback

PTZ panel Logs panel
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3.2. User workspace arrangement

You can move, enable or disable, link and change the panels’ size what gives you practically
unlimited possibilities of modifying the layout according to your needs or preferences. The interface
layout is saved and is restored by default when NMS is run again. A movable window, which you can
modify (change its size, or functions in NMS modules) is called a panel.

NMS includes the following modules:

B 1.Video panel 1 real time video or playback display

2. Video panel 2 real time video or playback display
3.Video panel 3 real time video or playback display
4.Video panel 4 real time video or playback display
u 5. Playback - selecting the recording to be played
E 6. PTZ panel - PTZ camera control panel

7. Devices - selecting and displaying status of IP devices

Each panel has a name bar with icons. When you click in the panel area, name bar changes color
(depend on MS Windows Active window color setting), which means that it is active and you can
operate on it (change the size, move etc.)

Name bar

Icons

-T2 Nms Server B 2012-12-14 14:5[3' i
- i Strumien 3 @ |E|

=T Nms Server B 2012-12-1414:50
- Parking DEMO
- Parking 1

On the following pages of this manual the principles of panel management are described.
Although the examples are only for some selected panels all the rules apply to all the panels.

All rights reserved © AAT Holding Sp. z 0.0.
36



NMS ver. 1.31 - User’s manual

3. PANEL MANAGEMENT

3.2.1. Moving panels

You can move each panel to a desired point, including export to another monitor (if your
graphic card supports multi-screen mode).

To move a selected panel please click LMB (left mouse button) on the panel, and drag it to the
desired destination.

d b Strumier 3 L)

gy Stumied 3 fpreview,

E1-E2 Nms Server B3 2012-12-1415:05
(3 Parking DEMO @
' & Parking 1

3.2.2. Changing panel’s size

To change the size of any panel move the mouse cursor over panel edge so that cursor changes
the appearance to a double arrow. Whether you can move it horizontally or vertically depends on the
arrow direction. When the cursor changes you press and hold LMB then you can change the size of
the panel. When you place the cursor in the box corner you decrease or increase horizontal and

vertical size simultaneously.

- Statu - - -
-9 s Server = zu1271271411:5[i_‘ =7 Nms Server % 20121214 11‘5[i_‘ =7 Nms Server %% 201212414 11‘5[i_‘

i+ Sinumier 3 @ iE »-En Strumiet 3 @ iE ; i @ iE

il Strumieri 3 fprevie: o el Strumieri 3 (previe: o el Strumieri 3 (previe: -
B Nms Server O3 2012-12-1414:5¢ B3 Nms Server D% 2012-12-1414:5¢ B3 Nms Server D% 2012-12-1414:5¢

i~ Parking DEMO Frrey S | i--f Parking DEMO @ p Ao t-G3 Parking DEMO ap b Ao

&5 Parking 1 &5 Parking 1 B Parking 1

iy Paring 1 preview & - b Pa =
L — F—— v ——

Cursor shape while
panel size changing
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3.2.3. Docking panels

Each of the panels can be placed in any interface point. The arrangement could be completely
“chaotic”, however, in most cases users prefer order and optimal workspace utilization. In order to
ease panel arranging NMS supports panel docking system. It helps user to easily dock panels with
pixel accuracy.

Pz (= 8] X

I T
i e

Workspace automatically arranged by precise Manually arranged workspace.
panel docking system No panel docking system was used

In order to dock the edge of the panel to the edge of another drag the panel the way it was
described in chapter 3.2.1, keep the mouse button pressed and move the panel above the base panel
area. Docking cross-like menu is displayed.

Base panel

b Strumien 3
-flog Strumie 3 (preview 2
1B s Server P 2012-N-1415:26:
(ep Parking DEMO s L NG o %
¢ Pardng 1 mer Ly
b Parking 1 (preview) e LR
& Paking2
&p_ Parking 2 (preview)
& Parnig 3
b Parking 7 (preview] op L7
&, Recepcia PAL
oo Bruiens PAI

Panel docking menu Docking panel
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When you place the cursor over the docking menu orange area appears showing docked panel
future position. After mouse button is released panels are docked. Below you can find the stages of
docking the DEVICES panel to the lower edge of VIDEO 1.

Docking stage Final stage - 2 panels docked (to each other)

15:36:46 192.168.1.108.
MPEG4(720x576) fps(4)

S 2012-12-1415:36:35 19216813

i Parking DEMO Si@b L f 0 MPEGA{1280:1024) fps(S)
i Parking 1 H.264(1600¢1200) fps(14)
i Parang 1 fprevie

& Parking 2 H.264(1600x1200) fps(8)

Below you can find the description of each part of docking menu

Docking to the upper
edge of the panel

Docking to the left
edge of the panel

Docking to the right
edge of the panel

Docking to the lower
edge of the panel

Docking to the edges of the camera image window is done in a similar way. In this case panel
should be “carried” over window area.

Docking to the edge of the whole software window is also possible. In this case panel should be
“carried” to the edge of the screen where one of the icons presented above is displayed.
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3.2.4 Joining panels

Each panel can be displayed separately or displayed as a group of joined panels. You can select
particular elements of a joined panel from a panel tab shown in the lower part of multi-panel.

- -
1 Video 1 - 1. 11 ESR=l ™

Video 1-1.1x1 Devices PTZ control

Panel selecting tabs

To join two panels into one multi-panel “drag” the panel bar as it was described in chapter 3.2.1,
keep the button pressed and move cursor over base panel. Like it has been described before, cross-like
menu appears.

This time move the cursor right over the centre icon.

=
[EELT
E Panel joining

All rights reserved © AAT Holding Sp. z 0.0.
40



NMS ver. 1.31 - User’s manual

3. PANEL MANAGEMENT

At the moment the cursor moves over the centre of the joining menu, the panel that has moved
disappears and a new tab appears as on the bottom of target panel(s).

Panel joining - 1st stage Panel joining - 2nd stage

B Video 3- 1 1l =B8] % | B Video 3 - 1. Il =8| ¥ |
) | B | |
‘ Nms Server 9y 2012121 | Sy 2012-12-1)
- Strurieri 3 :
é, Strumieri 3 (preview E Evien =
-5 Nms Server 5% 2012-12-1 B3 2012121
& Parking DEMO L4 i--& Parking DEMO |4
Parking 1 2 b Parking 1
Parking 1 (preview é: Parding 1l [preview
Parking 2 ek L7 - Parking 2 Hep L
Parking 2 {preview ' é= Pafiing @ (preview
by Parking 3 : 7 bofy Parking 3 &
‘| 11 r 4| ] +
Target panels Joined panel Added panel tab

Panel joining - final stage

.
ﬁ Devices L‘:' El g

Tabs order could be rearranged by clicking on any tab and moving it with mouse button pressed.

Any joined panel can be separated from others in a similar way. Click on a desired panel tab,
keep the button pressed and move the panel away from the present panel.
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3.2.5. Closing panels

Each panel can be easily closed by means of cross-like icon in the upper right corner of the
panel. In case of complex panels all component panels are closed when this method is used.

M Devices li‘ﬂ‘-g—hj:
El-EZ Nms Server Y3 2012-12-141g] |
&: Strumien 3
L L&, Siumied 3 preview |= Panel closing icon
5~ Nms Sever % 2012-12-1416)
--ep Parking DEMO
b Parking 1

In order to display a closed panel go to the VIEW menu and select a desired panel. In this case
only one panel is restored. In order to restore a complex panel all the components should be restored
one by one and joining action should be carried out again.

3.2.6. Panel auto-hiding feature

NMS supports auto hiding feature. This feature allows to utilize workspace for camera image
displaying very effectively and to maintain fast access to each hidden panel.

When this option is enabled, any particular panel is visible only when mouse cursor is above it.
Once cursor is moved panel is automatically hidden outside right, left or lower edge of NMS window
and only panel tab is displayed.

All the panels constituting a joined panel are displayed as separate tabs. That’s why it may
happen that not all tabs could be displayed because of the lack of space. In this case special arrow-like
icons appear by means of which you can toggle between all tabs of given panel.

Mame

B2 Nms Server Y% 2012-12-1416:09

- (5 Strumieri 3 =
' =

Auto hide icon

'—_. Mms Server EE 2012-12-1416:08

----- &3 Parking DEMO @ # EL
----- &3 Parking 1 'EI_.
..... % parking 1 (ravie By <— | After clicking selected
..... &, Parking 2 3 panel will be displayed

----- M Parkinn 2
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The view of the software window after enabling auto hiding feature for all panels:

Hidden
panels’
tabs

File ols  Configuration  Help

= = ] NnoVus

14.12.2012 16:13:26

Video_1 - 1. Ix1 - X

The same window after selecting PTZ panel tab:
ﬁ NMS 1.24.19 (Admin: root) Standard - =@ e

File w  Tools Configuration Help
O 2] (] &) [ p 14122012 16-12.57

PTZ contro | o T

o
o m - - |
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4. VIDEO PANEL
4.1. VIDEO panel - information

NMS application was developed to support 4 video windows. Each of them can display up to 36
video streams (NMS Server is limiter to display up to 4 streams per window). The second video
window is also used by LOGS, MAPS and EVENTS panels.

In the window you can also view the live transmission from a selected camera after ,,dragging”
it from DEVICES panel.

Switches between split
screen and sequence
modes

Video buffer

Switches between live
view, playback modes

Screenshot manager

PTZ mode button

Fullscreen button

Real time and playback
audio

Screen split options

Selected camera

Displaying mode in full screen mode or 4, 9, 16, 25, 36 division
NMS Server is limited to display up to 4 video streams.

td e e Ed Custom screen divisions

Previous group of cameras (e.g. when division 2. 3x3 is displayed on the screen it
switches to division 3. 3x3")

66

Next group of cameras (e.g. when division “2. 3x3” is displayed on the screen it
switches to division “1. 3x3”)

Real time audio transmission or audio playback on

Turns on the sequence mode on video panel

type of installation (local or remote playback)

Turns on screenshot manager

Turns on PTZ camera control mode

_ Switching between live and playback mode. Playback mode is dependant on the

Displays video window in fullscreen mode

Video buffer (from 0 to 2000ms). The higher value, the smoother image, but higher
video delay.
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LMB click on a selected camera marks this window with the green border. This selected
window is now associated with PTZ control panel. If the selected camera has active PTZ mode user
can control it by a mouse. A double click on a selected window changes display mode to full screen
mode.

PTZ control is enabled after pressing the E button.

The refresh rate of displayed video stream depends on:

. NMS displaying configuration;

o network bandwidth between the video servers and NMS station;

. video server settings (frame rate, coding, GOP, band, compression level);

. the number of simultaneous connections at a specific period of time (fore more users connected
the slower refreshing rate in the window is observed).

In the top of VIDEO window are buttons which allow to change display video mode and audio
playback.

Display modes starting from 2x3 upwards have their video streams downgraded in quality for
video window display purposes, in order to save computing power of a PC.

Split screen stream option is configurable in CONFIGURATION / DEVICES / General tab. Split
screen streams are shown as greyed out on DEVICES panel. Further details can be found in
chapter 10.1.1.

In the right upper corner of the camera window you can see the icon information about a camera
status and related events.

Camera status and
events icons
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Playback mode

Video recording (according to the schedule or panic recording)

Motion detection

PTZ control on

Related alarm input on

Dﬁm&lﬂ

Related alarm output on

In order to display additional settings window please make a RMB click on a camera window:

Video 1 - 1. 424

1: Parking DEMO
Move camera
Turn off camera

Remove all cameras
Fulhwindow

Fullscreen

Move the selected camera around video screen by clicking

Move camera LMB on a window that the camera is to be moved into.

Full wmdovx_// Changing the camera screen division to full window mode
Back to split
Turn camera off Turning off selected video stream from a particular window

Remove all cameras Removes all cameras from video window

Full-screen / Changing the camera screen division to full screen window
Back to window mode
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4.2. Screenshot manager
Screenshot manager allows capturing frames displayed on the screen.

screenshot manager

Selection field of |>{i . —
captured picture : - e avvile | ON,,.2 2LI40LI3

Preview window of
captured picture

Deselect al

Type of file for | File fomat
saving
/ Capture
Capture button . .
Path for saving captured Informatlor_l about Save to file button
pictures selected picture

That gives opportunity of saving captured pictures as graphic files to backup, further processing

etc.
Define type of graphic file to save in Format file field. Available formats:
. BMP;
. JPEG;
. PNG;

Information about selected picture contain source, resolution, creation date and name of the file
displayed on the large screen preview.

Save button makes current selected picture saved in defined place.

Save selection button makes all selected pictures in defined place.
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4.3. PTZ mouse control

The NMS application allows to control PTZ cameras equipped with RS485 interface. These
might be either PTZ or stationary cameras with optical and digital zoom. In both cases, the intent of

control should be confirmed by pressing the button]JEig

Video server’s RS485 port should be cascade-connected in order to properly control all of the

cameras (for the details information please refer to NVIP-VS10x user’s manual).
Additionally, proper configuration of camera protocol and ID in NMS settings is essential.

In the right upper corner of the camera window you can see the icon information about when

PTZ camera control is on.

PTZ camera
control on

PTZ camera
mouse-control,
moving the
cursor in the
desired direction

When PTZ control mode is enabled the user can control the camera using dedicated PTZ panel

or the mouse. To control the camera movement you have to click on selected camera with the left
mouse button and hold it press move the cursor to the specified picture area.

PTZ camera
mouse-control,
click on the side
where the camera
shall move
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4.4. Moving cameras ( own camera layout)

NMS allows for free camera positioning to match user’s preferences. To change the camera
position please select the camera and then the target window and follow the instruction below:

Please click RMB in the
camera window and select
Move camera option

Select the target window by
clicking LMB

The pictures have been
switched sides.
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4.5. Creating custom screen layouts

NMS software features the possibility to personalize the number and display representation of
cameras. In order to do so, please select one of the following buttons: & IR ond select
Add division, as depicted below. Division is subsequently added to the drop down list for a particular
standard division mode. Next, please select cameras to be displayed, add title(s) to particular
divisions (e.g. Floor 1, Floor 2, etc., with the title of Division being displayed in its corresponding
tab), remove undesired divisions by them and clicking Delete and after performing the desired
adjustments, save the layout the .lay file by clicking the FILE / SAVE LAYOUT.

ol fd BH fd

Rename button

NMS allows to create unlimited number of personalized divisions within a particular standard
division group. Adding custom divisions via h =MW buttons is the same manner as described

above, whereby combining customized layouts is possible.

1 22 32 . 55 646 i B s |

1: none

B o

100 no

Steps above serve as a method to assign particular screen layouts and screen divisions to
particular user groups. The method is described further in chapter 10.2. of this manual.
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5. DEVICES PANEL
5.1. DEVICES panel - basic information

DEVICES panel contains a list of all the video servers and IP cameras and video streams
associated with these devices. Specific columns provides the information about IP devices such as:

. Name name of the device (also names of all video streams associated with IP
device);
. State The IP device status (connected/disconnected) and associated video streams

status (recording on/off, recording mode, snapshoot, playback, active PTZ control, motion
detection, audio output and input);

. Description video servers IP: transmission port and also video stream descriptions set by
the user in Settings panel.

Devices =]

Name Description

E-ED NVIPVSIOILTE g 10.11.21.200.554

- NVIP-VS102
é: Camera 1
b Camera 2

- NVIP-VS104
-t Camera 1
b Camera 2
b Camera 3

ép Camera 4

E-E= NVIP-TC5400C I:li 192.168.1.212:80

- Stream 1 L s L

e S A / Name, state and description

of the video server and
cameras

after clicking on @ putton
the following icon Pop-up
window displayed
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Camera status icons:

Symbol Description
Eli IP Device connected
% IP Device disconnected
® Schedule or panic recording is enabled/disabled. Icon displayed on NMS
Client application shows recording available on NMS Server.
Schedule mode enabled, grey icon means that recording is disabled.
e Live view enabled
- Playback on.
e PTZ camera control on

Motion detected.

Audio output on *

Alarm output activated

&
'a Audio input on
A
=
El

Alarm input activated

* Function “Bidirectional audio” is not supported with 3000 and 5000 series cameras.
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A context menu that appears after clicking RMB is different for IP devices and video streams.
Also options available for this menu depends on the currently logged on user, and security rules.

j12-12-17 09:38:07 192.1

MPEQ

..... 364
T o
RMB camera/devices menu:
Collapse all IP devices are only visible
Expand all IP devices and video streams are visible in a devices tree
Columns Selected columns Name, State, Description are displayed
Connect Connect to video servers
Disconnect Disconnect from video servers
View Display selected video stream in desired window
Remove Removes a stream from an NMS Server (available only for streams
linked to an NMS Server)

Availability of certain commands depends on NMS configuration, devices installed and user
privileges.

The following important messages can be also displayed in device panel:
. Connecting... - NMS software is trying to establish connection with IP device;
. Connection lost - lack of communication between IP device and a computer with NMS;

. No stream - video stream isn’t decoding by NMS - a stream was disconnected by the
operator, or as a result of high IP device load ( too many users is connected);

B8 NVIPVS102 Connecting... 10.11.21.203:554
: é: Camera 1 MNostream
b Camera 2 No-stream
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Disconnecting - ending network session with an IP device;

Auth fail - improper password to an IP device or NMS server;

Date and Time - Current NMS server time;

Initialization - attempting to open a video stream;

Incompatible device - Connection error, device incompatible with the NMS software;

Connection limit exceeded - maximum simultaneous live view connection limit was exceeded
please check NMS firewall settings in CONFIGURATION / FIREWALL panel.

Software allows to shuffle devices inside device tree. In order to move a device:

From Main menu choose CONFIGURATION / APPLICATION SETTINGS;

press and hold right Alt key in DEVICES tab;

Then select a desired device via left mouse button and drag & drop it to a desired place inside
the tree.

Changes made in CONFIGURATION panel are immediately visible on the DEVICE panel available
by default in the right part of program window.
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5.2. Displaying video streams from devices

The DEVICE panel allows user to display selected video stream in desired window by clicking
RMB and choosing Show position in menu.

Devices
Mame Description
E-B2 Nms Server Y3 2012-12-1710:03:17 192.168.1.108
Loam e [0 so0l MPEGH(720x576) fps(4)

2012-12-1710:03:11 192,168.1.9
MPEG4(1280x 1024) fps(10)

..... T

Position “1: - - - “ means, that first screen in division isn’t displaying any video stream at the
moment.

Alternatively user can use a 'drag & drop' method to display selected (marked) video streams.
Please refer to the picture below.

 Devices
§ Mame
Y% 2012-12-1710:07:

Y% 2012-12-1710:07:

m
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The 'drag & drop’ method allows to start displaying many video streams simultaneously. In
order to do that, please select video streams by holding Ctrl key and clicking LMB on desired
streams. Selected streams have gray background. Then drag & drop them to split screen. Streams
will be shown in order from the screen in division where they were “dropped”.

+ x || Devices

§ Name
1' B Nms Server
| & RoweryMPX 2.0
-\ &n Pulawska PTZ FHD
A& Parking DEMO
Parking 1

Parking 2

Parking 3

Recepcja PAL

@ Selected streams

4: Putawska PTZ FHD PR S rowery vPx20
% - &5 Putawska PTZ FHD
CENTRUN WING 54 Parking DEMO
ey | | R [IEmE b Parking 1
..... L parking. 1 (preiie
----- |§_:h Farking 2
""" b Parking 2 {previe
""" h Parking 3
..... -, parking 3

----- &5 Recepdja PAL

Similarly, it is possible to ‘drag & drop’ NMS server to display all video streams, or even many
NMS servers.
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6. VIDEO PLAYBACK
6.1. Video playback - basic information

To run video playback mode for all displayed cameras click on - button in VIDEO panel
( please refer to the picture below).

Playback mode for video Running the plavback mod Playback mode for video stream is
stream is confirmed by the unfnlngli ¢ dp ayback mode confirmed by the status icon in
status icon in VIDEO panel or afl video streams DEVICES panel

2412-1710:38:

ms Server EE 200
----- % Rowery MPX 2.0 ‘
----- h Pulawska PTZ FHD e |
----- & Parking DEMO »
----- 5 Parking 1 >

----- &p Parking 3

..... & Parking 3 (previe

..... &, Recepcia PAL

----- &p Rowery PAL

..... &= Rowery MPX 2,0 {or. ..
----- &5 NVIP-2DNS020SD-29 ¢
..... &y NVIP-2DNGD20SD-2P. .. =13

| 5= Nms Server E‘i 2012-12-1710:38:

%% Y%

It is possible to playback up to 16 cameras in one NMS application at the same time. White
Play information icon is displayed for all of cameras switched to playback mode.

Maximum simultaneous connection in playback mode can be also limited by the
administrator using NMS firewall feature. Firewall configuration is available in NMS Server
settings (CONFIGURATION / FIREWALL).

When maximum simultaneous connection in playback mode is exceeded appropriate message
is displayed on the screen.

Notice!  In Video Panel playback mode all new connected video streams will be switch to
playback mode automatically.
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To navigate in records please click button u , which opens PLAYER panel.

Colourful stripes for every recorded camera provides an information about type of existing
records. The meaning of the stripes colour is the same as in the schedule panel. Additionally moving
the mouse cursor over the records stripe displays an information window play (time and event type).

In order to search recorded materials please select a start position by clicking LMB on the

PLAYER panel.

NMS application automatically omits period of time where video records are not exist.

PLAYER panel
button

VE Clien: 12236 [Admin:

n
i
1)

Switch all
cameras to
playback mode

steam 1

z T :
seeam € I I
stem 3 >

(

7

Information
about active
playback mode

- ————— 1| Timeline with

navigation keys

Calendar with information
about existing recordings

Part of records
selected to export

Date and time of the
current recordings

Camera recording

Attention: For correct work of playback mode please previously configure and run Remote
playback server in NMS Server application. Further information is in chapter 11.5.
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Timeline zoom in and Playback Timeline navigation Playback speed
zoom out buttons navigation buttons buttons selection

) NVIP-HDNS000. 192,168.21.99:554

L Kamera | | | | \ | [ | | A T TR [ | | | [ [ | | [ | |
ST NVIP-DNGL37SD | 192.168,1.64:554
== Strumies 1 | | | ] | | IC | ] ] | | | | | | [ | | | | | |
L~ Strumier: 1 [ [ I I 1 1 I | | T I [ [ I | | [ I | | [ I |
-0 NVIPVS101, 192.168.21,221:554

- Kamera 1 [ I I I I I I I | I I [ I I I [ [ I I [ [ I I

-85 NvIP-vS102. 192.168.21.661554
. b kamera1 [ I I I [ I I | IO I Ol [ I I | I I | I I I |
* Kamers 2 [ I I 1 I [ [ | 2 [ | ] [ I 1 [ [ [ | | [ I |

Information about hour
and minutes of recording

List of camera in

playback mode Camera recordings

Odtwarzacz Selecting a day to
playback

=1 NVIP-2DN5001C
Dyna speed dome

: NVIP-2DN60 105D
b 5D 37 dach . .
BB WIP-2DNS001C Jump to desired time
i - 5018 dach
- NYIP-1DN6 11850
- 50 10 dach
“ Frame by frame rewind
n Rewind
n Pause
- Playback
“ Frame by frame playback
+1s Move playback 1 second forward
-1s Move playback 1 second back
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If connection to NMS Server was successful , you have to drag required video streams to video
divide window. Then turn on playback mode gggggand select required time range where
accessible video records are available.

Canflguration | [ Wid=sd Dewizes
Devices  Recorder f5eRs Applicatione o oaos s HEEE o O

! Ly kamera2

1057470

2132591,

2080-06-1711:51:43 127.0.0.1..
é stream O
&n stream_1
i "b stream_2

i deasn 3
~fap stream «
e srean 5
-t stream g
o steeam 7
Ly sresms
E T webDevice S

| i Cameral

Time range where accessible
video records are available

6.2. Playback mode for NOVUS DVRs

NMS Software is capable to playback records from NOVUS DVRs. Specification allows to run
one playback stream from all connected application simultaneously. This function refers to B Series
(NDR-BA4104-11, NDR-BA4208, NDR-BA4416 models). NMS Software doesn’t provide playback
mode for E and H Series of NOVUS DVRs.

NMS Software can not export to AVI records from NOVUS DVRs directly. To do that, it is
necessary to start recording in NMS Software. Afterwards export streams from NMS Software.
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6.3. Video export to AVI
NMS software allows user to save a selected video recordings to not-compressed AV file.
In order to export recordings to AV file please:
o run video playback mode;
. set Start Export Stamp position by clicking RMB on the records stripe;
. set Stop Export Stamp position by clicking RMB on the records stripe;
. select Export to AVI option for desired camera (not IP device);

. press START button to engage the export operation.

Player

2011-08-31 23:59:59.00 -1s

* = xX3.0

== NVIP-V5104 IP_1 192.168.21.224:5544

Click RMB on the camera window and
select fast export to AVI.

AVI backup - choosing fast export to AVI.will display window as below:

TAvi backup Quantity of selected streams
Camera B 5 1
E-E= NVIPAVS104_IP_1 Select count: St t . t f t
e arting point of exporting
- Komers 2 & o material
- Kamera 3 = To:
o Kamera 4 [F Exportlength: D 0 Endmg point of exporting
-5 NMS Server material

- gtream_1 D
e O (e Selected time period
- gtream_& D
- stream_7 ] ] )
s Maximum size of AVI file
- gtream_11 [F
- gfream_13 =1 - -
e e 7 Destination folder
B g Progress of creating AVI file
o L Export POS transactions to txt
- gream_23 D

e T =2 Selected local and remote

stream to export
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AVI backup uses default codec with encoded video stream. Thanks to that 20 min backup from
one camera takes only few seconds. Start and stop position and date recording can be adjusted, select
multiple video stream to be exported at the same time.

Maximum size of single AVI file must be defined. Range between 50 to 950MB is available.
AV can be exported also to CD/DVD disc or local drive.

Choosing of destination folder or CD/DVD disc with sufficient free space available is required
to export selected files.

Start button runs exporting files to selected folder. Progress bar inform about status.

When export is finished, files are located inside destination folder. Every folder contain TXT
extension file. Date and start recording time are names of those file. TXT file inform about frames
recording time.

AV file name contains an information about date and time of video saved to the file.

For instance a file CameraNN_RRRRmmDDhhMMss_ RRRRmmDDhhMMss.avi contains:
video recordings from CameraNN where first part of the name defines Start Export position, second
one End Export position (RRRR - year, mm - month, DD - day, hh - hour, MM - minute, ss - second).

E £:\Eksport nagran \NVIP- TC24000_MPX1.3_Strumsed 1_192.168.21.121_1050 i =10 =|
'@{ ;'| - Elspart nagran = NVIP-TC24000_MPXL3_Skumied 1_192,168.71.121_1050 - m| i =
Organizg ~ |33 Widokd + 4 Nagraj 73
Foldery w Momwe - | »| Dot modyfikaci | ~| Rommer | -]
D'u . /S 2010 03 04 09 0 ilewi 201D-03-04 10:52 205 154KE
= :bi - | 2010_03_04_09_10_1Lbet 2010-03-04 10:52 25 KB
A '1-": I 2010_03_04_08_25_0Lawi 2010403-04 10:52 25 118 KB
] 20E0_ 03 04 09 25 OL.bet 2010-03-04 10:52 26 KB
s Dk lokainy (C2) : 5
- U i B 2010 03 04 09_38 15.m 2010-03-04 10:52 205 132 KB
i Dyek D - firmowe: (] | 2030_D3_04_09_38_15.tt 2010-03-04 10:52 EKE
i REC B B 2010_03_04_09_51_27.aw 2010-03-04 10:53 138 727KE |

Eksport nagran | 2010 03 04_09_51_2%.bct 2000-03-04 10:53 1B KB
NMS Server_stream_4_192,168.21.109_1010
NMS Server stresm 7192, 168,21, 109 1013
NMSE Sarver _stream 321902, 168,21, 109_1032
FATP-TC24000_MPX 1.3 Strumien 1_192. §68.25.121_1050
nms rec
Sy=tem Volume Informatian
i Stacia dyskéw DVD RW (F2)
; Stacja dyskdw CORW (5]

Elementdw; 8
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6.4. Video export (NMS)

NMS application provides export video, not only to AVI, but also to NMS format. This
particular format is used by NMS Player application or to ”connect” video recordings from other
disk or recorder (description in chapter 13.1.).

In order to export recordings to NMS format please:
. run video playback mode;

. set Start Export Stamp position by clicking RMB on the records stripe;

. set Stop Export Stamp position by clicking RMB on the records stripe;

. select Record Data Export option for desired camera (not IP device);

=1~ NVIP-V5104_IP_1 192.168.21.224:5544

Click RMB on the camera window and
select Record Data Export.

Choosing Record Data Export will display window as below:

= Number of selected streams

[ |_':I'I|r'l_:|
Z~EE NVIP-2CZ0010-P/GO {(10.11.2.
b NetCamera

H Start point of exporting

& NetCamera preview) material
- NVIP-TC2400D/MPX1.3 (10,11 &
~(p DEMO 1.3MPX NOVUS Exportlenght:  0d 00 . : :
End point of exporting material
f
5 DEMO 1.3MPX NOVUS fore.|.
- NVIP-Tioc2401D/56/MPX1 .0 (1.

Folder
_ Selected time period

Export format

(= |P_Camera 6

é= IP_Camera 6 (preview)
- E=1 NVIP-2DN3003HAR-2P (10.11. |

- (on Strumied 3 |
b Strumien 3 {preview)

=-EE NVIP-2C2011D (192.168.1.201)
~(on Strumien 1

é: Strumien 1 {preview)

=-E= NVIP-2C20110 (192.168.1.202)
- {on Strumien 2

f5n Strumieri 2 (preview) Open folder

| e VA0 = T e e 2 e 0 A

Destination folder

File creating progress

Selected local and remote
streams to export
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An export format lets to choose between Folder or .PAK option. Selecting Folder creates stream
in separate folder. Selecting .PAK will export streams to one file. Choosing of destination folder with
sufficient free space available is required to export selected streams.

Start button runs exporting files to destination folder. Progress bar inform about status.

When export is finished, .PAK file or folders are located inside destination directory. Folder
name contains an information about:

CameraName_StreamName_IPAddress_IPNumber
Each of .PAK file name contain date and time of the export:
NMSexport_Year_Month_Day Hour_Minute_Second.PAK

6.5. NMS Player description

The NMS Player is the self-contained application for playback recorded video. It is installed
with NMS application and consists in its modules. Open Start menu \ Novus \ NMS \ NMS Player to
run the program. The application window is shown below.

Application
module icons |

Video panel

a Mms Player 1.0.3

,»Clear”
B Playback Open File
'&h Camera 1
'&: Camera 2
i — Open Folder
Device panel
Player . . ax
2013-11-25 16:15:20.00 o X |
= 5 x10 : Al i S : Video records
= Playback playback panel
' """ Camera 1 | | | | | | | | | | | | | | ] 4
b ramara s [ T [ [T [T 1 [T T T T
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In order to open the recordings please:

- click on the icon:
- to open the folder with the recordings

) - to open .PAK file with the recordings

- select the destination folder / file and confirm by clicking OK.
Repeating the operation will add next folder / file with recordings.

Attention! It is forbidden to open the same folder/ file twice.

The video window adjusts division automatically to the number of streams on the list. Click the
right mouse button to open the context menu, similiar to the one in NMS application.

Move camera
Turn off camera

Remove all cameras

Fullwindow

Fullscreen

Move the selected camera around video screen by clicking

Move camera LMB on a window that the camera is to be moved into.

Full wmdovx_// Changing the camera screen division to full window mode
Back to split
Turn camera off Turning off selected video stream from a particular window

Remove all cameras Removes all cameras from video window

Full-screen / Changing the camera screen division to full screen window
Back to window mode

To navigate in records please use video records playback panel which is described in chapter 6.1.
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7.1. LOGS panel - basic information

LOGS panel allows for viewing logs generated by IP devices as well as NMS application
stored in a data base. Logs are divided into four categories:

. Application logs;
o Devices logs;
o Start screen log;

o Stop screen log.

Available Set filters function allows user to define whether particular logs are displayed. Also
logs data base can be exported to a text file - CSV format (Save as...).

The LOGS panel is presented below:

Configuration = Video1 [JIB880 Digital /O control Current event log Event settings Viewer
From: EoERrE Setfilters
SCTOIN 20110907 ~ 23:50 (2]
e e 5 -
priority & # Confirmed by 3
2011-09-07
High Sy root User loged out Mo o
High e root User logged in Mo User
Client disconected:
Medium e root 10.11.21.21 Ne Client connected
= (dach)
o 2011-09-06 . Device removed: N Configuration
e 08:36:56 ALY DsC = changed
2011-09-06 = Configuration
Medium s root Device added: DSC No e
T o e e gl No Bt A
09:49:53 : config
Scenariusz_1

Buttons placed on the bottom of the window allow user to navigate through the logs data base
(pages). You can define the number of logs displayed on a page in Settings -> Display...on page.

Go function allows to display selected a selected logs page.
Logs also can be filtered by time (From...to...).
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FILTERS windows are divided into three tabs:
o General Filters - allow you to choose one or many IP devices, video streams and users;

x|

Generalfilters Applic:

=B NVIPAST0TLITE | 10.11.21.200:554 = D Eot
= g Administratorzy (1]
Lofiy Kameral L HG oot

- NP5 101 10.11.21.201:554
b K.amera 1
E-ET WyIPYS102 10.11.21.202:554
'&s K.amera 1
b Kamera 2
E-E3 NIPYE104 10.11.21.204:554
b F.amera 1
& FK.amera 2
&h K.amera 3
b Kamera 4
B2 NMS Server ttsp:/#10.11.122 56:554
b stream_0
é: stream_1
b stream_2
& stream_3
&h stream_4
b stream_5
&: stream_B
e stream 7

HEEEEEREREREEE R EEEEEEE

Select all Deselect all Select all Deselect &l

Canoel

o Application Filters - allow selection of events related to the NMS application;

Filters: ﬂ |

General filters Application fiters Device filters
Enable Name
A ion tum on

Application tum off
User

Logaing emor

Client connected I
Hard disk waming

Panic

Configuration changed

Event scenario config

Event scenario state

File saving emor
FTP emor

E-mai emor

Low HDD free space

Server status changed.

Server configuration changed.

V]
[
[F
[Fl
@I
@]
@]
@]
¥
]
v
V]
¥
@]
¥]
@]
@]

Firewall
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o Devices Filters - in this tab, you can choose events that are directly related to the
IP devices connected to the system.

7.2. Playing playback video connected with alarm action.

LOGS panel allows for playing back the video material combined with logs (motion detection,
alarm input activation) in a VIDEO 2 panel.

Notice!  Remember to open VIDEO 2 window firstly.

2010-03-18 7 o0:00 =+
2010-03-18 7 P |
De
Sredni 1?1203"‘922:0 rook Play camera Mie MMS Server 1 stream 0 |10,11.122.56
Sredni 1?12024'622;0 ook Flay camera Mie M gt",’;w: 10.11.122.56
Sredni 1?"29;"‘52,%” ook Play camera Mie I 10.11.122.56
Sredni 1?"20?;22;0 rook Flay camera Mie I " 10.,11.122.56
Sredni 1?"20?;2?{0 ook Plakiamera Mie I 10.11.122.56
Srednl 1?12934'22,?;” root dgﬂgi‘?’ﬂ\ e 0 10.11.21.200|
Eredri 1?"20,3"22,3;0 root d;‘:gi‘;’gﬂ Hie VTP DALIT 1 Kameral [10.11.21.200| @&
Pobieranie
Sredni 1?"202;72310 rook strumienia e MS Server 1 stream_0  [10.11.122.56
S AaY

Playing back the video material combined with logs in a separate window
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Please use Player panel to navigation through the recordings (pause and play the video forward
or back in normal mode or frame by frame).

A context menu appears after clicking RMB on the selected row:

2009-11-03 15:34:42 |root |  Connected No | | | NVIP-TDN3400H/TR-3

2009-11-03 15:34:42 | root Connected NVIP-TC5400C

2009-11-03 15:3%:42 |root Connected Mark as read NVIP-TC 2400D/MPX 1.3

2009-11-03 15:34:42 | root Connected Mark all as read NVIP-TC24000MPX 1.3

2009-11-03 15:34:32 | root | Motion detection NVIP-V5104 Z Camera 2

2009-11-03 15:34:26 |root | Motion detection NVIP-V5104 % Camera 3

2009-11-03 15:34:18 | root Flay camera NVIP-V5104 4 Camera 4
Change the log status to ‘confirmed'.

Mark as read Confirmation date and together with user’s name and optional note
is added
Mark all as read Confirm all logs

Paying back the video material combined with selected event

Play selected log (useful for alarm events viewing)

Live view from camera Displaying live view from camera combined with selected event
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8. CURRENT EVENT LOG PANEL
8.1. CURRENT EVENT LOG - basic information

Alarm logs generated by IP devices as well as NMS application are listed in a CURRENT
EVENT LOG. In contrast to LOGS panel, were all logs are available, this panel displays a list of last
tens events. User may define the exact amount of displayed entries as well as a type of displayed
logs. For easy operation different groups of events are distinguished by different colours. Events on
the list appear chronologically, depending on time of event occurrence. The latest events are listed on
top. The CURRENT EVENT LOG panel is presented below:

Polaczenie sieciowe:
20110302 163546 | 10112121555 NMS Server | N mns(ws High root
User Hh oot
oot

20110302 16:35:44

20110302163540 | 1012120

201109021635:32 | 10112121555

2011030216365 | 10.1121.21555

2110002163518 | 10112121855 - NMS Server
2110902163511 | 10.1121.21:585 NMS Server | Network
- nnection lost

20110302 163504 | 10.1121.21555 - NMS Server |

S - e
- -
55 stream_23

The CURRENT EVENT LOG panel contains events that occurred from application start-up till
now. Just after software start-up event list is empty.

Attention: Only some groups of events are displayed by default. Current event log filter
configuration is necessary.

8.2. Current event log filter

The NMS administrator may define a list of devices and events types that will be displayed in
CURRENT EVENT LOG for each group independently. Please use a current event log filter to adjust
a content of panel very easily.

In order to change CURRENT EVENT LOG filter configuration please select:
° CONFIGURATION / APPLICATION SETTING / USERS tab;
. point to desired group of users;

. press Set Filter button.

Caution: CURRENT EVENT LOG filter configuration is independent for all defined group of
users.
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Filter is divided into three tabs:

o general - allow you to choose one or many IP devices, video streams;
o application - allow selection of events related to the NMS application;
o devices - in this tab, you can choose events that are directly related to the

IP devices connected to the system.

Current event log filter configuration is analogical to Log filter configuration described in previous
chapter of this manual.

Additionally, there are available buttons:

. Import Import settings from .FLT file;
o Export Export settings to .FLT file;
o Copy to all Copy settings to all groups of users.

8.3. Current event log configuration

CURRENT EVENT LOG described in a previous chapter of this manual can be easily adjusted
to user‘s preferences. Settings are available in CONFIGURATION / APPLICATION SETTINGS /
APPLICATION / Current event log window.

User can also change:

o columns order and lock current columns layout;

o hide some of the columns;

o define the exact amount of displayed alarm events;

o select live or playback mode for video combined with alarm log (mouse double click).

Current log canfiguration

Log count:
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9. PTZ PANEL

9.1. PTZ panel - information

PTZ panel is an alternative for direct on-image mouse-control of speed dome cameras.
Moreover PTZ offers full configuration for speed dome cameras: CAMA-I, CAMA-II, CAMA-III
(protocols: NOVUS-C, NOVUS-C1, NOVUS-C2 and PELCO-D) (Further information about

activation and configuration PTZ cameras in chapter 10.1.6.). S oot
OO

PTZ panel activation requires a proper camera-to-video server i S G L

Speed

connection (you can find the details in video server’s manual) and
video server port RS485 configuration as well (transmission speed).

Arrows (4> ¥V A) - pan and tilt control

Speed - camera movement speed
Zoom -/+ - zoom control
Focus -/+ - focus control
Iris -/+ - shutter control
Preset - preset recall
Pattern - pattern menu
Tour - tour menu
Auto scan - auto scan menu
On, Off - buttons to use with special functions in
PTZ cameras
Home - home mode on
Autofocus -autofocus mode
0-9 - functions’ numbers : presets, tours etc.
Del - deletes the function box L
Menu - camera menu
Control - presets, tours, etc saving in analog cameras S e
Esc - back to the previous menu, sub menu
Preset SET - preset saving oE
Mode - switching between modes (for Novus C1) )

Autofoos

Attention: Set the parameter *'speed' does not provide the
same functionality for all PTZ camera’'s Novus. In case of
problems inside the OSD menu , set increase/decrease “speed”
parameter.

Attention: In case of NVIP-2DN6020SD-2P camera to restore
Auto Iris mode, set the Speed ,,0” and click the button Iris -/+

Presetsda

Control
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9.2. Control NVIP-5DN2021D/IR-2P (,,fisheye™”) camera

NMS Software allows to control specific camera as NVIP-5DN2021D/IR-2P. It has the
ultra-wide (so called ,,fisheye™) lens. Despite the lens is fixed, features of the camera make possible
to control it in similar way to the real PTZ camera.

After PTZ mode activation, the camera can be controlled by:
J PTZ control panel (further information in chapter 9.1.);

. PC keyboard - arrow buttons change scene in the desirable direction, Page Up/Down buttons
B control Zoom Out/In;

. PC mouse - clicking on the side of video screen changes scene in the desirable direction. Scroll
controls Zoom.

The camera displays video in two modes. In the central position, and zoom out (the widest
angle), the scene is circular (the scene circle is inscribed in the division window).

Show FPS: 47
| Decoding FPS: 12
Bandwidth: 3,9 [Mbps] - ’ Nms Cf'U: 4
Video decoder: Novus AV Decoder Total CPU:

Video codec: H.264 ) System time:
11 ULAW System date: 2

Buffer: 100.0% Status: Live - PTZ

Virtual zoom or movement switch on ,,Digital PTZ” function and full-frame mode. The scene
circle is enlarged to cover the entire rectangular division window.

Video has typical distortion for the “fisheye” cameras in both modes.
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Video analysis is performed at the computer which is remotely connected with the camera.
Digital PTZ function, due to number of calculations required in video processing, may cause general
decrease in computing power and decrease in operating system performance, depending on the PC
hardware configuration.
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10. CONFIGURATION PANEL

Configuration panel is divided into tabs and sub-pages which allow for full set-up of NMS
application.

10.1. DEVICES tab - information

Devices tab functionality is similar to the panel DEVICES available from the main menu. In
addition, there are options for adding and removing devices and their configuration.

10.1.1. Adding video servers to a DEVICES list

Adding a video server or IP cameras to the list of devices is possible by using a IP devices
search button or by hand, but for this you have to know the IP address and type of the device. Startup
and initial configuration of the IP device is describe in the manual for this device. The easiest way to
add new devices to the system is to search a compatible IP devices by using search button.

IP device search button

Removing IP devices from
the system

2| |EHER nviPvs102

:b Kamera 1

Adding IP devices to the
system

Once you find the IP devices select them, set the option Connect to adding and use the Add

selected or Add all.

.' Device search
Address [P ¥

152.168.21.210

Name

NVIP-VS101LITE.

NVIP-VS101LITE

Channels Firmware
total VErsi

ion
FW V15641

I 192168.21.204

Camera RD - North

NVIP-TDN4401V/IR/MPX2.0

V1.0.18_NVC

152.168.21.203

Camera RD - East

NVIP-TDN4401V/IR/MPX2.0

V1.0.18_NVC

192.168.21.202

R&D room

NVIP-TDN4401V/IR/MPX2.0

V1.0.28_NV

Deselectall

192.168.21.201

R&D drzwi

NVIP-TDN4401V/IR/MPX2.0

V1.0.28_NV

Refresh

192.168.1.80

IP_Camera

NVIP-Toac5401C/MPX2.0

V1.0.20_NV

S NPT, 59%

152.168.1.210

IREK KAMERA

NVIP-Tax5401C/MPX2.0

V1.0.16_NV

152.168.1.206

NVIP-TDN3400H/1R-3

NVIP-TDN24D0H/IR-3

V32572 NV

192.168.1.205

IP_Camera

NVIP-TDN3401H/IR/MPX2.0

V1.0.28_NV

152.168.1.202

DACH bw

NVIP-TaocB401C/MPX2.0

V1.0.28_NV

[ Connect on adding

192.168.1.201

DACH

NVIP-Toc5401C/MPX2.0

[0 BT R NG T T T (R R N

V1.0.28_NV

Info

152.168.1.187

NVIP-2C2011D

NVIP-2C2011D

nv20110812NSA

152.168.1.186

NVIP-2DN5001C

NVIP-2DN5D0IC

nv20110823NSA

10.11.23.3

|P Camera

NVIP-TDN3400H/IR-3

V3256 NV
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There is also option to add new IP device manually. Please press a following button n
in the configuration menu. Then new window will be displayed where user can specify the devices
IP address, port and also the type of IP device, if it can not be identified automatically.

. Manual mode is recommended
N b : only when type of IP device

S et can’t be determinate automatic
(e.g. device does not exist on the

URL net)
10112124

[l Fun all channels

An IP address or domain name
of IP device

Description
:%_I 192 168,21,
# Adding video servers to a
i Devices list
i Camera 1
Notice! If you manually add devices please notice that the default port of communication

for IP devices NOVUS NVIP-VS10x, xDNxxxx and NVIP-HDNxxx series is 554 and
for the NVIP-Txxx series is 80.

To connect more then one RTSP channel it is required to purchase a separate license and use
special USB dongle.

Regardless of method that was used to add the device it will appear on the Devices panel list
with only one active stream. User can switch between two remaining stream options under the
General tab, that is: Main stream+Split screen stream and Main stream+Secondary stream (up to
720x576 and 512kbps). The former one is best used with multiple video streams being displayed on
the video screen simultaneously. NMS is able to detect that and automatically switch the streaming
from higher performance to a lower one in order to conserve the computing power of the PC it is
currently running on. The latter mode allows to enable a device to serve two individual streams at

once.

(-3 WIP- T4,
. 5 Stream 1
General Sl -t Stream ..
[=H Bl WYIP-TxaS4, 0 94.42,84.76 General 2.0 | - 10
| Lo streamt @ MPEGA(1280%1024) Fps(3) F-ES ip-Tond... Zg
R - Stream 2 @ H
1o ije]
2 |2-E3 wyip-tonas... S 94.42.84.76
i Stream 2 -3 H.264(840x480)
iie]

To remove an IP device you have to select this device on the list and press the - button.
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10.1.2. Adding and removing NMS server devices.

Adding NMS Server has to be done manually - IP address and necessary port are required.
In configuration menu please pressnbutton. After a while below window is displayed. Please select
NMS Server as device type and enter correct IP address. Proper user name and password is required
as well. (Defined before in working NMS Server application on server machine).

Vhid G
i Select manual and choose

NMS Server device

I Adding mode Parameters

D pe @ Automatic detection

© Manual

[ Fun sl channels

o Enter user name and password
10112121

Enter IP address of NMS
Server

When NMS Server has been added, will append to device list as well. You have to highlight that
server and in Configuration window, General tab - press Update. After that window as below will
appear:

Nms Update

Refreshlist Nms server version: 1.21.3

Available streams

Streams to be added

w e [-d|o[o]s e[~

—
=

Caution: For proper system operation
the same server and client
software version is required.
In case of server running
different version an
appropriate message is
displayed.

cted [l Delete record Select all

Mark streams you want to add to the system ( all new streams are highlighted as default settings)
than press Add selected and close window. Stream’s list of new NMS server has been updated with
selected streams and will make connection sequentially.

Alarm input and outputs list available from the NMS Server is displayed in 1/0 tab in this
window. Please add alarm inputs/outputs analogically to video streams.
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10.1.3. NMS Client - streams management

NMS allows to choose streams available from the NMS client. Among video streams available
through NMS server you can chose these that are received or recorded.

Update button in CONFIGURATION / DEVICES / General subpage runs stream management,
after that a window depicted below appears:

Nagrania

Usuriwybrane  [lf Usuri nagranie Zaznacz wszystiee Odznacz wszystoe

Zamknij

Window contains a list of streams both sent and currently not sent by NMS Server. Status on
available streams informs if that‘s new or existing system stream. When new streams appear, select
desired ones and press Add Selected.

Unavailable streams are also listed and records for them are available as well. Unwanted streams may
be deleted.

Notice!  List of available streams depends on streams sending by NMS Server and level of
access to NMS Server. Manual adding and removing streams connected to selected
NMS Server is possible and all steps are given in chapter 10.1.4.
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10.1.4. DEVICES tab: General subpage

General subpage allows to define settings of IP devices and installed NMS streams.

Configuration

Devices Users Application

) = =

Id  Mame JescHphior General

2B IP-TxxS401C[M. . 42,84, General ; 5401 .0

‘b Stream 1 o MPEG4(126. .. ' WIP-TxxG401C/MPEZ.0
Lo
2 | E-ER WyIP-TONS401YL.. 28 94.42.84.76
""" b Skream 2 Initializing...

)

Stream mode

Connection

Type of device (IP device or video stream) determines following options:

a) NMS Server:
. General - configuration of name and device description , connection status;
. Connection - IP address and network port settings and type of connection;
. User - user name and password necessary to log in to NMS Server;
. NMS Connection - NMS connection port number;
. Update streams - list of streams management. Description was given in chapter 10.1.3.

b) IP device:
. General - configuration of name and device description , connection status;

e Stream mode - (refer to 10.1.1.);
. Connection - IP address and network port settings and type of connection;
. User - user name and password necessary for device authorisation;
c) Video streams:

. General - configuration of name and device description , connection status.

All changes must be approved Save button at the bottom of the panel.
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10.1.5. DEVICES tab: Schedule subpage

You can define separate recording settings for each camera available in NMS using Schedule
subpage. Continuous recording is set by default.

NMS application has 5 recording modes:

D Continuous - recording with a constant speed,

D Motion detection - recording only when image changes are detected (motion regions must
be selected in the video server),

I Event input - recording only while the event input is activated,

:| M.D or Al - recording only when image changes are detected (motion detection)

or while the alarm input is activated.
:| None - no recording,

] Continuous on event - recording only full video frames with full continuous recording after
event occurrence.

"Panic"” recording also appears in the system, but it is not included in the schedule due to the
high priority of this recording mode.

Fields half-filled with a color (|:| ) indicate that only the full video frames are recorded.

When you select a video stream (no IP device) you will see the schedule assigned to this device.
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Choose a device to Defining holidays .
. . Recording mode Weekly schedule
configuration schedule
1 |25 Nms Server S 2012-12-1713:13:38  192.168.19
o Rowery MPY 2.0 1 264(1500.. 0 B 1] 2 | 3| 4|5 | 6 | 7 | B | 9 [[10]11]12 13 |14 | 15 | 16/ 17 | 18 | 19 | 20 | 21 | 22 | 23
En Pulanska FTZF... H.264(1920... [
-3 Parking DEMO MPEG4(128. ..
&5 Parking 1 e R 5 H.264{1500..
-Z3 Parking 2 H.264{1600..,
& Parking 2 (ore H. 264(540
& Parking 3 {pre 264{160
~Z Recepdja PAL » MPEG4(720. .
&5 Rowery PAL » MPEGA(704...
~f% Rowery MPX 2 H, 264(640x,. -
5 NVIP-2DNE02D.. V. H.264(1920.. ]
& nirp-2one02
-&3 Parking 3 H.264{1600..,
& Parking wiazd s H.264(1920...
-Cn Stream 1 2 |
& Steam 1 frevi.
2 |G Cl Nms Server ==} 2012-12-1713:13:45 192,168, 1....
& fhumu.ar'\? - veesaro. Wl :
2R S Pn Wt § Cz Pt So N
2627282930 1 2
3456789
10 11 12 13 14 15 16
[i7)18 19 20 21 22 23
24 25 26 27 28 29 30
A1 23 435 6
| Opms2o21217
Export/import Confirmation/cancellation of

Defining holidays Defined holidays

schedule file the settings

When you select the recording mode choose the area on the schedule that matches the desired
period of time. Schedule is divided into days of the week (horizontally) and hours (vertically). The
hours are additionally divided into four sections which lets you choose the recording time every
15 minutes. You can select the entire column (by clicking on gray rectangles, respectively
hours / quarters, entire rows (by clicking on weekdays short names) or a whole week 24/7 by
clicking on the gray box in the upper left corner of the diagram.

Moreover, you can also set holidays for which you define individual recording settings. Such
days can be set independently of the year, and repeated annually. Changes must be saved by clicking
Save button at the bottom of the panel.

Once configured schedule is saved it can be used while configuring another camera or another
NMS application. You can use Import to all button to load saved timetable for all available cameras.
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10.1.6. DEVICES tab: Advanced subpage
Advanced subpage allows to open WWW page implemented in selected IP device

Descriptionfigll  General Schedule | Advanced
= 192.168.1.,
& -'::-: H.264(128. Open configuration

= 2012-12-1713:32:50  192.168.1.
H.264{160.|

Enabled PTZ settings (address and protocol);

1D .
(concerns video servers)

Protocol

I!i §
i

Keyboardspeed

[+

Stream conhqurahon

Recording
maode

Schedule Recording mode (schedule or disable);

Resolution 1230x1024 MPEGE -
Stream settings (resolution, frame rate,
compression). Changes are made in the cameras.

(This funcion concern selected models of cameras)

FPS

0
o

Compression type

Compressionvalue

Bitrate limit

IPEG Quality

Download settings from the camera

All changes must be approved by clicking Save button at the bottom of the panel.
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10.2. USERS tab - information

In this tab you can configure NMS users or users’ groups and making their access rights.

. s . Current Event Log filter Maximum AVI
Start point || NMS users’ group || NMS single user : g .
settings (chapter 8.2.) export bandwidth
=~ Root
E'm .':Elminis rzy (2)
by y dministratorzy U Sroops
m upl (0) i
g Growp2 (1) User L4 H =l None 100 5 i
_ Group2_Lsers
b ous ) B ©
‘g, Group3_User2 i J
e -8 NVIPAC24000/MPX1 3 vl -
L g3 Group4d_Userd . ..... & P Camera & m " 7
L5 Camers fprevie = -
- EZfNVIP-TON3400H/R-3 ¥ ¥ ¥
Type of selected group /> stumien 1 ] I e %
b & Strumiei 1 (preglew 7 = 7]
| B NVIP-3DN3D1 V] i
: [l l [ v
Access priority, when - — - v
- . = £
maximum connections = = .
Iimit iS reached i Parking dach 1 {preview ; _Iﬂ Al =
(0-higher =5 /O p ] 40
10-lower) £ // - / 2
(refer to chapter 12.) T4 |BE v
: VA ] | -
| ] I v
7 | © .
Loads layout for selected 7 = T ®
group (refer to 4.5.) atking dsch 2 freview 0 [
EE NVIP-Tae5401C/MPX2.0 £l | M
I © - Pulawska_1p_TDN [ 7]

Sets access rights to the
camera for selected Sets privacy mask

group

Sets functionality
access rights for
selected group

Sets access rights to
digital zoom

When NMS is installed a default administrative account is created, user: root, password: pass,
placed in a group: Administrator. New groups and users can be created by using context menu
when you click RMB.

Attention! Access rights configuration is for local and remote users. Remember to configure
access rights in NMS Server and NMS Client. Client connecting to server has
twofold defined rights (group of users defined in NMS Server, and NMS Client).
Restrictions will sum up.
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Attention: Only groups with admin rights have access to CONFIGURATION menu.

Context menu options:

File/Reload Reloading/exporting users’ data
Add new users group Adding a new group of users.

Add new user Adding a new user.

Remove user Removing a selected user.

Remove group Removing a selected group of users.

To create groups of users with limited privileges, follow the set procedure:

. add a new group and define type as User and give an appropriate name;

File

Create a Grmip

. add new users to the group, set their names and passwords;

. select the group that you created and defined access to cameras and program features that
should be available for selected group of users;

. optionally you can define window view that will be loaded after the user logged on. Works
with windows and their arrangement is described in Chapter 3.

In the same way, you can create additional user groups and give them an independent rights.

From the context menu accessible from the right mouse button, you can also delete a selected
user or group.

=g Root
'—:m Administrator (1)

[=]
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Selecting a user associated with a given group allows to assign a personalized login/password
for him, attach a JPEG picture and personal information. Mobile number field is a separate case,
closely interconnected with the SMS module, which is further described in chapter 10.3.

Change password window requires typeing a current password, and a new password twice.

:3--- Root
=-£ks Administratorzy (1) UELL oot

Fil £ Groupl (0)

Department
First name

Last name

E-mail address

Registrationdate 000

Lastlogged 201

Current password:
Password

Confirm password:

Very Good

You can enable Login with confirmation function. To log into administrator account, it will be
required to enter the second administrator's login and password. To turn on this function, open the
CONFIGURATION / APPLICATION SETTINGS window. In Application tab, select Login with
confirmation submenu, check the box located there and press the Save button.
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10.2.1. Domain users - Active Directory authentication
Nms application work with Active Directory service. Domain users can be “integrated” with
NMS user list.

To add domain users, point the desired group, click the right mouse button, and choose Add
active directory users from the context menu.

Cnnﬁglﬂitilm Recorder

Application

Add Mew User
Add active directory users

Remove Group

Domain users search will start automatically. If system user is defined in domain, the list will
fill up with domain users. In other case it is necessary to fill the Domain address, Login, Password
fields and press Get users button.

Domain users are displayed on the list below. Select record on the list, and press Add users to
assign user to selected group.

Diomain Login Password
19216811 frot  f— ] Getusers
First name

lakub
Lukasz

Mariusz

Domain users name has suffix (Active Directory user). Name and Password are non-editable.
Personal information fields will be filled up automatically from the domain.

All rights reserved © AAT Holding Sp. z 0.0.
86



NMS ver. 1.31 - User’s manual

10. CONFIGURATION PANEL

Video 1 -1.1x1 Configuration Events configuration Pos configuration Video 4 - 1. 22

Devices Users Application General
=@ Root General
lﬂm Administratorzy {2) Name

Em Groupl (3)
i ik (Active directory user)
: "; la (Active directory user)
"; mk {Active directory user)

Password [

Department

First name [RIGEEH
Last name

Change

E-mail address la@wp.pl
Change Delete

Phaone number
Description
Street
Number
Postal code
City

Country

Registrationdate 2013-10

Lastlogged Mewer

Authentication mode field in logon window is enable when at least one of the users is defined
by Active Directory. Selecting Active directory authentication results login as domain user.

Authentication mode

Artive directory authentication e

Turn off Longin Turn off Login
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10.2.2. Privacy masks
Check the privacy mask field opens the window with the stream preview shown below.

Privacy ma

Copy mask from selected group _

Selection with the left mouse button creates the rectangular privacy mask on the screen. The right
mouse button click deletes pointed mask. Selection with the right mouse button deletes all masks in
the selected area.

Quantity of the privacy masks is unlimited.

It is possible to copy saved privacy masks from the other user group. Choose the proper group from
the list located on the bottom of the window and click Copy mask from selected group.
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10.3. APPLICATION tab - information
APPLICATION tab contains settings for NMS:

. Auto login User account that one is logged in to during application start-up;

. Language option to change the application language. New language will be
applied after restart the software;

. Panic setting time of recording after pushing panic record button;

. Logs configuration available functions:

Remove loas after.. davs Logs are removed after a selected period of time
g --aay (30 days by default).
Displav...on page You can define the number of logs on one page
play...on pag (100 by default)

Number of logs to store Number of logs (10000 by default).

Save logs with priority Allows to select a priority of logs that will be saved
. Current event log appearance, number of logs;
. Sequence time configuration switching time of cameras in sequence mode;
. Display Settings codec configuration, video settings, text and frame color;
. FTP Settings FTP server (storing videos/pictures of events) settings;
. SMTP settings SMTP settings (for sending e-mails containing videos/images of

events);
. Events active window count settings Sets the popup window limit;

. SMS Modem Allows to set COM port number together with baud rate appropriate
for a given SMS modem in order to enable notification via SMS.
Detailed modem configuration settings can be found in their
respective manuals.
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Available options in Display Settings: [General]

Show motion regions

Displaying defined motion regions (only in Server mode)

Detect the same streams

In case displaying the same stream on more than one frame CPU usage
is reduced

Show only I-Frame of
MPEG-4

When you select this option only the base frame will be displayed
(fluent of displaying channel is dependent from the GOP parameter for
each channel).

Minimum buffer value [%]

Minimum buffer value (ranging from 75 to 99%) defining the threshold
value exceeding of which results in ,,jumping” to the next frame. Default
value is 99%

Maximum number of
decoded frames

0 means 'unlimited' other value means the maximum number of frames
displayed simultaneously in the whole system (the sum of all windows,
video breakdowns). Default value is 0.

Number of frame per
second

Limit the frames display on video window, without decoding limitation.
Default value is 40

Video scaling

Options: 4:3, 16:9 and scaled to the shape of the source video stream.
The default is to scale the video stream.

Force output colour space

Force output colour space. Default value is 30

Load default configura-
tion

Default configuration will be loaded.

. Display Settings: [Colours] - description of available functions

Video window back-
ground

When you click on the colourful box you can select colour of the video
window background .

Video window/ selected
video stream

When you click on the colourful box you can select colour of selected
video stream

Motion regions

When you click on the colourful box you can select the motion regions
colour

Text

When you click on the colourful box you can select the text colour

Text background

When you click on the colourful box you can select the text backgound
colour

. Display Settings: [codec] - Setting decoding for MJPEG and MPEG-4 streams. The preferred
decoder for both streams is Novus AV Decoder
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o Display Settings [OSD] - There are 3 types of OSD (1, 2, 3). Configure the appearance and
position of each one is independent. After selecting one OSD list of available parameters will
be displayed in window 7.

Description of available functions:

1 General information on Number of the video windovv_, inf_ormation about the device, its
stream IP, resolution, framerate, device time

2. | Additional stream statistics Erzrndg\fgf%a?fpig’01\‘/:‘?2%)(;, E?J(:I?;I‘ ((:Zl;)g(i:ci)t,yvideo), frame size,

3 General information ID frame, decoded frames, display frames, CPU, CPU NMS,
the number of streams, system time and date

4 POS Settings for POS transaction frame

5 Position [%] X - the value of d_istance_in the hor_izontal_ axis from the corner
Y - the value of distance in the vertical axis from the corner

6. Anchor Selecting the OSD corner

7. Change font OSD font size and type

Auto size Scaling font size to window size
Enable text shadows Add OSD text shadow
8. Available parameters Lets you choose only those parameters which we are interested
9. Up / Down Changing the display order of selected parameters on the list

General Colours osD Codecs

Text fields
General information on stream il Bandwidth
[ Audio bandwidth

Egl;eral e [] video bandwidth 8
[/] Videodecoder
[[] Audiodecoder
[/] Video codec

& [¥/] Audio codec

Position [%] [] Frame size
: [ Frame ID
* B ': O sl E Frame type

Y _ @ [%:] [J/] Buffer

Global fontsettings
7 Auto size [hf1000]
[ Enable text shadows

A owWwpNPE

Changefont Font: Arial, 20
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11. SERVERS

11.1. SERVERS - information

SERVERS service is sending video streams and data to client applications through NMS
Server. It may be the same NMS application, WWW website or multimedia player as well. To open
SERVERS panel choose CONFIGURATION / SERVERS option in main menu.

This panel allows to configure:
o NMS Server - responsible for correct connection NMS Client application;

o WWW Server - responsible for correct work WWW applet which allows to preview images
and video using web browser, and for sending static images to NMS Client application;

J RTSP Server - responsible for sending “live” streaming of video to NMS Client, WWW and
other applications.

o Remote playback Server - allowing to play recorded videos (Playback).

Server configuration

Nms Streams |  Inputs / Outputs

Discoveryservice 7 = Path

NMS Server (1 Floor)| NVIP-1DN6118SD
- & Stream 10 Stream 10 | B | [@ |
Stop
= : I-B2 Nms Server
Server is running f —
Port NMS i3 Rowery MPX 2.0 Rowery MPX 2.0 [ [@
Number of connections: E &h Pulawska PTZF... Pulawska PTZ FHD 0 V]
REsp ‘(i Parking DEMO Parking DEMO ] V]
- =
v

[‘3.. Parking 1 Parking 1
|s_7r.| Parking 2 Parking 2 ] ]
b~ Parking 3z _ .
! a: Recepcja PAL Recepcja PAL v
|5_T;: Rowery PAL Rowery PAL il @]

Stop Restart

Server is running

Port RTSP m Diagnostics

m

1|0
|

-C31 NVIP-2DN6020... NVIP-2DNG6020SD-2P [ v
h Parking 3 Parking 3 -_n _"'f,
L& parking wjazd Parking wjazd v

Server is running

Port PLAY

Stream 1
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Servers work independent, but turning whichever off will disable functionality described
previously.

Attention: After running NMS, servers automatically re-establish their state before shutdown
(Servers which were running, start up. Servers which were stopped, remain stopped).

SERVERS panel contains also list of video streams and inputs/outputs which may be sending.
Path - is specific network name of stream;
Enabled - means that stream is sending and available in NMS Client;
Authorization - determine login / password requirement in RTSP connection.

Streams Inputs / Outputs

Camera Mame Enabled  Authorization

..y Stream 10 ! Stream 10 | [ | v |
--E= Nmg Server

----- é: Rowery MPX 2.0 Rowery MPX 2.0 ] @]

..... & Putawska PTZF... Putawska PTZ FHD [l ¥

..... & Parking DEMO Parking DEMO v £l

..... 4 Parking 1 stream_3 Parking 1 V| V]

..... Cx Parking 2 Parking 2 ] ¥

----- Con Recepcja PAL Recepcja PAL £ il

11.2. NMS Server configuration

NMS Server - is responsible for correct connection NMS Client application. Configuration
window is located in the upper left corner of SERVERS panel.

Nms

Fl Discoveryservice

MMS Server {1 Floor)| < Server name

Stop

Serveris running Server status

Part NMS

Mumber of connections:
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NMS server window contains:

Discovery service checkbox - if checked, server will be “visible’ in DEVICE / Search window;
Textbox to set the server name;

Run, Stop, Restart buttons controlling server work;

Server status information;

Port NMS field - allows to set communication port (555 is default);

Number of connections informs about quantity connections to NMS Server.

After setting all essential parameters, saving changes and restarting is required.

11.3. RTSP Server configuration

RTSP Server sends through LAN “live” video streams (including sound) to NMS Client, WWW

and other applications. Configuration window is located below NMS Server window.

Rtsp

Stop Restart

Server is running Server status
Paort RTSP SRR Diagnostis

RTSP server window contains:

Run, Stop, Restart buttons controlling server work;
Server status information;
Port RTSP field - allows to set communication port (554 is default);

Diagnostics button - opens diagnostic window.

Before starting RTSP Server, you should mark video streams and choose components to be send

to client applications in Streams and Inputs / Outputs windows.

After setting all essential parameters, saving changes and restarting is required.
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Diagnostic window allows to display active connections with video streams. To open window -
press Diagnostic on RTSP Server.

Widen 1 l,l,ts_p-é_:e’nt_l;r diélijij_'_a'_sjl‘.iﬁ 'Z:IIII'IFiI;llJrl'-EItilIl!'l

Dptions

Connection count: 8
LP IP Camera & connectio Lask Frame Send bytes
1 10.11.5.205:56633 Kamera 1 12;0312010 11:32:25 0 42 KB (4,284) 4.1 ME [ 4,342,273
2 10.11,5.205:56636 Kameral |12/03/201011:32:33 2 45K (4,576 ) 57.6 VB { 39,470,101 )
3 10.11,5.205 56641 Kameral |12f03/2010 11:32:58 2 76 KE [ 8,036) 48,1 MB { 50,390,610
4 10,115,205 56646 Kamera? | 12f03/2010 11:32:43 0 4.0KE [ 4,104) 40,9 VB { 42,881,426 )
5 10.11,5.205:56649 Kameral | 12/03/2000 11:32:49 0 39KE {4,044 14,6 ME { 15,312,420 )
f 10,11,5. 20556653 KameraZ | 12/03/2010 11:32:54 i 39KE( 3,984 5.5 ME { 5,780,230 1
7 10:11,5.205:56657 famera3  |12/03/2010 11:32:59 1 74 KB (7,556 ) 14,1 M { 14,737,576
g 10,11,5.205:56660 famerad  |12{03/2010 11:33:04 1 37KB(3,834) 7O0MB( 7,299,778 )

Reload button will reload list of valid connections. RMB on connection will display additional
menu:
. Add to deny list - selected IP address will be added to deny list
o Add to access list - selected IP address will be added to access list
o Disconnect - selected network connection will be disconnected

Permitted and prohibited list of IP addresses are in FIREWALL panel. Firewall configuration
description is given in chapter 12.1.

11.4. WWW Server configuration

WWW Server provides correct work of web browser aplet and transmits preview pictures to
NMS Client. WWW Server configuration window is located below RTSP Server window.

WA

Stop Restart

Server is running Server status

Port WWW
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WWW Server window contains:
o Run, Stop, Restart buttons controlling server work;
. Server status information;

. Port WWW field - allows to set communication port (560 is default);

After setting all essential parameters, saving changes and restarting is required.

11.5. Remote playback server configuration

Remote playback allows user to make selected video recordings accessible for other client
applications (and uses video recordings by NMS client which are accessible by NMS Server)

Remote playback

Stop Restart
Server is running Server status

Port PLAY Diagnostes

Remote playback server window contains:

o Run, Stop, Restart buttons controlling server work;

. Server status information;

. Port PLAY field - allows to set communication port (557 is default);
. Diagnostics button - opens diagnostic window.

After setting all essential parameters, saving changes and restarting is required.

When servers configuration has been done, we’re ready for making video recordings accessible.
Make sure that video streams are turned on (Enabled) and recorded videos exist.

To make video recordings accessible, turning on NMS Server and Remote playback server is
required. ( Select Run button in SERVERS panel).
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11.6. Other features of RTSP Server

RTSP Server transmits video streams through the network (with sound) compatible with some
network media players. Thus it is possible to play chosen video stream using video player
(e.g. Video LAN VLC Media Player). To get the access, media player must chose RTSP mode of

transmission then indicate the correct network path, described as below:

| rtsp://192.168.1.10:554/stream 0O

Y T

IP address of NMS Server

RTSP Server

Port number of Camera’s stream name

(path)

When correct path is entered and buffering is complete, camera image is displayed on the

screen.

Notice!

A rtsp://192.168.21 5:554/stream 0 - VLC m... L= (50 (eS|
Media Audio Video Playback Playlist Teools Help

= [ 3 = E w w

« [}
| (] e m)pw) ) o

| rtsp://192.168.21.5:554/ stream_0 | Il_ﬁ rﬂﬁfﬁfﬁdﬁﬂ_

When network speed connection is low, buffering may take even few minutes.
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In order to configure VLC properly please open VLC properties window and select RTP over

RTSP for LIVES55 stream transport.

A preferences

&

Interface

fe2

Audio

-

Video

R

Subtitles & 03D

4

R

Input & Codecs

A,
E) )

Hotkeys

Input & Codecs Settings

2]

—Oiptical drive

Default optical device I

Browse. .. |

—Codecs

Wideo guality post-processing level 6 53

™ Use GPU acceleration {experimental)

Skip H.264 in-loop deblocking Filter |None

I™ Use system codecs if available (better quality, but dangerous)

- Files

Damaged or incomplete AYT File IAsk for action

Record directory or filename |

i~ Mebwork

I 1234 3:

Default port {server mode)

HTTP prosy URL |

LiveS55 stream transport " HTTP (default)

if* RTP over RTSP (TCP]

Default caching policy ICustnm

=]

Show settings
o Simple O Al Reset Prefsrences

98
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11.7. Other features of WWW Server

Web Server transmits network camera images as JPEG files refreshed every second .You can
view camera image in any web browser, or even embedding image on your own website. To get
access to the selected camera image, enter correct path in a web browser, described as below.

http://192.168.1.10:560/picture.html?stream=stream_0&login=root&password=1A-1D-C9-1C-90-73-25-C6-92-71-DD-F0-C9-44-BC-72

Ar a A A A

Port number of NMS Server NMS application password
WWW Server user name encoded MD5
IP address of NMS Stream’s path
Server name

Default login/password for the server is root/pass

.
ord=1A-10-C3-1C-30-73-25-C - Windows Intern....= | ) [
& v | 43| x ||l Google -

_| - v fm v [ib Strona v {(F Marzedzia =
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12. FIREWALL

Firewall is to control RTSP/NMS server connections and limitation of remote access to RTSP

streams transmitted by NMS application. It is possible to configure single or full range of IP
addresses and permit/prohibit access to those addresses.

12.1. Firewall settings

To open firewall settings window choose CONFIGURATION / FIREWALL from main menu:
Firewall - settings @

Keep connection alive for: || HESE (=]
Break connection after: [=]
Max connections: m

Max playback streams 16k

Ip filtering mode: FERETRTEREE -

Allow list

It is possible to allow / deny access to single IP addresses or ranges of addresses.

Available server’s parameter:

Keep connection - connection support time during no data transition (available time range
1-64000 seconds);

Break connection - automatic time of disconnection (available time range 0-64000 seconds,
where - 1 means no automatic disconnection);

Max connection - maximum number of simultaneously transmission of live streaming
(available range -1 means no limit for number of streams);

Max playback streams - maximum number of simultaneously transmission of playback
streaming (available range -1 means no limit for number of streams);

IP filtering mode - no limit or selection from prohibited/allowed IP addresses:
. Allow list;

. Deny list.
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When you open one of those lists, window as below will appear.

Starting address Ending addrezs Enable

1 10115205 10115205

Beqgin address
1P Add

=l

End address
IP Address

o Single IF

@ IF range

Add button enables entering single IP or IP range address to the list. To delete IP address click RMB
and select delete.

It is also possible to add already connected IP address, straight from RTSP diagnostic window.
After all, save changes and restart RTSP and NMS Servers.
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13.1. RECORDER panel - information

NMS application allows for recording each camera with a different settings or all the cameras
with the same parameters in one location. In the recorder panel menu you can see estimated recording
time for each camera with current settings, and correct size on disk if this time wouldn’t be proper.
The longer the time of current recordings the more precise the estimated recording time.

Information!

In the RECORDER panel menu you can select many cameras to group recording setup by using
typical Windows function to select objects, e.g. to select all cameras you have to use Ctrl + A
shortcut keys. You can use Ctrl key and select specific cameras, or by using Shift key you can select
first and last camera, then whole group is selected.

In order to run this module select CONFIGURATION / RECORDER from main menu. Below
you can see a RECORDER panel view.

Drive letter, free space and total capacity are
visible

Wideno 1 Recorder

B
—
Q 104,7f111,8 GE

Recording to

W MYIP-2DNS00, .,

Infimity

=B WyIP-2DH4001...
- i stream 3 0,0 Infinity 3 5
=) DEMO_TDN44D. .
&5 Stream 1 0,0 Infinity 3 5

Infinity

Erase ERT  * Estimated recording time,

Here you can set required size and path and use it for all
selected cameras simultaneously.
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In the RECORDER panel you can see all the disks that can be used for recording video streams,
statistics about free space and total disk capacity. After any changes in the size of recordings,
information about free space is refreshed, even though these changes are not finally applied. Then
users can see statistics of used space and they can make some adjustment of previous settings.

Attention: NTFS is a recommended recording file system. You mustn’t use system disk or disk
with Windows paging file to record video streams.

In the columns you can see information about network devices installed in system:

e Camera name of camera or video server and video stream description

e Icon actual state of network device

e Size information about disk space allocated to record

e Path IP address for network device path on disk for video stream recording

e ERT estimated recording time

e Record from time of oldest recordings

e Record to time of latest recordings

e Pre alarm pre-alarm recording duration. In order to change it, please enter a new value
(in seconds) in corresponding field.

e Post alarm post-alarm recording duration

To start recording for a selected camera you have to use bottom bar, which helps you to find
desired folder or create new one dedicated to recording video files and set a size of this folder.
By using this bar you can select a few cameras and push the Use buttons after filling in size and path
fields. Then all selected video streams are configured with previously selected parameters.

T

Devlces! Recorder |Users | General

0GB

Recording from Recording to Post alarm

E-ES NVIP-VS101LITE
Lfn camerat Iz,n | £ G:ReciNVIP-VS I01LTTE (10.11.21.200 5... [0 HIO M ) 5
CLEE wpvswol (A 4
I el E{z,o I @’G:\R.ec‘NvIP-VSlOI(10‘11‘21‘2017554).‘. omHloM 5
o-E3 wpvsioz || A [ 4 \
ién camerat 2o GijRechVIPS102 (10,11,21.202 559 1.0 |2 [H 54 [M] 2003110403:56:36 | 2009-11-0408:02:02 5
Lfm camera2 70 /|chRechntp 5102 (10.11.21.202 559 2 0 [15[H] 35 M) 2p9\{103 17:53:36  |2009-11.0409:02:02 5
ELED NVIPYS104 / [/
&R Camera 1 /20 | | Rechvpsios (101121204 559 10 |15 [H] 18] 009103 1411610 2008 1104 08:50:58 5
R Camera? / 2,0 / / G:\Rec|VIP-VS104 (10.11.21.204 554) 2.0 |2[0] 5 [H] 40 [M] zuug-ligs\n‘we:ua 2009-11-04 09:02:02 5
i cameras || 20 |/ |eRechwvipusios (10.11.21204 559 3.0 |11 47 M) 2009-11083 22305 | 2009-11-04 09:02:02 5
fm Camerad 2,0 |/ |eirechnipsios (10.11.21.204 559 2 0 [o 22 M) 20091103 33:45:38 | 2009-11-0408:02:02 5
E-EE NVIP-TCS400C //
@R steam1 20 // G\Rec|NVIP-TC5400C (192.168.1.212 80) ... | 1[H] 38 [M] 009110407:2%05 | 20091104 09:02:02 5
5 0[H oM

Erase ERT = Estimated recording time.

\ Selected video \
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In the given folder, NMS application automatically creates separate folder for each camera,
with the information about specified camera, for e.g. 192.168.21.221 1 0. Name of this folder
contains IP address, number of video stream and index of copy separated by “ “symbol (index
of copy is increased when a folder with the same name exists). You can also set size and path
for a chosen camera by writing these parameters directly in a suitable row and column. You have
to remember to create different folder for each camera. After implementing the mentioned changes
disk used space information is refreshed. If the recording size is bigger than the maximum disk size
then that disk is highlighted in red. Then you have to decrease recordings folder size on that disk.
When all settings are correct you have to click the Apply button. The Screen below informs
about current starting of the recording process.

Size: Ny ==l [GB]

You can always change folder size used for recording of any camera. To do it, you have to write
desired size for a in chosen camera the RECORDER panel and use Apply button. If new the size is
smaller than the current size information box similar to the one below appears.

B x|

Attention! By decreasing disk capacity devoted to recording you
lx will lnse some of recorded materials

To delete recorded video material permanently you have to set 0 in Size column for chosen
camera and use Apply button. Changing the path for existing video also results in material deleting. In
both cases a box similar to the one below appears.

B x|

I ' Attention!
i Recorded videao materials will be permarnently deleted

After using these functions recorded video material from selected camera is deleted, so you have
to be careful.

Attention: You can’t use the bar on bottom of RECORDER to set size 0 because it is not allowed
in NMS application.

Attention: You have to remember that changing folder path results in deleting of all video
material from a selected camera.
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Folder with video recordings, whose path was changed due to changes in disk letters, can be
also “connected” to NMS application. In that case you have to click on name of the camera with
RMB and select “Connect to existing record from the menu that appears. Due to the fact that the
name of destination folder is the same as the IP address of a network device you can easily connect
each folder to proper video stream. You needn’t set size of this folder because NMS application can
determine the size of existing video recordings. If you will see error like below when you connect
existing material, this means that the video recording had not been properly stopped by the NMS
program.

B

Path is currently locked due to another process active. If you're sure that
directory is unused, remove lock.mdat file,

——

In that cause you have to remove file lock.mdat from every directory with records witch will
display this information

Attention: You can’t use the bar on the bottom of RECORDER to set path of existing folder
because NMS application will ignore current folder and create new one with higher
index of copy.

To change location of video recordings without deleting existing ones follow the instruction
below:

Close NMS application;

In Windows system move or copy folder with video recording to new location;

Start NMS application;

Run RECORDER panel and follow the instruction to “connect” existing folder;

In DEVICE panel you can see which camera is already recording.

Description

ST mpvsiol 192, 168.21.211:554
Lo Kameral @ EEean b

[=-ED pyIP-AS101LITE E‘i 192, 165.21.210:554

T — You can se the informaion

e 7 | ——|that the video from a
é, Camera 1 & N

S0 wpvsion T 192.168,21.100:554 selected camera is recorded.
é: Carmera 1 & o

To stop recording for a chosen camera but not to delete recordings you have to set recording
mode as None in the Schedule in CONFIGURATION / DEVICES panel.
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Folder with video recordings, whose path was changed due to changes in disk letters, can be
also “connected” to NMS application. In that case you have to click on name of the camera with
RMB and select “Connect to existing record from the menu that appears. Due to the fact that the
name of destination folder is the same as the IP address of a network device you can easily connect
each folder to proper video stream. You needn’t set size of this folder because NMS application can
determine the size of existing video recordings. If you will see error like below when you connect
existing material, this means that the video recording had not been properly stopped by the NMS
program.

B

Path is currently locked due to another process active. If you're sure that
directery is unused, remove leck.mdat file,

——

In that cause you have to remove file lock.mdat from every directory with records witch will
display this information

Attention: You can’t use the bar on the bottom of RECORDER to set path of existing folder
because NMS application will ignore current folder and create new one with higher
index of copy.

To change location of video recordings without deleting existing ones follow the instruction
below:

Close NMS application;

In Windows system move or copy folder with video recording to new location;

Start NMS application;

Run RECORDER panel and follow the instruction to “connect” existing folder;

In DEVICE panel you can see which camera is already recording.

Description

-- NYIP-¥5101 E‘i 192.168.21.211:554
Lo Kameral @ e P
(=B MYIP-YS101LITE E‘i 192.168.21,210:554
L Kameral | @ i b . .
e émqu ::18:1 | =5 =22 . |1:2\168 21.22T: You can see the information
e 7 | T——|that the video from a
é, Camera 1 Lo N
=l NYIP-¥5101 Ei 192,165.21,100:554 Selected Camera IS reCOrded.
é: Camera 1 Loed ~

To stop recording for a chosen camera but not to delete recordings you have to set recording
mode as None in the Schedule in CONFIGURATION / DEVICES panel.
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14.1. Defining event scenarios

Continuous control of various situations without personnel participation increases system
efficiency. EVENT SETTINGS panel allows user to create event scenarios for alarm situations that
may occur in monitoring system controlled by NMS application. If any of Actions defined in the
scenario take place, the NMS application executes all Reactions available in the scenario e.g. in case
of alarm input activation, selected alarm output will be temporarily activated and exported AVI
movie will be sent to FTP server. Detailed information about all available actions can be found on
the following pages of this manual.

In order to run this panel select CONFIGURATION / EVENT SETTINGS in main menu.

My scenario for events test{MVIP-TCE400C; Stream L; - > Create & send AVI; Create & send snapshat; Oubput - disabled; Output - enabled; Qutput - temporary disabled; Output - kemporary enabled; Panic enable; Play sound; Run PTZ Function; Send ..

Scenario_2

Reaction settings

=B WYIP-TCS400C [10.11,14,207)
- Digital inputs
I
Bl Stream 1
- Directary nok exist

f.. Motion detection

Create & send AV

Create & send snapshot

Qubput - disabled

B0 Stream 1
Loy Stream 2

Qutput - enabled

Output - temporary disabled

Qukput - kemporary enabled

- yIp-yS102 (10,11,14,140)
v 1P_140
Loy Camers 2

Panic enahle

Play sound

Run PTZ function

EL-BE jyIP-YS102 (10.11.14,141)
bl Ip_t41
iy Camera 2

Send e-mail

Show camera window

Show message

B2 wyIP-vs104 (192, 168.21.224)
' b Camera 1
- b Camers 2
& Camera 3

Loy Camers 4

' IEEEEEEEEEEEEEEE

E-E3 yis Server (10,11,14,126)

& stream_1

B2 WYIP-TCS400C (10.11,14,207) =

In order to define the event scenario please add a new scenario to the Scenario list by pressing
the following button :

In order to rename event scenario please click on it at the Scenario list, rename, and press
Enter.

In order to deactivate / activate scenario please display an additional context menu by pressing
right mouse button at selected position on the Scenario list.
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The next step is to define Actions list. NMS application allows to execute event scenario when
any of following alarm situations occur:

e digital input activation;
e motion detection (motion detection must be activated in camera settings);
e HDD loss for the selected stream;

e event detected by DSC alarm system (for the details information please refer to appropriate
chapter of this user’s manual);

e Occurrence of specified string in POS transaction (After choosing POS System it is necessary
to enter events generating words in pop-up window).

Adding / removing IP
devices to the list =B WYIP-TCS400C (10,11,14,207)

E Digital inpuks

e Inputl
E‘b Stream 1

Direckary nok exisk

i..- Mation detection

Attention: User may add many different devices to the Actions list and tick numerous number
of alarm situations for single scenario.

Alternatively user can use ‘drag & drop' method to add a device to Actions list. '‘Drag & drop'
method allows to add a complete device to the list (with all its digital inputs and all streams) as well
as add selected items only. In order to add single stream please click LMB (left mouse button) on the
device and press SHIFT + ALT key combination then drag it to the Actions list.

If any of Actions defined in the scenario take place the NMS application executes all Reactions
specified in the scenario.

NMS application allows to execute following reactions:
e create an AVI file from selected camera,
e send a AV file to e-mail address and FTP server,
e create a snapshot from selected cameras,
e send a snapshot to e-mail address and FTP server
e activate panic recording mode,
e play defined sound,
e send an e-mail,
e send an SMS
e show live video from up to 4 selected cameras,
¢ show message box,
o call preset, pattern, auto-scan function for PTZ camera,
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Add reaction .
Close NMS application

Panic enable Create & send snapshot - :
Play sound Create and sendavi €+ List of a\_/allable
Device output reactions
Fanic enable
< Play sound List of chosen
h Run PTZ function reactions
Send e-mail
Send SMS

Show camera window

Show message

In order to execute event scenario properly please follow the instruction below:
e turn on and configure motion detection in the IP camera menu;
e make sure that digital input is connected and configured properly;
e Panic recording takes place only for the cameras with previously allocated recording space;
e add an FTP server in:
CONFIGURATION / APPLICATION SETTINGS / APPLICATION / FTP settings;
e add an SMTP server in:
CONFIGURATION / APPLICATION SETTINGS / APPLICATION / SMTP settings;
e add e-mail addresses in user account settings:
CONFIGURATION/ APPLICATION SETTINGS / USERS
e each Create & send AVI reaction added in scenario can export single video stream;

e each Show camera window reaction added in scenario can display up to 4 video streams in
VIDEO 2 window;

e save presets, patterns, auto-scan functions for PTZ cameras.

All snapshot and AVI files are saved in following location by default:
e C:\Program Files\Novus\NMS\Images - snapshot files,
e C:\Program Files\Novus\NMS\Export - exported AVI files,

Due to a different email services limitation NMS application does not send attachments larger
than 10 MB. When email attachment exceeds maximum size, NMS application sends an information
with file location on NMS server local disk instead.
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14.2 Events schedule

In Events setttings tab user can enter Schedule configuration options. It is possible to activate
previously defined scenarios only in chosen periods of time. For example, motion detection alarms
can be ignored during regular office working hours and system will alarm only when the motion is
detected after predefined hours. Events schedule works regardless of recording schedule. Each
scenario can work with individually dedicated schedule. To relate chosen scenario to schedule user
needs to click Schedule configuration. New window will appear, which allows to set activation
periods (green color), analogously to recording schedule.

noVus

12.02.2014 15:58.08

- X

Scenariusz_1

Scenariusz_2

Scenariusz_3

Special day list

Action

Q|

[ System events
El- Digital inputs

<

KUK

B} System events

K

EJ- Digital inputs

- System events

- Recorder

TI‘I“I|‘I“I|‘ITI

- System events

El- Recorder

1“|
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15. BACKUP
Backup window is located in main menu: TOOLS / CONFIGURATION BACKUP.

15.1. Exporting configuration backup

Source field contains a path leading to configuration directory. Destination field allows to
select the target folder (by clicking Browse) for backup process. Depending on user’s need, either
configuration or both configuration and logs can be selected for backup. Checkboxes below Backup
Options allow to fine-tune the backup process parameters, however selecting the Select all is
recommended.

Source

Destination

Including Licence file

15.2. Restoring configuration backup

Attention: Restoring backup configuration is possible using the same or newer NMS software
version than one used to create configuration backup file!

Restoring previously saved configuration is possible only after shutting the NMS software
down. Next, please open the main NMS directory and look for RestoreConfigurationBackup.exe file.
Opening said file should open a window which is very similar to the one depicted above, with the
main difference being Source field activated Destination field deactivated - which suggests a similar,
albeit reversed restoring procedure.

Recording search options should contain drive letters that recordings are associated with.
Selecting Search on system disk adds system drive to the search. Options below allow to select
whether only configuration or configuration and logs should be restored - and contain additional
restore parameters, analogical to those available in Configuration backup. Pressing the Import starts
copying backup contents to the Destination directory.

Attention: Licence file is not restored by default. Please tick appropriate checkboxes to import
licence file.
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16.1. MAP EDITOR panel - map creation

A user can create maps of different objects or areas using their own graphic files or icons in the
MAP EDITOR module.

To run the module select TOOLS / MAP EDITOR in main menu.

iewer  [UMap editor

To create a new map you need to start a new project. Select File menu and click New . The
next step is to enter the desired name for the map in Name field. Using Set background button you
can set the background with a building, a town or city map or other image you prefer. If the image
has a different size than the initially selected one, the system offers to alter the size to fit the
graphics. In order to add more maps you select Bl and follow the above instructions. You can add
maps both to the main map and the subordinate ones. In order to add a subordinate map you select
the map on the tree chart, which you want to add to, and click [l . In this way multilevel map tree is
created in the system. To delete a map select its name on the tree chart and click M .

It is recommended to save a map at the stage of creation at this time under the desired name.
You can do it via selecting File / Save as. You can also open a previously saved map by File / Open .
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16.2 MAP EDITOR panel - defining system elements

After map background has been completed you should place the icons of the desired system
elements. In order to do so select the elements to be placed on the map using ,,drag and drop”
system. You can also move objects, change their size or the size of the background as well. To delete
an icon you click RMB on a selected element and select Delete. You can choose from the following

elements:

Camera Link Alarm in Alarm out DSC panel Zone Partition

If subordinate maps have been already added , in the left upper corner you can see their links,
which are to be placed on the proper place on the main map.

After element icons have been located, define their parameters by clicking on each of the icons
separately and modify the following parameters:

. Name - the name of the element displayed in the map window;

. Position - the coordinates of the icon location, which help to place the icon more properly
using a mouse;

. Size - icon size in pixels;

. Angle - you can rotate a selected icon;

All rights reserved © AAT Holding Sp. z 0.0.
113



NMS ver. 1.31- User’s manual

16. MAPS

o Graphic - you can change the icon background (it only works for camera or link icon) and add
icon frame and description to be displayed.

. Font - you can define type, size and colour of fonts used in the icon description;
o Address - you enter the object IP address— necessary for proper icon functioning;
o Channel - you select a channel for multi-channel systems;

. Link - shows a selected map for a selected link.

In order to enter the net parameters you drag a selected camera or video server from the device
list and drop it onto the proper icon located on the map, the device IP address and channel is
automatically set. To define a link leading to a different map you place the link icon on the map
project, e.g. “CCTV” and then from the map tree you select a map, e.g. “ZO0OM” where the link
must lead.

Event settings  [Map editor CAUSers\UserDes

Having done that in a proper way, in the link window you can see the map background defined
as the link. You can leave that icon layout (a), increase the size (b) to have a better view or disable
the background (c) (unclick the Draw background as icon) and select the area where the link leads
after clicking.
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16.3 MAP VIEWER panel

Using MAP VIEWER you can watch alarms, control inputs and outputs, access the cameras
whose location on the map represents the real position on the monitoring area. “Live” view is the
alternative to “dragging” the names from the device list.

In order to run this module you select VIEW -> MAP VIEWER. Then NMS application starts the
VIEWER and loads the previously opened map.

El-Podsystem_1
L. ZoOM

To change the present map you select File / Open in the viewer menu window and open a
desired map. From the Viewer menu you can hide displaying the map tree by choosing Show tree
option or block the map size proportion by Lock proportion.

A map operator working on it can rate the state of separate system elements such as video
inputs, alarm inputs or outputs. Symbols which appear near the icons are one of the ways of
displaying. They are defined in the same way as the icons in the device tree. The state of alarm
inputs and outputs of IP devices is represented by changing the icons’ colour into grey for inactive
elements

Alarm output:
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As mentioned before, the main purpose of maps is to facilitate operating on the area, learning
the position of cameras and therefore to make operators’ work more effective while monitoring the
objects. An operator does not have to remember the real, exact location of the system elements as
they can see all of them on the map. All the map functions can be effectively used while amending a
graphic card with dual monitor outputs. Thanks to that a user has more space to plan and set the
panels location. Map panel can be placed on one monitor while video is displayed on the other. In
this way the map does not interfere with the camera live display and can be easily accessible at the
same time.

ogs Configure Viewer

To change maps you double click on the link leading to a selected map or camera. It is
displayed in a separate video window. Input icons inform the operator on a present state of alarms for
a specific IP device, when double-clicked you can change the state of the linked output. The link to
the next map can be a separate icon (e.g. Novus Maps) or an orange frame which is shown when you
move your mouse cursor over the link.
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17. CONNECTING AND CONTROLING THE SOFTWARE VIA KEYBOARD

17.1. General characteristics
Universal NMS keyboard allows to:

. control PTZ cameras;
. manage certain functions of NMS application;

. playback the records.

17.2. Front panel description

Jog/shuttle Numerical and function buttons Joystick

NI /

4

Attention: Prior to starting the NMS application connect keyboard to the computer first.

Attention: Joystick calibration should be performed after connecting the keyboard for the first
time.

Attention: Assignment of function and numerical buttons cannot be changed.

All rights reserved © AAT Holding Sp. z 0.0.
117



NMS ver. 1.31- User’s manual

17. CONNECTING AND CONTROLLING THE SOFTWARE VIA KEYBORD

17.3. Joystick calibration

Joystick calibration should be performed after connecting the keyboard for the first time. In
order to calibrate keyboard joystick please use a Device Calibration Wizard application in Windows
operating system. During this process you will be asked to move the joystick in all directions and
determine the centre point of the joystick.

54 Game Controllers L= Start -> Control panel -> Device and
4 — Thaze seftings help you configure the game controllers installed on printers -> DCZ (WlndOWS 7)
yOur computer.
Installed game controllers Start -> Control Panel ->
Cortroller Status Game Controllers (Windows Vista)
DCZ oK

[ Advaniced... ” Propertias ]

Please launch a Device Calibration
[Settings [Tesi] Wizard application.

(Fame Lontreller Calibration

F your game controller ia net functioning propery on the Teat page, it
miay need Lo be Calibraled. Click Calibrale and Tolluw Lhe insbiuctions Lo
rallhrate the contrller

Mescttodefout || [ Calbrate... |

Please follow all steps of the wizard that
Welcame to the Device appears and click Finish when done.
Calibration Wizard

Uee fhie wizzrd te calibrzte the =<se of your game contoller.
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17.4. Software controlling via keyboard

Prior to starting the NMS application connect keyboard to the computer first. Please press
1+Layout key on the keyboard to run video window.

Defined key configuration allows to:
. control PTZ cameras,

. manage certain functions of NMS application,

. playback the records. ﬂ

The scheme shown below depicts assignment of function and numerical buttons. Some of the
keyboard buttons are also dedicated for operation in playback mode, those buttons are distinguished
with light-orange colour.

CAM FOCUS

MOUSE PTZ +

LAYOUT OSD PRESET PATTERN

o0 ...ﬂ@@»

D.zoom =X/E8 TOUR AUTOSCAN

o0 9000 96

PANIC AUTOF. AUTOL HOME

DEEE X X X X
4 n >
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Function Key Description
Displays selected camera in full screen mode. Displaying of the camera is performed
c via appropriate key combination, e.g. 3 + CAM or by pressing only CAM
s:I:enc?iroan Nr + CAM button for camera with colour frame around the camera window.
Pressing CAM button in full screen mode allows to recall previously displayed
screen division.
Split screen Changes split screen mode. Changing of screen division is performed via
szleolection Nr + & appropriate key combination, e.g. 3 + DIVISION - 3x3 or by pressing only DIVISION
button for switching between different split screen modes: 2x2, 3x3, 4x4
Camera )
group 5 B Previous / Next group of cameras
Enables / disables PTZ mode to manage PTZ camera, e.g. PTZ camera controlling,
PTZ mode ;
PTZ calling presets, tours, patterns etc.
Focus * Focus Manual focus setting.
Iris + RIS - Manual iris setting.
Call Preset Nr + PRESET Preset calling is performed via appropriate key combination, e.g. 3 + PRESET.
Call - . . _—
Pattern Nr + PATTERN Pattern calling is performed via appropriate key combination, e.g. 3 + PATTERN.
Call Tour Nr + TOUR Tour calling is performed via appropriate key combination, e.g. 3 + TOUR.
Call L . . _—
Auto-scan Nr + AUTOSCAN Scan calling is performed via appropriate key combination, e.g. 3 + SCAN.
Home HOME Calls HOME function.
Special Special function calling is performed via appropriate key combination, e.g. 1~4 + ON
function ON activates selected relay output.
Special Special function calling is performed via appropriate key combination,
function OFF e.g. 1~4 + OFF deactivates selected relay output.
Joystick Sets zoom, PTZ control.
Digital zoom D. ZOOM Enables / disables digital zoom function.
Enables / disables an on screen display menu. There are 3 independent types of
OoSsD OSsD OSD menu that can be displayed. Turning on / off each of OSD menu is performed
via appropriate key combination, e.g. 3 + OSD.
Layout Nr + LAYOUT Switch to V1 or V2 window.
Panic PANIC Panic recording for all cameras with previously allocated recording space.
Mouse MOUSE Mouse cursor control. LMB - PANIC; RMB - AUTO F.
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Function Key Description

Display mode = LIATE Live view mode / Playback mode selection.

Playback { ) Play the stored recordings in the selected direction.

Pauza 1] Pause the recordings.

Timeline zoom Timeline zoom in and zoom out buttons

Timeline navigation << >> Timeline with navigation keys

Timeline axis <|| I|> Playback time selection with a step proportional to value of timeline zoom.

Frame by frame MM Pictures displayed frame by frame in the selected direction.

Skip SKIP Function allows user to skip the period of time where video records not exist.

Jog/Shuttle Shuttle Ring_ is av_ailable in playback mode. '_I'Wis'_fing it results in playback
speed selection being dependant on the twist direction (x0,1...x1...x60).

17.5. Additional functions available in the NOVUS cameras

Functions available in: Novus C, Novus C1 controlled cameras (some of the commands are
available only in certain camera models).

Key Function Key Function
1+ON Relay 1 active 1+ OFF Relay 1 inactive
2+ON Relay 2 active 2+ OFF Relay 2 inactive
3+ON Relay 3 active 3+ OFF Relay 3 inactive
4 +ON Relay 4 active 4 + OFF Relay 4 inactive
7 +ON Auto focus 7 + OFF Manual focus
8 + ON Automatic AE active 8 + OFF AE set to manual
9+ ON Night Shot set to auto
toron | NEH Shot el to--orF | NEMShot destid
11+ON I(BaIIJCt:o?ncgt\i/((:e AE) 11+ OFF I(BaIIJCt:oirgaa(t:it(i:v,(:\E)
12 + ON Digital Zoom enabled 12 + OFF Digital Zoom disabled
13 +ON OSD enabled 13 + OFF OSD disabled
14 + ON Zone title enabled 14 + OFF Zone title disabled
15+ ON Geographical directions enabled 15 + OFF Geographical directions disabled
100 + ON Shutter set to auto
101 + ON 1/3sec shutter
102 + ON 1/2 sec shutter
103 + ON 1 sec shutter
104 + ON WDR enabled 104 + OFF WDR disabled
105 + ON Digital image stabilization enabled 105 + OFF Digital image stabilization disabled
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18. CONNECTING AND CONTROLLING DSC ALARM SYSTEM

18.1. Compatible DSC alarm systems

The NMS software allows to integrate following DSC alarm systems:
PC1616 alarm system;

PC1832 alarm system;

PC1864 alarm system;

PC4020A alarm system;

PC5020 alarm system.

18.2. General characteristic

NMS application allows to display DSC alarm system status and control it. The following

functionality is possible:

alarm partitions and zones status visualization;

user can create maps of different objects or areas using their own graphic files and place the
icons of the desired system elements;

user can arm / disarm partitions, active command output, bypass selected zone
(MAXSYS - PC4020A only);

alarm partitions and zones failure visualization;
view alarm events detected by DSC alarm system stored in a NMS data base;
received alarm event data base can be exported to a text file - CSV format;

user can create event scenarios for alarm situations detected by DSC alarm system e.g. in case
of alarm situation any of selected alarm output will be temporarily activated and exported AVI
movie will be sent to FTP server.

18.3. DSC alarm system communication modules

In order to connect DSC alarm system to the PC running NMS application one of following

RS232 integration modules should be used:

PC5401 - communication with PowerSeries panels (PC5020, PC1616, PC1832, PC1864);
IT-100 - communication with PowerSeries panels (PC5020, PC1616, PC1832, PC1864);
PC4401 - communication with MAXSYS panel (PC4020A).
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Please connect the integration module via an RS232 cable to a PC running NMS application
located in the same room and no more than 15m (50 ft) from integration module.

Aforementioned distance can be increased up to 1200 m with the use of RS232 to RS485
converter (two symmetric controllers are necessary).

Long communication distance can be also achieved with the use of RS232 / LAN converter
that allows integration module to become Ethernet network enabled. User can use one of the
following devices UTN4 [Roger], DEN311 [MOXA]).

Caution: If USB to RS232 converter was used please make sure it works properly. There are
many of available products that stop working constantly - requiring an unplug/plug
the device to get them working again.

18.3.1. PC5401 integration module

The PC5401 integration module can be used to quickly and easily communicate NMS PC
with PowerSeries panels (PC5020, PC1616, PC1832, PC1864) through a standard RS232 serial
communication port. Please connect module to the KEYBUS with the panel powered down.

| RS-232

o))
IE 53] [y NMS PC
a}

DBE-3 zerskie DB-9 meskie

fl‘tL- BLK | YEL |GRN [

RS232 (max.15 m)

Do cenfrall alarmowe] [
f—

boS SO
2909

O ({540

Caution: The maximum distance between integration module and DSC panel is 305m.
Caution: The maximum distance between integration module and NMS PC is 15m.
Caution: Recommended baud rate is 9600 bd (JP1=OFF, JP2=OFF, JP3=0OFF).

Caution: Integration module does not required any additional configuration in DSC panel
configuration menu.
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18.3.2. IT-100 integration module

The 1T-100 integration module can be used to quickly and easily communicate NMS PC
with PowerSeries panels (PC5020, PC1616, PC1832, PC1864) through a standard RS232 serial
communication port. Please connect module to the KEYBUS with the panel powered down.

O - RS-232
LED

DB9

NMS PC

@) O

RED | BLK | YEL | GRN

[ to DSC alarm system

The maximum distance between integration module and DSC panel is 305m. Recommended
distance between integration module and NMS PC is 15m. The I1T-100 default rate is set at 9600 bd.

Caution: Integration module does not required any additional configuration in DSC panel
configuration menu.

18.3.3. PC4401 integration module

The PC4401 integration module can be used to quickly and easily communicate NMS PC
with MAXSYS series panel PC4020A.

Please connect module to the COMBUS with the panel powered down.

o] o

........

» . n
CRETR apw D necessary cabling

. wnn [tmm) [0 .
Bk e e ! |
\_\M__\S“&ﬁmw’ not used 2RS-2§§ rTserial Dlmﬂ

DsC ' w—> Other -
alarm v modules
system = >

¥

panel

e

Caution: The PC4401 integration module required additional configuration in DSC panel
configuration menu. Please change a module functionality to DATANLINK and
select appropriate baud rate value. For the details information please refer to
PC4401 user’s manual.
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18.4. Adding DSC alarm system to a Devices list

In order to add DSC alarm system please select:
. CONFIGURATION / APPLICATION SETTING / DEVICES;
o please press a H button;

o please select DSC alarm serial option.

Configuration Logs Video 1 Currd

Devices Users Application

Adding devices

B e PR
to the system : '

DSC alarm serial

1P

Please insert following connection parameters:
o Central DSC alarm system panel type;

o Communication module  integration module type used for communication with PC;

J User code user code that allows to disarm all defined partition;
o Com port PC COM port used for connection to integration module;
o Baud rate baud rate value appropriate to integration module settings e.qg. the

IT-100 default rate is set at 9600 bd.

Central Max partitions

PC1616 -

Communication module Max zones

s 5

User code

Com port
ComM -

Baudrate

BR_4300 -

All rights reserved © AAT Holding Sp. z 0.0.
125



NMS ver. 1.31- User’s manual

18. CONNECTING AND CONTROLLING DSC ALARM SYSTEM

18.5 DSC alarm system controlling via NMS
After proper adding equipment, it will appear on DEVICES panel list:

) L EE S

iConfiguration| Logs  Video

ZErs Application

i NVIP-2DN5001C % 192.168.1....
F;-u Strumied 1
1o
2 | F-E= NMS Server E‘i 2011-09-0516:02:29 101.24.2. ..
3 |=-E8 psc =) 127.0.0.1
5 pests
- Partitions ik g
o JEEEEEEe
BEEEHEEEE
DSC alarm system status visualization:
it normal state - system is ready to arm,
i system in alarm,
= system in alarm and failure was detected,
i general system tamper.

Partition status visualization:
R no information - DSC system is not connected ,
partition [number] disarmed,

partition [number] armed,

[0 oo oo

partition [number] in alarm,

ik

partition [number] is not ready to arm, check your system.

Zone status visualization:

o no information - DSC system is not connected ,

normal state - system is ready to arm,

-] zone is violated (partition is not ready to arm, check your system),
| system in alarm,

| tamper (co [Q] ) or fault (0 [Q]),

zone bypass (only MAXSYS series - PC4020A).
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In order to Arm / Disarm partition using NMS software please make a RMB click on the
partition icon and select appropriate option in context menu:

- psc 5 127.0.0.1
2B st
H =

----- Partitinng L
I ..... znnes ’m

In order to reset alarms detected by DSC alarm system using NMS software please make ﬂ
a RMB click on the DSC panel icon and select appropriate option in context menu:

B pae == 127.0.0.1

Columns
Alarm reset

Activate Command Output

Caution: Alarm reset function via NMS application allows to remove all alarms visible on
DEVICES panel list. An event message is still displayed on the DSC system

keyboard. In order to remove all alarm events please arm and than disarm DSC
system.

In order to Active Command Output using NMS software please make a RMB click on the

DSC panel icon and select appropriate option in context menu. User will be asked to select partition
and command output to activate:

£-EF psc = 127.0.0.1

Activate Command Qutput

In order to Bypass zone using NMS software please make a RMB click on the zone icon and
select appropriate option in context menu.
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18.6 DSC alarm system controlling via MAPS panel

Using MAP VIEWER you can manage DSC system panel, arm/disarm partitions and watch
zones status, whose location on the map represents the real position on the monitoring area.

DSC alarm system visualization:
. no information, DSC system is not connected,

. normal state - system is ready to,

. system in alarm,

“ general system tamper.

In order to manage DSC alarm system via NMS application please make a RMB click on the
DSC panel icon and select appropriate option in context menu:

Alarm reset

Activate Command Qutput
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Partition status visualization:

B N N O N

no information - DSC system is not connected,
partition is not ready to arm, check your system;
partition disarmed;

partition armed;

partition in alarm;

tamper (oo [Q] ) or fault (0 [Q2]).

In order to manage DSC partition via NMS application please make a RMB click on the

partition icon and select appropriate option in context menu:

Zone status visualization:

no information - DSC system is not connected,

normal state - system is ready to arm;

zone is violated (partition is not ready to arm, check your system);
alarm state;

tamper (o [Q] ) or fault (0 [Q]);

zone bypass (only MAXSYS series - PC4020A).

In order to Bypass zone via NMS application please make a RMB click on the zone icon and

select appropriate option in context menu.

Caution:

Bypass

Unbypass

Bypass zone functionality is possible only for MAXSYS series PC4020A DSC
panels.
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18.7. DSC alarm system logs

In accordance with information presented in the previous chapters of this user’s manual user is
able to watch DSC system status on DEVICE panel list as well as on the maps where elements
position represent its real position on the monitoring area.

All alarm logs generated by DSC alarm system are also listed in a CURRENT EVENT LOG as
well as in a LOGS panel

. CURRENT EVENT LOG displays a list of last fifty alarm events,;
. LOGS panel - all logs data base.

Caution: Only some groups of events are displayed by default. Current event log filter
configuration is necessary to display DSC system logs.

Configuration
Date > Address 0 ame Jevice ype Recording Confirmed by Corfim date Corfim note
’ Back from general
2011-09-06 12:48:54 DSC Faul S Medium roct
2011-09-06 12:48:48 DSC Faul Parttion 2 faut Medium oot
2011-09-06 12:48:48 DSC Faul Parttion 1 faul Medium oot
20110906 12.43:43 DSC Faul i Medim oot
20110506 12:48:47 127001 DSC Feut o Medim ot
2011-03-06 12:48:36 127.00.1 DsSC Fault Partition 2 fautt. Medium root
2011-09-06 12:48:36 127.00.1 DSC Faul Parttion 1 faul Medium oot
20110306 12.48:36 127.00.1 DSC Fault GE”;’?J:E"?E"‘ Medium roct
. N Back from general
2011-09-06 10:52:08 127.00.1 DSC Faul e Medium roct

18.8. Event scenario based on DSC alarm system events

DSC alarm system integration with NMS software allows to create event scenarios based on
DSC system events. If any of Actions defined in the scenario take place, the NMS application
executes all Reactions specified in the scenario. For details information please refer to
EVENT SETTINGS panel chapter of this user’s manual.

Configuration

pe

Scenariusz_1 {D5C; PC1616; -> Show message; Send e-mail; Device output; Panic enable

[ | =B psc (127.0.0.1) * | Show message
? 8.5 PC1616 Send e-mail
? (= Partition Device output
T AE Partition 1 Panic enable
T - Partition 2 Create and send avi
? - Alarm Show camera window
? - Arm Create &send snapshot
? -+ Digarm Play sound

] - Fauit Fun PTZ function
; - Tamper E

] - Zones i

iCl - Zone 1

[l Alarm

| - Open

[ ~+ Tamper
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19. POS INTEGRATION

NMS software contains POS (Point Of Sale) integration. This feature allows to save
transactions synchronized with video streaming. It is helpful for verifying work of the POS. NMS
software integrates the POSNET and the UPOS points of sale. However, it can works with other
companies’ POS solutions.

19.1. POS configuration

Settings are available in CONFIGURATION / POS CONFIGURATION panel.
First tab - Device configuration is divided into three columns.

Configuration Pos configuration Event settings

Add Remove MName

NVIP-TCZ2400D/MPX1.3 {192.168.5.206)
Device name b P_Camers
Davic =B NVIP-TDN3400H/1R-3 (192.168.5.210)
Jevice type 3
b Strumieri 1
bt Saviee Cipe -3 NVIP-3DN2010HARH-1P (192.168.21.203)
01 LE Strumier 2
Communication method =B NVIP-TDN4401V/IR/MPX2.0 (192.168.4.107)
@ COM @ UDP @ TCP ey Parking dach 1
| NVIP-TDN4401V/IR/MPX2.0 (152 168 .4 209)
Communication configuration IH;'E BT ey
Port m 8 NVIP-Taoc5401C/MPX2.0 (152.168.5.204) E
ey IP_Camera 1 i
First line of receipt =-E= NVIP-TDNA401V/IR/MPX2.0 (192.168.4.102)
b, Parking dach 2
Last line of receipt 1B NVIP-Taoc5401C/MPX2.0 (192.168.1.204)
iy Pulawska_1p_TDN
=-E= MVIP-TaoeB401C/MPX2.0 (192.168.21.204)
IP_Camera 2
HighLight test =2 =
i ) E-E= NVIP-TDNA401V/IR/MPX2.0 (192.168.5.208)
Highlight words i
gy IP_Camera 3
'9 MNVIP-Taoc2407 DAc/MPX1 .0 (192.168.2.111)
é: TC2400 Moyl tact =

1. Infirst column there are Add and Remove POS buttons and the list of all points added to NMS
Software. Highlighted bar is indicating currently edited device.

2. In second column user can set:
o Device name - identifying the POS;

o Device type - default or POSNET. Default setting is used for the UPOS devices and
others which generate receipts in text mode (with defined first and last line of receipt).

. Communication method - NMS to POS. User can choose between COM, UDP, TCP
interface.
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. Communication configuration - this field differs depend on the communication method.
For COM communication, Baudrate and COM port fields are available. POS using TCP
protocol can work as a server or a client. Therefore it is necessary to define IP address
and transmission Port for the POSNET devices. For default devices it is necessary to
define only port, because it is set to work as a client. The UPOS needs to define first and
last line of receipt also. UDP protocol is available for default devices.

. Highlighted text - Allows to type specific strings. If any of them occurs whole row will
be highlighted with the red colour. Each string must be separated by
.» 5 (semi-colon) operator.

In third column there is the list of video streams and adequate checkboxes. Mark connects POS
with chosen video stream. There is possibility to connect POS with one stream only.

All changes must be approved by clicking Save button at the bottom of the panel.
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19.2. Displaying POS transactions on video screen.

After proper configuration, transactions are displaying as OSD on video screen. The frame is
located in top right corner, and is visible in 1x1 division or stream in full window mode only.

Rows, containing words typed in highlighted text field, are red. (For example on the screen
above rows contain string ,,20”).

Appearance of the field is fully adjustable (f.e. position, font, number of lines). Settings are
available in CONFIGURATION / APPLICATION SETTINGS / Application / Display Settings / OSD /
POS window. Further information is in chapter 10.4.

19.3. Transaction search panel
For browsing transactions use VIEW / TRANSACTION SEARCH panel. It allows for search,
preview of receipt, and export video with transaction.

Panel consist searching criteria:

1. Selection of the POS;

2.  Date and time of the begining of search (Date can be chosen from the calandar);
3. Date and time of the end of search (Date can be chosen from the calandar);

4.  Searching words or strings in transaction;

As well:

5. Search button;

6.  Quantity of results matching the criteria;
7. List of results matching the criteria;
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Transaction search

Select Device From search by word

New_1051 v N01301-10 075555 2@~ fz013.0221 085555 3 [~ fuzo 4

Transacton type Jevice ] Transaction date
receipt_2013-02-13 14:49:05.381 Mew_1051 | 2013-02-18 14:49
receipt_2013-02-18 14:49:34.494 :New_mSl E2[]13-[212—18 1443
recelip-t_lZEIlS-UZ—is 14:50:59.611 .NEW_'IDE]. 52013-02-].8 14:50
receipt_2013-02-18 14:51:08.649 :New_‘lDSi :2[]13-[]2-18 14:51
rece.ip-t_.ZDlS-UZ—lB 14:52:17.571 -New_‘lDSl 52013-02-].8 14:52
recelip_t_lZD]B-U?_—lB 14:52:40.311 :New_mSl 52[]13-02—18 1452

Left mouse button click on transaction list displays details.

~

gkl Info

Transaction info

start S POS:1 DT-20130218145240 C:1 14:52.40:211
Towar 1 1000s2t x99,39-99,99 | 14:52-40472
T2 20,000t 123 89-2479,80 145245311
] 1000s2t x99,99-99,99 | 14:52.47-655
Suma: 2679,78 | 14:52.49.459
Zaplacono: 2679.78 | 14:52.49.463
gtop Trans: 134 DT 20130218 145248 . 14:52:43:613

Right mouse button click on transaction list displays context menu:

o Avi export saves synchronized video and transaction data to AVI/TXT file in specified folder.
To open AVI/TXT file please use the video player with ,,subtitles” feature.

o Playback runs video stream related with transation in playback mode;

o Live runs video stream in live mode.
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19.4. Advanced searching options for POSNET devices

NMS software provides advanced searching options for the POSNET devices. Selection in
Transaction type affect an availability of the other criteria. It can be chosen between Sale, Login,
Payment, Drawer, Package.

Two operators help defining criteria: ,, ; ” and ,, | ”. Sub-colon has to be treated as logical
operator ,,0or”, f.e. ,,10;20;30” means value ,,10” or ,,20” or ,,30”. Operator ,, | ” defines the range, f.e.
,»10|20” means range between ,,10” to ,,20”. Range operator can not be used with other operators.

Place a mouse cursor on the criteria field to show a hint.

Transaction search

select Device From Transaction type

To
New_ 1054 > §2013-01-10 07-55-55 [El~ §2013-02-21 03-55-55 @~
Sale

For Sale transaction user can define criteria: Product name, Cashier, Value, Reversal,
Cancellation, PLU, Price, Payment form, Discount, Total price.

Product name Cashier

Price Payment form Discount Total price

For Login transaction user can define criteria: Cashier, Login, Logout.

Cashier

For Payment transaction user can define criteria: Value, Payment, Cash out.

Value

For Drawer transaction there aren’t any cryteria.

For Package transaction user can define criteria: Cashier, Value, Cancellation, Completion.

Cashier Value
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The left mouse button click on transaction list displays details.

[ a5 Info &J

PLU Product name I Price I Count Value | Time
1| TESTH | 3.00]| 1] 3,00 | 10:32:30:380
2 |PODWAWELSKA |  17.25] 1| 1725103230783 |
3 | GalDgrodowy | 4999 1| 4999103231382 |
4|MortorlCD50cali | 2999.99 | 1| 299993 ]10.32.32430 |
5|PIWOFULLLGHT | 250 1| 250103232920
& | TabletPC | 29999 1| 299.99|10:32:33361 |
7| AptecskaSamochodowa | 2799 1| 2799103233802 |

Cashier: 1 Paymenttype: 1 Total price: 400071 Cancellation: Mo

20. NMS SERVER REMOTE ACCESS
The NMS Software provides remote access function. It allows to remote configure a NMS
Server from a NMS Client.

20.1. Remote access configuration

This function uses Microsoft Windows remote desktop connection. The operating system needs
to be configured properly. At the NMS Server computer open the Start menu, using search window
find the Allow remote access to your computer option and click it.

Control Panel (3)

"B Allow Remote Assistance invitations to be sent from this comp...
| "8 Allow remote access to your computer

150 Select users who can use remote desktop

' See more results

|a||u:uw remote 3 | | Shut down | * |

After opening the System Properties window check Allow connections from computers running
any version of Remote Desktop and apply changes.
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| Computer Name | Hardware | Advanced | System Protection | Remote

Remote Assistance

[¥] Mllow Remote Assistance connections to this computer

What happens when | enable Bemote Assistance?

Remote Desktop

Click an option, and then specify who can connect, if needed.

i@ Dont allow connections to this computer

(7 Allow connections from computers running any version of
Femote Deskiop {ess secure)

() Allow connections only from computers running Remote
Desktop with Metwork Level Authertication (more secure)

Help me choose Select Users...

In NMS Client application open CONFIGURATION / APPLICATION SETTINGS / DEVICES
panel. Choose NMS Server. Fill Login and Password in General / Remote configuration field, with
the login and password of the user created in MS Windows on the NMS Server (for remote access
password can not be blank).

Remote confiquratbon

[l MMS_Admin

The Remote configuration function is available in the context menu at the devices list. Click the
right mouse button on NMS Server and choose Remote configuration. It opens remote desktop from
the NMS Server computer.

Collapse all

Expand all
Columns

hsconnect

configuration
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21. List of cameras compatible with NMS ver. 1.31 and higher.

NMS ver. 1.31 allows to work with new NOVUS cameras:

° NVIP-3DN3050H/IR-1P
° NVIP-3DN3051H/IR-1P
° NVIP-3DN3050V/IR-1P
° NVIP-3DN3051V/IR-1P
° NVIP-3DN3052V/IR-1P
° NVIP-3DN3052H/IR-1P
° NVIP-2DN5022SD/IRH-2
. NVR 5000 series

All NOVUS cameras compatible with previous NMS version are also compatible with NMS ver. 1.31.
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