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PRELIMINARY INFORMATION 

 

 

 

 

PRELIMINARY INFORMATION 

 

This user manual contains detailed information on how to operate the 4000 series IP cameras. 

References in this publication of photos the camera and images can be simulations. The 

actual images from the cameras may vary depending on the type, model, settings, 

observation area or external conditions. 

AAT SYSTEMY BEZPIECZEŃSTWA Sp. z o.o. has made every effort to ensure that the 

information contained in this publication is complete, accurate and up-to-date. 

However, due to the continuous development of the product line, the appearance of 

graphics, menu layout or function descriptions contained in this publication may differ 

from those implemented in your device. This does not limit or invalidate this manual. 

The following chapters describe all the functionalities of the 4000 series IP cameras. 

However, depending on the camera model and/or firmware version, some of the functions 

may not be available, not supported or the scope of operation may differ from that 

described. Detailed information about the camera's functions are contained in the catalog 

card on the website www.aat.pl, and in the “Quick User's Manual” attached to the camera. 

Technical data of the cameras, construction description, method of installation, start-up 

and basic operation are included in the “Quick Start Guide” attached to the camera. When 

using this “User’s manual”, always have the quick reference guide close at hand so that 

you can refer to it for matters not covered in the instructions for use. 
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WWW INTERFACE - MAIN WINDOW 

1. WWW INTERFACE 

1.1. Remote viewing window view - main page 

1. Selecting a stream to display in the remote view window. 

2. Live Preview window. 

3. Buttons for selecting the operating mode and configure the camera: 

4. Icon to access to the camera 

The view of the remote view window and its menu shown on this and the following pages are 

displayed in Internet Explorer with the “Surveillance PluginV2.exe” plug-in installed and run 

with administrator privileges. When connecting to the camera from browsers using HTML5 

(applies to cameras supporting this standard), some menu items and/or some options may not be 

available. This is not a bug, but is a specificity of the HTML5 standard. 

The description of the remote preview window, all its elements and functions can be found in 

the quick start guide attached to the camera. For information on these parts and functions, please 

refer to the quick start guide that came with your device. The quick start guide is also available 

for download in the product card at www.aat.pl 

7 6 
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WWW INTERFACE - MAIN WINDOW  

5. Buttons activating information and control panels 

6. Picture control buttons 

7. Additional features control icons 

- enables the video analytics event alarm display panel 

The panel displays image analytics events such as facial 

recognition and events with the classification of objects (vehicle-

person distinction). Details about e.g. the recognized person are 

displayed under the event. 

Settings button - allows you to select an event to be 

displayed in the panel 

Delete button - deletes events from the panel. 

 

Note: closing the panel or going to the camera menu also clears 

the displayed events. 

- enable the image adjustment panel - enable the lens control panel 

The panel allows to adjust the field of view 
(zoom) and focus. The “Autofocus” button 
allows you to sharpen the image, “Restore” - 
performs lens initialization (after completion, 
set the desired zoom and focus), and 
“Refresh” refreshes the settings. 

The panel allows to adjust the color tone, 
brightness, contrast, color saturation and 
sharpness (clarity). The “Default” button 
restores the factory settings, and the 
“Refresh” button refreshes the settings. 
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2. CAMERA OPERATION - PLAYBACK 

Playback tab allows to play and manage recordings that the camera saves to the memory card. 

 1. Player configuration - allows you to select the type of recordings to be played. From the 

 “General” drop-down list, select the type of recordings: the “General” option allows you to play 

 back normal recordings, alarm events and standard image analysis, “Picture” displays photos 

 taken by the screenshot function, “Tag” allows you to play back fragments of recordings 

 marked by the user, and the “AI” option allows you to search for recognized faces, people and 

 vehicles. 

Description of the player's operation for the selected “General” option 

 After selecting the “General” option, select the date from which the recordings are to be played 

 from the “Date” drop-down list. A calendar will be displayed allowing you to select a specific 

 date. Days with available recordings are marked with a red underline. After selecting the day, in 

 the “Search type” section, select the type of recordings to be played. Selecting the “All Type” 

 option allows to search for all types of recordings. The “Normal” option allows to search for 

 normal recordings. The “Event” option allows to search for alarm event recordings. Developing 

 this option allows you to select a specific type of event. The “AI” option allows you to search  for 

 image analysis recordings and, similarly to the “Events” option - drop-down this option allows to 

 select a specific type of event. The “Attribute Detection” option allows to search for recordings 

 of face attribute detection events (i.e. the presence or absence of a mask). After configuring the 

 player, press the “Search” button to search for recordings. 

WWW INTERFACE - GENERAL PLAYBACK 

5. 4. 2. 3. 

1. 



4000 series IP cameras    User manual    version 1.6 

All rights reserved © AAT SYSTEMY BEZPIECZEŃSTWA sp. z o.o. 
 

8 

 2. Recordings timeline. After searching for recordings, a graphical representation of them will be 

displayed in the timeline. The colors in the timeline correspond to the type of recording as shown 

in the legend below the axis. User can change the range of time axis for precise selection of 

recordings - using the mouse wheel or using the zoom buttons         on the left side of the 

timeline. 

 2. A player control buttons, from left: 

 - Play/Pause button 

 - Stop button 

 - Forward-one-frame button 

 - Record button allows to save the video being played back to your computer. Recording takes 

place in real time and ends when the button is pressed again. 

 - Capture button to save on your computer currently displayed frame as a picture 

 - Download button allows to download a block of recordings. After pressing, an additional 

window opens in which it is possible to select the appropriate block of recordings to be 

downloaded. 

 The maximum block size is approximately 254 MB. After selecting the block covering the time 

 range you are interested in, press the “Start Download” button to download the recordings. The 

 window may close after the download has started. 

- button for changing the playback speed. After pressing it, the options for choosing the playback 

speed, from x1/8 to x16, are displayed 

- button to enable/disable the recorded sound from recordings 

- a button adding a standard tag (without the possibility to edit the name) 

- button adding a user tag (allows you give your own name) 

WWW INTERFACE - „GENERAL PLAYBACK” 
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WWW INTERFACE - „DISPLAYING PICTURES” 

 4. Preview window. Double-clicking by left mouse button on the preview window enables and 

disables displaying of the image on the full screen. 

 5. Additional function buttons, from left: 

 - Zoom button enables and disables the zooming part of the image. Zooming is done by selecting 

the part of the image with the mouse left button pressed. Pressing the right button restores the 

original image size. 

 - sets the original aspect ratio 

 - fits the image to the browser window 

 - sets full screen 

Description of the player's operation for the selected “Picture” option 

This option allows to search and manage pictures taken by the screenshot option. From the “Date” 

calendar, select the day from which the pictures are to be searched. Days when recordings are available 

are marked with a red underline. After selecting the day and specifying the time range (default 24 

hours), in the “Search Type” section, select the type of pictures to be searched. Checking the “All 

Type” option allows you to search for all types of photos. The “Normal” option allows you to search 

for photos from normal recordings. The “Events” option allows you to search for photos from alarm 

event recordings. Expanding this option allows you to select a specific type of event. After configuring 

the player, press the “Search” button to search for photos. 

 2  1 
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WWW INTERFACE - „TAG SEARCH” 

1. Search settings panel. 

2. Search results presentation window. Thumbnails of found pictures are displayed. The date the 

picture was taken is displayed in the header of each one. Double-clicking the left mouse button on 

the thumbnail of the picture starts playback of a fragment of the recording from the moment of 

taking the picture. By clicking on the download icon       to the right of the header, you can save 

the photo to your computer. 

Description of the player's operation for the selected option “Tag” 

This option allows to search and manage fragments of recordings selected by the user with tags. The 

camera menu allows user to set markers both when viewing the live image and during playback. 

Placing a marker marks a recording with a duration of about 1 minute. 

 

1. Search settings panel. 

The “Start time” and “End time” options allow you to set the time range in which you want the 

search to take place. The “Keyword” option allows you to enter a keyword that narrows down the 

search scope, e.g. a tag name. After configuring all options, press the “Search” button to search for 

recordings. The search results will be displayed in the search results presentation window. 

2. Search results presentation window. The list of tags found is displayed. It is possible to play the 

selected part of the recording, edit the name of the tag or delete it. 

 2  1 
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WWW INTERFACE - „AI PLAYBACK” 

Description of the player's operation for the selected “AI” option 

This option allows you to search and manage recordings that contain image analysis events. Searching 

for recognized faces, people or vehicles, zone violations or line crossings, and attendance can be used 

as criteria. 

“Face detection” search menu 

This menu allows to search for recordings containing faces, and also to compare them with the face 

patterns stored in the database. 

1. Search settings panel. 

The “Start time” and “End time” options allow to set the time range in which the search is to take 

place. The “Face Attribute” option allows to select specific facial features to filter search results. 

This allows, for example, to narrow down the group of found faces to male faces, or only to people 

with glasses. The “Alarm Group” button displays an additional window, where the face database to 

be used for the comparison (all available databases are selected by default) can be selected. Any 

combination of filters is possible. After configuring all options, press the “Search” button to search 

for faces. Found faces will be displayed in the search results presentation window. 

 4 

 2  1  3 
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WWW INTERFACE - „AI PLAYBACK” 

2. Comparison settings panel. 

The panel allows to configure the options of comparing the found faces with the faces in the 

camera database (or in a file). The “Add” button opens a new window that allows to add a face to 

the comparison. It is possible to select photos from those captured by the camera or from the 

computer disk. After selecting the photo (or photos) in the “Similarity” field, the percentage of 

matching faces to be compared with the recognized face can by specified. The higher this 

percentage, the greater the similarity of the recognized faces to the pattern. Pressing the 

“Compare” button starts the comparison. The percentage of the recognized face matching the 

template will be displayed on each photo. Faces, the similarity of which will be less than assumed, 

will be removed from the results presentation window. 

3. Preview window of face photos selected as the reference for comparison. Clicking on the photo 

selects it and pressing the “Delete” button removes it. 

4. Search results presentation window. Double clicking on the thumbnail with the left mouse 

button starts playback of a fragment of the recording with a given face. Clicking the right button 

opens a window with two options: “Play” - starts playback (works in the same way as double-

clicking the left mouse button), and “Quick compare” - allows you to display between the 

recognized faces, only belonging to the same person (the face of the person whose quick compare 

is enabled, becomes the reference face). Only faces with a match percentage greater than that set in 

the “Similarity” field will be displayed as a result of the comparison. 
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WWW INTERFACE - „AI PLAYBACK” 

“Human & Vehicle Detection” search menu 

This menu allows to search for recordings containing objects recognized as persons and/or vehicles. 

 

1. Search settings panel. 

The “Start time” and “End time” options allows to set the time range in which the search is to take 

place. The “Detection type” option allows to select the type of objects to be searched. This allows user 

to narrow search to people or vehicles. It is also possible to combine filters. After configuring all 

options, press the “Search” button to search for objects. The search results will be displayed in the 

search results presentation window. 

2. Search results presentation window. Thumbnails of found objects are displayed. The headers of each 

of them show the date of the recognition and the type of object (person or vehicle). Double-clicking 

with the left mouse button on a thumbnail starts playback of a fragment of the recording with a given 

object. 

 2  1 
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WWW INTERFACE - „AI PLAYBACK” 

“PID & LCD” search menu 

This menu allows to search for recordings containing recognized persons and/or vehicles registered 

during the operation of the Perimeter Intrusion Detection and Line Crossing Detection functions. 

1. Search settings panel. 

The “Start time” and “End time” options allows to set the time range in which the search is to take 

place. The “Vigilance” option allows to select which type of analytics are to be searched for (detection 

of a line crossing or perimeter intrusion). The “Detection Type” option allows to select people or 

vehicles to search. It is also possible to combine filters. After configuring all options, press the 

“Search” button to search for objects. The search results will be displayed in the search results 

presentation window. 

2. Search results presentation window. Thumbnails of found objects are displayed. The headers of each 

of them display the date of the recognition, the type of the recognized object (person or vehicle) and 

the abbreviation of the name of the image analysis function that recorded this event. Double clicking 

the left mouse button on a thumbnail starts playback of a fragment of the recording with a given 

object. 

 2  1 



4000 series IP cameras    User manual    version 1.6 

All rights reserved © AAT SYSTEMY BEZPIECZEŃSTWA sp. z o.o. 
 

15 

“License Plate” search menu 

This menu allows to search for recordings containing recognized license plates. 

1. Search settings panel. 

The “Start time” and “End time” options allows to set the time range in which the search is to take 

place. The “Alarm Group” button displays an additional window in which you can select the 

license plate database to be used for comparison (all available databases are selected by default). 

In the “License Plate” field, you can enter the number of the license plate you want to search for (it 

is possible to enter multiple plate numbers to be searched at the same time by pressing the + button 

to the right of the field). The “Fault tolerant” option allows you to increase recognition tolerance 

by specifying the number of errors allowed. After configuring all the options, press the “Search” 

button to search for license plates. The search results will be displayed in the search results 

presentation window. 

2. Search results presentation window. Thumbnails of found license plates are displayed. In the 

header of each of them, the date of recognition is displayed, and below the text with the recognized 

registration number. Double-clicking the left mouse button on the thumbnail starts playback of a 

fragment of the recording. 

WWW INTERFACE - „AI PLAYBACK” 

 2  1 
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“Repeat customer” search menu 

This menu allows to search for recordings containing the recognized face of the same person. 

 1. Search settings panel. 

 The “Start time” and “End time” options allow to set the time range in which the search is to take 

place. The “Minimum time interval” option allows to specify the minimum time, that must elapse 

between consecutive recognition of the same face. As a result, repeated recognitions are eliminated 

when a person stays in the recognition area for a long time. In the “Similarity” option, the 

percentage of facial compatibility (similarity) above which they are treated as belonging to one 

person can be set. The “Face Attribute” option allows to select specific facial features to filter your 

search results. This allows, for example, to narrow down the group of found faces to male faces, or 

only to people with glasses. The “Alarm group” button displays an additional window where the 

face database to be used for the comparison (all available databases are selected by default) can be 

selected. Any combination of filters is possible. After configuring all options, press the “Search” 

button to search for faces. Found faces will be displayed in the search results presentation window. 

 2. Search results presentation window. It displays thumbnails of faces that have been recognized 

multiple times within a certain time period. Above the thumbnail there is the name of the person 

with whom the recognized faces were compared, and under the thumbnail - the number of times 

the face was recognized. Double-clicking with the left mouse button on a thumbnail displays 

thumbnails of all diagnoses of a given person. In turn, double-clicking the left mouse button on 

one of these thumbnails starts playback of a fragment of the recording with a given face. 

WWW INTERFACE - „AI PLAYBACK” 

 2  1 

 3 
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 3. The table summarizing the data of the recognized face. 

 After selecting one of the thumbnails in the search results presentation window, the collected 

recognition dates for a given face are displayed in the table. Pressing the play button in the 

“Playback” column starts playing back a section of the recording with that particular face 

recognition. There are additional options above the table to help filter the results better: the 

“Minimal number of occurrences” option allows you to narrow down the number of results by 

discarding less than the specified repeats, and the “Sort type” option allows to sort the thumbnails 

according to the number of diagnoses or time of first recognition. The arrow buttons also let you 

sort the results in ascending or descending order. Filtering and sorting changes are applied after 

pressing the “Refresh” button. 

“Face attendance” search menu 

This menu allows you to create and present presence statistics. The statistics show the presence of 

people analyzed in a specific time period and at specific times. 

1. Search settings panel. 

From the “Day” drop-down list, select the statistics time range. Selection options: “Day” - only 

one day will be analyzed, “Week” - only one week will be analyzed, “Month” - only one month 

will be analyzed, “Customize”- allows to define the time range yourself and “Today”- sets the 

current day as data source. For the “Day”, “Week” and “Month” options, pressing the arrows 

between the date fields below allows to quickly move to the next or previous period of time, 

respectively (by default it is always the current one). Regardless of the selected option, clicking on 

the date fields displays a calendar that allows to choose the date freely. 

WWW INTERFACE - „AI PLAYBACK” 

 2  1 

 3 
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The “Import type” drop-down list allows to select the data source: the “By group” option allows to 

search from among the faces stored in the databases. By default, all databases are taken into 

account (by pressing the “Alarm groups” button, you can select the databases to be searched). The 

“By face” option allows to select specific people. After pressing the “Select images” button, a new 

window will open in which you can select the people whose statistics are to be searched. After 

selecting people's faces, the window closes, and the preview or removal of selected people can be 

made after pressing the “Chosen” button. By pressing the button “Select images” again, you can 

add people to the group selected earlier. After determining all the criteria, pressing the “Search” 

button causes the preparation and display of the statistics. 

2. Additional configuration panel for displaying statistics 

Above the statistics area, there is an additional configuration panel that allows to set the working 

days (by default from Monday to Friday), and the start and end working times. Correctly providing 

this data will allow for a graphic presentation of the presence and delays of individual people. 

After changing these settings, press the “Refresh” button to update the statistics. The “Export” 

button allows you to export the statistics as a CSV file. 

3. The area of statistics presentation 

The table presents a list of entry and exit statistics for people selected in the settings panel. 

Clicking on the selected row displays a graphical representation of the entry and exit times below 

the table: 

Here, on the timeline, colored lines are marked with the entry and exit times of the selected person: 

red means later entering or leaving early, and green - entering and leaving at the appropriate time. 

Using the mouse wheel in the timeline area changes the time range displayed.  

Clicking on the icon in the “Detail” column will display an additional window with details 

of the inputs and outputs of the selected person. The window displays the thumbnails of the faces 

captured on entry and exit, along with full frames. The time of the events is also displayed along 

with the status. If the person has entered or left several times, the details window will inform you 

about it, along with an option to play the video from that moment. 

WWW INTERFACE - „AI PLAYBACK” 
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3. CAMERA CONFIGURATION - REMOTE SETTING 

This menu allows you to modify and configure all parameters and camera settings available in a given 

model. Most of the settings can be changed conveniently and safely by selecting a parameter value 

from the drop-down list. In the case of fields that allow to enter your own parameter value, an 

acceptable range is given. 

However, any changes should be made carefully in order not to lose the stream or communication with 

the camera. 

 

3.1. “Channels/Video” group of settings 

This menu allows to modify image parameters. 

3.1.1. “Live” menu 

This menu allows to give the camera its own name, turn on and off the display of the camera name and 

date, select the video system and configure the display on the OSD screen (you can set the position of 

the subtitles by dragging the mouse). The “Limit 20/25 fps” option reduces the number of frames per 

second set in the "Encoding" menu (for all streams) to 20 fps for NTSC (60Hz) or 25 fps for PAL 

(50Hz). This is to reduce the risk of image flickering in unfavorable lighting conditions. 

The “OSD Self-adaptive” option enables the OSD font color to adapt to the brightness of the 

background on which they are currently displayed, so as to maintain legibility. 

 

3.1.2. “Image control” menu 

This tab allows to modify the image-related settings. 

WWW INTERFACE - „CHANNELS/VIDEO” 

In some camera menus, the changes you make are saved automatically, but in most of them you 
need to remember to click the Save button for the changes to be visible (or applied). 

Cameras have a dynamic menu, which means that the content of menu items may change, 
depending on previously selected options or settings. 

Enabling this option only reduces the number of frames per second, i.e. its operation will be 
visible when the set fps was higher than the limit of the option. After disabling the option, the 
number of frames remains at the limit level. It must be changed manually if necessary. 
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Basic options - cameras with white light illuminator 

“Operating mode” - selection of the operating mode of the camera. Available options are: Full Color 

Mode, Day/Night Mode, Schedule. 

In the “Full Color Mode” mode, the camera works all the time in the color mode, and depending 

on the lighting conditions, the white light illuminator can be turned on. The operating mode of the 

white light illuminator is set in the “White light” option: “Manual” - the illuminator turns on 

automatically depending on the lighting conditions and shines with a constant power, set with the 

“Light Distance” slider. “Auto” - the illuminator turns on automatically depending on the lighting 

conditions and shines with a variable intensity, depending on the external lighting. “Schedule” - 

allows to set the lighting schedule of the illuminator. “Off” - the illuminator is turned off. 

In the “Day/Night Mode” the camera works in color mode, and in low light conditions it switches 

to black and white mode and turns on the IR illuminator. The operating mode of the IR illuminator 

is set in the “IR-cut Mode” option: 

“Auto” (or “Image”) - the illuminator turns on automatically depending on the lighting conditions. 

In this mode, the delay of day-night and night-day switching is set with the “IR-CUT delay” slider, 

in the range from 1 to 36 seconds. The “IR-LED” option allows you to select the working mode of 

the IR illuminator: “Manual” - the illuminator shines with a constant power, set with the “Low 

Beam Light” slider - for IR LEDs with a wide beam angle, suitable for lighting at a short focal 

length and “High Beam Light”- for IR LEDs with a narrow beam angle, suitable for illumination at 

a long focal length. 

For the “Auto” (or “Image”) mode, there is a “Sensitivity” option to adjust the switching level. 

“Smart IR” - the illuminator shines with a variable intensity, depending on the external lighting. 

“Off” - the illuminator is turned off. 

“Day” - the camera works only in the day (color) mode. 

“Night” - the camera works only in black and white mode, with the IR illuminator turned on. 

“Schedule” - switching between day and night modes is carried out in accordance with the 

schedule settings. 

In the “Schedule” mode, the camera works in the “Full Color Mode” and “Day/Night mode”. 

Switching between modes is carried out in accordance with the schedule settings. 

WWW INTERFACE - „CHANNELS/VIDEO” 

The “Low Beam Light” and “High Beam Light” adjustments are available depending on the 
camera model. 

At the highest sensitivity level (3), the LEDs will turn on earlier than at the lowest (0). In other 
words, with level (3) selected, the LEDs will turn on when it is brighter outside, than when level 
(0) is selected. 
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Basic options - cameras without white light illuminator 

“IR-CUT mode “- selection of the operating mode of the IR illuminator. Available options are: Auto, 

Color Mode, Black White Mode, Image Mode, Schedule. 

In the “Auto” mode, the illuminator turns on automatically depending on the lighting conditions, 

using the light sensor. In this mode, the delay of day-night and night-day switching is set with the 

“IR-CUT delay” slider, in the range from 1 to 36 seconds. The “IR-LED” option allows to select 

the working mode of the IR illuminator: “Manual” - the illuminator shines with a constant power, 

set with the “Low Beam Light” slider - for IR LEDs with a wide beam angle, suitable for lighting 

at a short focal length and “High Beam Light”- for IR LEDs with a narrow beam angle, suitable 

for illumination at a long focal length. “Smart IR” - the illuminator shines with a variable intensity, 

depending on the external lighting. 

In the “Image mode” mode, the illuminator turns on automatically depending on the lighting 

conditions, with a certain amount of light falling on the camera lens. In this mode, the 

“Sensitivity” option is available to adjust the switching level. The other options are the same as for 

the “Auto” mode. 

In the “Color Mode” mode - the camera works only in the day (color) mode. 

In the “Black White Mode” mode - the camera works only in black and white mode, with the IR 

illuminator turned on. 

In the “Schedule” - switching between day and night modes is carried out in accordance with the 

schedule settings. 

Advanced options 

Angle Trad, Mirror - options to modify the displaying of the image 

Picture enhancement - menu for selecting one of the image enhancement functions. Available 

options: WDR (or DWDR - depending on the model) - enables or disables the WDR (wide dynamic 

range) or DWDR (digital wide dynamic range) function, HLC - a function of compensating strong 

light sources and automatically balanced their impact on the camera's sensor, Back Light - rear 

backgrounds compensation function that eliminates the effect resulting from observing the area 

with too strong light source in the background. 

White Balance - allows to set way of working a white balance mechanism. Available options: 

Automatic mode - the automatics corrects the color balance itself, Manual - after selecting this 

option, sliders for manual adjustment of the color components level appear. 

WWW INTERFACE - „CHANNELS/VIDEO” 

The “Low Beam Light” and “High Beam Light” adjustments are available depending on the 
camera model. 
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Shutter - allows selection of shutter mode. Available options: Automatic mode and Manual. When 

set to Manual, an additional drop-down list appears, allowing you to select a specific shutter speed 

value. 

Time Exposure - function related to the Shutter option has two functions: when the Shutter option 

is set to Automatic mode, it specifies the longest shutter speed that the automatic exposure can use. 

When the Shutter option is set to Manual, the exposure automatic adopts the selected shutter speed 

as a constant. 

Defog - feature to improved visibility in bad weather (fog, rain etc). Available options: Off, 

Automatic mode, Manual. If you select Manual the slider appears for setting the strength of the 

function. 

3D Noise Reduction - noise reduction function in low light conditions. There are three operating 

modes: Automatic mode - the camera's automatics decide on the activation of the reduction and its 

strength, Manual - manual setting of the noise reduction strength with the Level slider and Off - 

the digital noise reduction mode is turned off. 

3.1.3. “Video Cover” menu 

This menu allows to enable up to four privacy zones. 

To activate the privacy zone move the Enable slider right, and then select part of an image to hide, by 

setting the red rectangle of an appropriate size (this is done by dragging on the preview window with 

the left mouse button pressed). After setting all privacy zones save the changes. 

When set, privacy zones can be modified at any time. To do this, select the zone to be modified by 

clicking the left mouse button (on the zone yellow frame will appear). Then, selected zone can be 

moved to another location by dragging it, can be resized by grasping the edge of the zone and setting as 

needed, or can by deleted by clicking on the Delete button. 

WWW INTERFACE - „CHANNELS/VIDEO” 
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3.1.4 “ROI” menu 

This menu allows to define and select an area to be monitored and analyzed in particular. Thanks to 

this, the user can focus attention on those areas that are most important for a specific camera 

application. Reducing the number of frames in the rest of the image also allows you to reduce the 

bitrate and save disk space. Up to eight ROI zones can be set. 

Stream Type - selection of the stream in which the ROI option is to function 

Region ID - ROI zone number 

Enable region - activation of the previously selected area 

ROI level - image quality in the set area 

Non-ROI fps - setting the number of frames per second on the rest of the image (in the ROI area it is 

always the maximum available number of frames per second). 

The area is marked by drawing a red rectangle of appropriate size on the preview window (this is done 

by dragging the mouse over the preview window with the left button pressed). After setting all the area, 

we save the changes. 

WWW INTERFACE - „CHANNELS/VIDEO” 
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3.2. “Streams/Record” group of settings 

This menu allows to modify camera stream settings and options for recording to a memory card. 

3.2.1. “Encoding” menu 

This menu allows to change the parameters for each of the available video streams. 

Resolution - the resolution of configured video stream. Each of the video streams available in the 

camera can be individually configured. 

FPS (frames per second) - select the number of frames per second from the available range 

Video Code Type - a choice of standard encoding the video stream. 

Video Code Level - allows to set one of the available profiles (Baseline, Main Profile, High Profile) 

Bitrate Control - there are two types of bit rates: CBR (constant bit rate) and VBR (variable bit 

rate). When the VBR is selected, from the drop-down list below you can choose the level of quality 

of the video stream. If you select CBR, this list does not appear.  

Bitrate Mode - allows to select bitrates from a list of available values (Predefined option), or 

manually enter the desired bitrate, from the available range (User-defined option).  

Bitrate - parameter has a different function, depending on the option selected in position Bitrate 

Control: when the VBR is selected, sets the maximum size of the data stream with a variable bit 

rates, while the CBR is selected, sets the specific size of the data stream with a constant bit rates. 

I Frame Interval - time interval between key frames. For higher bitrates, key frames interval should 

be smaller. Smaller frame interval is recommended to increase position accuracy of return video  

and advantageous to the network video. If frame interval become small, the video streaming will 

become bigger, but the image quality will become better. 

Audio - enables or disables audio stream encoding. 

WWW INTERFACE - „CHANNELS/VIDEO” 
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3.2.2. “Record” menu 

This menu allows to modify the recording options. It is possible to enable/disable recording to the SD 

card, enable/disable pre-alarm recording, enable recording at network loss and select the stream for 

recording (main stream or sub stream). In the “Schedule” tab, it is possible to set the recording 

schedule. 

3.2.3. “Capture” menu 

This menu allows to configure screenshot options. It is possible to set the cyclic time of snapshots for 

continuous recording and separately for alarm recording. Switch “Auto capture” enables the function. 

In the “Capture schedule” tab, it is possible to set the function's work schedule. 

3.3. “Alarms” group of settings 

This menu allows to configure alarm events. 

3.3.1. “Setup” menu 

This menu allows to set the operation of the alarm functions. 

3.3.1.1. “Motion” menu 

This menu allows to configure the motion detection options. The number of zones can be many, the 

only limitation is their size - they must fit on the surface of the image. To set the motion detection zone, 

move the Enable slider and then select the appropriate part of the image. Then set the camera's 

sensitivity to motion (Sensitivity option) and save the changes. In cameras with “Smart” motion 

detection, there is an additional option that allows to select objects that will trigger an alarm. 

Modification of the detection field: to change the size or shape of the motion detection field, drag the 

left mouse button over it again. This will disable detection in the “double” marked area. The Clear 

button deletes all the set motion detection fields, and the All button sets the whole image as the motion 

detection area. 

WWW INTERFACE - „ALARMS” 

Enabled continuous recording is signaled by displaying a red letter R. 

Detection of motion in a set area/areas is indicated by the green letter M. When the events of 
motion detection are recorded on the SD card, the letter M is red. 
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3.3.1.2. “Deterrence” menu 

This tab allows to configure the operation of the white light illuminator (in the deterrent mode) and the 

red - blue warning light. The Light slider turns the white light illuminator into the deterrent mode, and 

then the lighting time and lighting mode are set - as a continuous or flashing light. 

The red - blue warning light is turned on with the Warning Light slider, and then the lighting time can 

be set. 

3.3.1.3. “Warning sounds” menu 

This tab allows you to configure warning sounds and/or alarm messages. 

 Cameras with predefined alarm sounds 

 The option is enabled with the Siren slider, then select the type of sound, set its volume and 

 duration and save the changes. 

 Cameras with predefined and own (user) alarm sounds 

 Turn on the option with the Enable slider, then select the type of sound, set its volume and 

 duration and save the changes. User can upload your own sound file by selecting User defined 

 option from the Siren type list. Additional options will then appear. In the File name field, enter 

 the name of the file, that will be visible on the file list, then select the file by pressing the button 

 with three dots in the File path field and upload it with the Import button. 

The Sound Test button (available depending on the model) allows to test (listen to) the selected alarm 

sound. 

3.3.1.4. “Sound Detection” menu 

This menu allows to configure options for detecting exceeding the set sound levels.  

This function uses a microphone (built-in or connected to the camera's audio input) to detect sudden 

changes in the sound level surrounding the camera and trigger an alarm. The function has two options: 

“Rise”, which detects a sudden increase in sound level above the level set with the “Rise Sensitivity” 

slider, and “Decline” for detecting a drop in the level below the level set with the “Decline Sensitivity” 

slider. The “Sound Intensity” slider allows to eliminate the influence of ambient noise on the detection 

efficiency. 

WWW INTERFACE - „ALARMS” 

The camera accepts .wav and .pcm audio files compressed with the G711A or G711U codec, 
with a sampling frequency of 8kHz and a size of up to 256kB. 

Operation of the white light illuminator in deterrence mode is only possible when the Day/Night 
Mode or Schedule mode is selected in the Image Control menu. 

The detection of exceeding the sound level is indicated by the green letter S. If motion detection 
events are recorded to the SD card, the letter S is red. 
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3.3.1.5. “PIR” menu 

This menu allows to configure motion detection options using the built-in PIR detector. 

PIR detector in the IP camera 

The task of the PIR detector in the IP camera is to limit the number of false alarms of motion detection. 

The PIR detector detects moving objects with a temperature higher than the ambient temperature and 

generates alarm events. In this way, the PIR detector significantly reduces the number of false motion 

detection alarms related to branch movements, flashes of light, snowfall or day/night mode switching. 

Configuration and management of PIR detection zones is carried out in the same way as in the motion 

detection options. 

3.3.2. “Alarms” menu 

This menu allows to configure the reaction to alarm events enabled in the Settings menu, and to 

configure the alarm input. 

By clicking on the tabs in the upper part of the menu, select the alarm event for which the reactions will 

be configured, and then activate the selected functions from the list of available ones. 

WWW INTERFACE - „ALARMS” 

The number and list of reaction options may vary, depending on the camera model and the 
selected alarm event. 

Each reaction to an alarm event has a schedule, which is available after pressing the Schedule 
button. Setting up a schedule is necessary for the reaction to work properly. 
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3.3.2.1. “I/O” (alarm input) menu 

This menu allows to configure the alarm inputs. It is possible to set the state that triggers the alarm 

input event (available options: Disabled, NO, NC) and select the response to the event occurrence. 

Latch Time - sets the activation time of the alarm output, Post Recording - sets the duration of the 

alarm recording. 

The reaction configuration for the alarm input is the same as for other reactions to alarm events. 

3.3.3. “Event notifications” menu 

This menu allows to configure the camera to send push notifications. Notification is one of the 

available responses to an alarm event. Notifications sent by the camera can be received by external 

devices with the appropriate application installed. 

The option is enabled by the Enable slider. Then we give the notification a name and choose the 

connection mode: HTTP or UDP. 

 Connection in HTTP mode 

 Fill in the Username and Password fields in accordance with the requirements of the external 

 device. In the Server Address field, enter its address and then the port. Leave the URL field 

 unchanged and choose POST as the sending method. Then specify the interval for sending 

 notifications and save the changes. 

 Connection in UDP mode 

 At first select the method of sending notifications: Unicast - to one device with the address given 

 below, Multicast - to many devices with addresses in the range given below and Broadcast - to all 

 devices in the network. After saving, the setup is complete. 

WWW INTERFACE - „ALARMS” 

The number and list of reaction options may vary, depending on the camera model and the 
selected alarm event. 

Detection of an alarm input event is indicated by the green letter I. If the alarm input events are 
recorded to the SD card, the letter I is red. 

Each reaction to an alarm event has a schedule, which is available after pressing the Schedule 
button. Setting up a schedule is necessary for the reaction to work properly. 

The Broadcast method can generate a high network load because the data is broadcast to all 
devices, regardless of their actual need to receive a notification. 
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3.3.4. “Video Tampering” menu 

This menu allows to configure the lens obstruction detection options. 

The option is configured by enabling it and setting the detection sensitivity. The reaction configuration 

for the Video Tampering menu is the same as for other reactions to alarm events. 

 

3.4. “AI” group of settings 

This menu allows to configure and manage the advanced image analysis functions. 

3.4.1. “Settings” menu 

This menu allows to set the advanced image analysis function. 

 

3.4.1.1. “Face Detection” (FD) menu 

The menu allows to configure the camera to detect the faces of people in the detection zone. The 

camera performs the face detection function autonomously or in cooperation with a recorder supporting 

such functionality. 

WWW INTERFACE - „AI” 

The number and list of reaction options may vary, depending on the camera model and the 
selected alarm event. 

If the lens obstruction is detected, a green S letter will be displayed. 

Each reaction to an alarm event has a schedule, which is available after pressing the Schedule 
button. Setting up a schedule is necessary for the reaction to work properly. 

The number of image analysis functions as well as the number and type of available 
configuration options depends on the camera model and/or firmware version. 

For the proper and effective operation of the face recognition function, apart from the correct 
configuration, it is necessary to install the camera in the appropriate manner and ensure proper 
working conditions. Before installation, please read the instructions in the “Face Recognition 
Installation tips” manual available for download on the product page. 

Enabling and configuring the face detection is necessary for the camera to perform face 
recognition and comparison. 

A memory card must be installed in the camera for autonomous face recognition and 
comparison. 
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Configuring the detection parameters: 

Dynamic Marking - displays a detection frame around the recognized face 

Face Enhance - enables a mechanism to improve the photo quality of the recognized face 

Face Attribute - enables the recognition of facial features 

Snap Mode - defines how images that contain a recognized face are captured. In the Real time 

Mode option, the camera takes one photo at the entrance to the detection zone and one photo at the 

exit. The Optimal mode option selects the best photo, and the Interval mode option allows the user 

to choose the number of photos taken (1, 2, 3 or unlimited) and the interval between photos (1 - 

255 seconds). 

Apply Mode - adjusts the recognition mechanism to the most common direction from which 

recognized persons are approaching. Frontal View - when most people approach the camera 

straight ahead, Multi View - in the absence of a preferred direction of movement and Customize - 

allows individual adjustment of recognition parameters (advanced adjustments will be displayed). 

WWW INTERFACE - „AI” 
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Roll, Pitch, Yaw - parameters defining the position of a person's face, respectively: turning to the 

right or left, tilting up or down, tilting sideways. 

Picture quality - defines the quality of the captured image with the recognized face 

Min pixel, Max pixel - defines the size of the captured image with the recognized face. 

Detection mode - allows to increase the efficiency of detection. In Motion mode, the camera does 

not analyze static parts of the image, eliminating false face recognition on e.g. posters. In Static 

Mode, the camera analyzes all objects in the field of view. 

Rule Kind - specifies the method the camera uses to analyze the field of view. Rectangle - the 

camera analyzes a defined image fragment, Line - option inactive. When selecting the Rule Kind -

> Rectangle option, the detection area configuration is carried out in the Detection Range option. 

The following options are available: Full screen - the camera analyzes the entire field of view or 

Customize - selected area. Setting and modifying the detection zone (changing the position, shape, 

size) is done by clicking on the red square in the corner of the zone. As confirmation of your 

selection, the zone boundaries will turn from yellow to red. If you want to change the shape or size 

of the zone, grab one of the zone's corners and drag it to a new place. We do the same with other 

corners (if necessary). By placing the cursor inside the zone, it is possible to move it to another 

place. 

WWW INTERFACE - „AI” 
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3.4.1.2. “Person & Vehicle Detection” (PD&VD) menu 

This menu allows to define a detection zone in which objects will be recognized. 

Configuring the detection parameters: 

Sensitivity - selection of the sensitivity of the detection operation 

Dynamic marking - displays a detection frame around the recognized object 

Snap mode - defines how to capture images containing the recognized object. In the Real Time 

mode option, the camera takes one photo at the entrance to the detection zone and one photo at the 

exit. The Default mode option selects the best photo, and the Interval mode option allows the user 

to choose the number of photos taken (1, 2, 3 or unlimited) and the interval between photos (1 - 

255 seconds). 

Min pixel, Max pixel - defines the size of the captured image with the recognized object 

Detection Type - configuration of the object classification mechanism. The option Off disables the 

classification of objects, Human - enables recognition of people, Motor Vehicle - enables 

recognition of vehicles, Non-motorized Vehicle - enables recognition of two-wheelers. 

Detection Mode - allows you to increase the effectiveness of detection. In the Motion mode, the 

camera does not analyze static image fragments, eliminating false recognition of objects visible, 

for example, on posters. In Static mode, the camera analyzes all objects in the field of view. 

Detection range - setting the detection area. The following options are available: Full screen - the 

camera analyzes the entire field of view or Customize - selected area. Setting and modification of 

the detection zone (change of position, shape, size) is done by clicking on the red square in the 

corner of the zone. As confirmation of your selection, the zone boundaries will turn from yellow to 

red. If you want to change the shape or size of the zone, grab one of the zone's corners and drag it 

to a new place. We do the same with other corners (if necessary). By placing the cursor inside the 

zone, we can move it to another place. 

WWW INTERFACE - „AI” 
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3.4.1.3. “Perimeter Intrusion Detection” (PID) menu 

The menu allows you to configure up to four detection zones. An alarm event is generated when the 

object crosses the zone boundary with movement in the direction specified in the settings. It can be any 

object, or - with object classification turned on - a person and/or a vehicle. 

Configuring the parameters of zone  

Sensitivity - selection of the sensitivity of the detection operation 

Dynamic marking - displays a detection frame around the recognized object 

Detection Type - configuration of the object classification mechanism. Human - enables 

recognition of people, Motor Vehicle - enables recognition of vehicles, Non-motorized Vehicle - 

enables recognition of two-wheelers. If none of the options is selected, object classification is 

disabled, which means that any object that violates the detection zone will trigger an alarm event. 

Rule number - selection of the detection zone to be configured and operated. 

Rule Switch - allows to enable or disable the detection zone selected in the above option 

Rule type - selection of the movement direction that will trigger an alarm event. 

 

Drawing a zone 

To draw a zone, click the left mouse button on the preview window at the desired location and drag the 

mouse - drawing the border zone starts. In the place where you want to end the border click again and 

go to the drawing next edge. In the same way we draw all the necessary zones. 

WWW INTERFACE - „AI” 

Although up to four detection zones can be operated simultaneously, they must all have the same 
Detection Type. I.e. it is not possible for one zone to detect only people and another - vehicles. 

The zone may only have the shape of a convex quadrilateral. If several zones are created, their 
areas may overlap. 
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Zones management 

After creating zones it is possible to modify the shape, position and parameters of detection. To modify 

the selected zone click on the red square next to the zone number that you want to modify. As 

confirmation of the selection, the zone will change color from yellow to red. 

You can also modify the parameter Rule Type that determines the direction of movement of the object 

that will trigger an alarm event. 

Deleting the zone 

To delete a zone, after marking it as above, click the Delete button. By clicking on the Delete all button 

we can remove all the set areas at the same time, without the need for prior selection.  

The detection of an alarm event is indicated by green letter S. If the events  are recorded on the 
SD card, the letter S is red. 

The set zones are visible in the live view window by marking their borders with red lines. Zones 
are only visible in the main stream. 

A moving object that has been detected is marked by a yellow rectangle. When setting the zone, 
make sure that the movement of objects crosses its borders, otherwise an alarm event will not be 
triggered. 

WWW INTERFACE - „AI” 

By placing the cursor inside the zone, 
we can move it to another location. 

To change the shape or size of the zone, 
place the cursor on one of the corners of 
the zone and drag it to another location 
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3.4.1.4. “Line Crossing Detection” (LCD) menu 

This menu allows to configure up to four detection lines. An alarm event is generated when object 

crossing determined line, and its movement is carried out in a direction specific in the settings.  

Configuring the parameters of  detection line 

Sensitivity - selection of the sensitivity of the detection operation 

Dynamic marking - displays a detection frame around the recognized object 

Detection Type - configuration of the object classification mechanism. Human - enables 

recognition of people, Motor Vehicle - enables recognition of vehicles, Non-motorized Vehicle - 

enables recognition of two-wheelers. If none of the options is selected, object classification is 

disabled, which means that any object that violates the detection zone will trigger an alarm event. 

Rule number - selection of the detection line to be configured and operated. 

Rule Switch - allows to enable or disable the detection line selected in the above option 

Rule type - selection of the movement direction that will trigger an alarm event. 

Drawing a line 

To draw a line of detection, click the left mouse button on the preview window to the desired location 

and while holding down the button, drag the mouse. In the place where you want to end the line release 

the button. In the same way are drawn all the necessary lines of detection. 

WWW INTERFACE - „AI” 

Although up to four detection lines can be operated simultaneously, they must all have the same 
Detection Type. I.e. it is not possible for one line to detect only people and another - vehicles. 

If several lines are enabled, they can cross each other. 
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Detection lines management 

After creating lines it is possible to modify their length, position and parameters of detection. To 

modify the selected line click on the red square next to the line number that you want to modify. As 

confirmation of the selection, the line will change color from yellow to red. 

 

 

 

 

 

 

 

 

 

 

It is also possible to modify the Rule Type parameter, which specifies the direction of the object 

movement that will trigger the alarm event. 

 

Deleting the line 

To delete the detection line, after selecting it as above, click the Delete button. By clicking on the 

Delete all button you can delete all the lines set at once without having to select them first. 

WWW INTERFACE - „AI” 

By placing the cursor near the line, we 
can move it to another location.  

To change the direction or the length 
of the line, place the cursor at one end 

and drag it to another location 

The set detection lines are visible in the live view window by marking with red lines. Detection 
lines are only visible in the main stream. 

The detection of an alarm event is indicated by green letter S. If the events  are recorded on the 
SD card, the letter S is red. 

A moving object that has been detected is marked by a yellow rectangle. When setting the 
detection line, make sure that the movement of objects crosses its, otherwise an alarm event will 
not be triggered. 
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3.4.1.5. “Stationary Object Detection” (SOD) menu 

This menu allows to configure up to four detection zones. An alarm event is generated when an object 

appears or disappears within a specific zone. 

Configuring the parameters of zone 

Sensitivity - selection of the sensitivity of the detection operation 

Dynamic marking - displays a detection frame around the recognized object 

Rule number - selection of the detection zone to be configured and operated. 

Rule Switch - allows to enable or disable the detection zone selected in the above option 

Rule type - selection of the type of event that will trigger the alarm event: Legacy - reaction to 

leaving the object, Lost - reaction to the disappearance of the object, Lost & Legacy - reaction to 

the leaving and disappearance of an object 

 

Drawing a zone 

To draw a zone, click the left mouse button on the preview window at the desired location and drag the 

mouse - drawing the border zone starts. In the place where you want to end the border click again and 

go to the drawing next edge. In the same way we draw all the necessary zones. 

WWW INTERFACE - „AI” 

Up to four detection zones can work simultaneously, and each of them can have a different Rule 
Type. Ie. one zone can detect e.g. only leaving, and another the disappearance of an object. 

The zone may only have the shape of a convex quadrilateral. If several zones are created, their 
areas may overlap. 
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Zones management 

After creating zones it is possible to modify the shape, position and parameters of detection. To modify 

the selected zone click on the red square next to the zone number that you want to modify. As 

confirmation of the selection, the zone will change color from yellow to red. 

 

 

 

It is also possible to modify the Rule Type parameter. 

Deleting the zone 

To delete a zone, after marking it as above, click the Delete button. By clicking on the Delete all button 

we can remove all the set areas at the same time, without the need for prior selection. 

WWW INTERFACE - „AI” 

The set zones are visible in the live view window by marking their borders with blue lines. 
Zones are only visible in the main stream. 

The detection of an alarm event is indicated by green letter S. If the events  are recorded on the 
SD card, the letter S is red. 

Detection of leaving or disappearance of object is indicated by the appearance of the frame 
surrounding the approximate location of the object. Frames are color-coded as follows: 
disappearance - red, leaving - green. Detection frames are only visible in the mainstream. 

Depending on the complexity of the scene observation and type of object, the time needed to 
analyse the scene and the occurrence of an alarm event can be several seconds. 

By placing the cursor inside the zone, 
we can move it to another location. 

To change the shape or size of the zone, 
place the cursor on one of the corners of 
the zone and drag it to another location. 
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3.4.1.6. “Cross Counting” (CC) menu 

This menu allows to count objects crossing the virtual line. The number of counts is displayed on the 

OSD and saved and presented in the statistics. The direction of movement of objects is also analyzed 

and depending on the settings of the detection line, objects are classified as “entering” or “leaving”. An 

alarm event is generated when a predetermined number of counted objects is exceeded. The menu 

allows you to configure one detection line. 

Configuring the parameters of line 

Sensitivity - selection of the sensitivity of the detection operation 

Dynamic marking - displays a detection frame around the recognized object 

Type - configuration of the object classification mechanism. The Motion option disables the 

classification of objects, which means that any object violating the detection zone will trigger an 

alarm event, Human - enables recognition of people, Vehicle - enables vehicle recognition 

Alarm Number - setting the alarm threshold, i.e. the number of line crossings (in total, in both 

directions), exceeding which will generate an alarm event. 

Begin time, End time - setting the time range for the counting function to work. 

Rule number - selection of the detection line to be configured and operated (only one line is 

available).  

Rule Switch - allows to enable or disable the detection line selected in the above option 

Rule type - selection of the traffic direction to distinguish between “entering” and “leaving”. 

Movement in the direction of the arrow is considered an “entering”. 

Line drawing 

To draw a line of detection, click the left mouse button on the preview window to the desired location 

and while holding down the button, drag the mouse. In the place where you want to end the line release 

the button. In the same way are drawn all the necessary lines of detection. 

WWW INTERFACE - „AI” 
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Line detection management 

After creating line it is possible to modify their length, position and parameters of detection. To 

modify the line click on the red square next to the line number that you want to modify. As 

confirmation of the selection, the line will change color from yellow to red. 

 

 

 

 

 

 

 

 

 

 

The detection zone around the counting line can also be edited. The appropriate size and shape of the 

detection zone enables the creation of optimal conditions for the correct operation of the counters. 

Since only objects inside the zone are analyzed, objects outside the zone are not taken into account, 

which increases the immunity to errors and disturbances. 

Deleting line 

To delete a line, after marking it as above, click the Delete button. By clicking on the Delete all button 

we can remove all lines at the same time, without the need for prior selection. 

The set line and detection zone are visible in the live view window by marking with a red line. 
The detection lines are visible only in the main stream. 

The detection of an alarm event is indicated by green letter S. If the events  are recorded on the 
SD card, the letter S is red. 

A moving object that is detected inside the detection zone is marked with a yellow rectangle. 
When setting the line, make sure that the movement of objects intersects it, otherwise an alarm 
event will not be triggered. 

The counters do not reset automatically at the end of the time range. They can be reset at any 
time by pressing the “Reset Count” button. 

Umieszczając kursor w pobliżu linii 
wewnątrz strefy detekcji, możemy 

przesunąć ją w inne miejsce. 

Chcąc zmienić kierunek lub długość 
linii, umieszczamy kursor na jednym 
z końców i przeciągamy go w inne 

miejsce 
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3.4.1.7. “Heat Map” (HM) menu 

The menu allows to graphically present the intensity of traffic in the observed area. The algorithm of 

the function creates an illustrative map of the intensity of the movement, overlaying the image from 

the camera with a color palette, in which warmer colors correspond to greater intensity of movement, 

and cooler ones - to a lower intensity. The results of the function operation are presented in the 

statistics. 

Configuring the parameters of the function 

Rule number - selection of a detection zone to be configured and operated (only one zone is 

available). 

Rule Switch - allows to enable or disable the detection zone 

Drawing/modifying a zone 

By default, the detection zone covers the entire frame. Setting and modifying the detection zone 

(changing the position, shape, size) is done by clicking on the red square in the corner of the zone. As 

confirmation of your selection, the zone boundaries will turn from yellow to red. If you want to 

change the shape or size of the zone, grab one of the zone's corners and drag it to a new place. We do 

the same with other corners (if necessary). By placing the cursor inside the zone, we can move it to 

another place. 

Depending on the camera model and/or firmware version, the “Heat Map” function can work 
simultaneously with any other image analysis function. 
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3.4.1.8. “Crowd Density Detection” (CD) menu 

This menu allows to count the number of people inside the detection zone. The number of people and 

the set limit are displayed on the OSD. An alarm event is generated when the predetermined number 

of people inside the detection zone is exceeded. It is possible to configure one detection zone. 

Configuring the parameters of detection zone 

Sensitivity - selection of the sensitivity of the detection operation 

Dynamic marking - displays a detection frame around the recognized object 

Min pixel, Max pixel - defines the size of the captured image with the recognized person 

Max number of people in the area - setting the alarm threshold, i.e. the number of people inside 

the detection zone, exceeding which will generate an alarm event. 

Detection Range - setting the detection zone. The following options are available: Full screen - 

the camera analyzes the entire field of view or Customize - selected area. Setting and modifying 

the detection zone (changing the position, shape, size) is done by clicking on the red square in the 

corner of the zone. As confirmation of your selection, the zone boundaries will turn from yellow 

to red. If you want to change the shape or size of the zone, grab one of the zone's corners and 

drag it to a new place. We do the same with other corners (if necessary). By placing the cursor 

inside the zone, we can move it to another place. 

Rule number - selection of a detection zone to be configured and operated (only one zone is 

available). 

Rule Switch - allows to enable or disable the detection zone 
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3.4.1.9. “Queue Length Detection” (QD) menu 

This menu allows to identify and count the number of people waiting in the queue inside the detection 

zone. The number of people and the time of their service are displayed on the OSD. An alarm event is 

generated when the set number of people in the queue is exceeded, or when the set service time is 

exceeded. The menu allows you to configure one detection zone. 

Configuring the parameters of detection zone 

Sensitivity - selection of the sensitivity of the detection operation 

Dynamic marking - displays a detection frame around the recognized object 

Min pixel, Max pixel - defines the size of the captured image with the recognized person 

Max number of people in the area - setting the alarm threshold, i.e. the number of people inside 

the detection zone, exceeding which will generate an alarm event. 

Max duration of stay in the area - service time (in seconds). The time of a person staying in the 

queue inside the detection zone, exceeding which results in generating an alarm event. 

Detection Range - setting the detection zone. The following options are available: Full screen - 

the camera analyzes the entire field of view or Customize - selected area. Setting and modifying 

the detection zone (changing the position, shape, size) is done by clicking on the red square in the 

corner of the zone. As confirmation of your selection, the zone boundaries will turn from yellow 

to red. If you want to change the shape or size of the zone, grab one of the zone's corners and 

drag it to a new place. We do the same with other corners (if necessary). By placing the cursor 

inside the zone, we can move it to another place. 

Rule number - selection of a detection zone to be configured and operated (only one zone is 

available). 

Rule Switch - allows to enable or disable the detection zone 
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3.4.1.10. License Plate Detection (LPD) menu 

The menu allows to configure the camera to detect license plates in the detection zone. The camera 

performs the function of detecting plates autonomously, or in cooperation with a recorder supporting 

such functionality. 

Configuring the parameters of detection zone  

LPD Enhance - an option that allows to adjust the exposure parameters and image settings for the 

recognition of license plates. The camera adjusts these parameters automatically, and the Day 

Time Level and Night Time Level sliders adjust the strength of the function. 

Sensitivity - selection of detection sensitivity 

Dynamic marking - displays a detection frame around the recognized object 

Snap mode - determines how images containing a recognized license plate are captured. In Real 

Time Mode, the camera takes one photo when entering the detection zone and one photo when 

exiting. In the Default option, one best photo is selected, and in the Interval Mode option, the user 

determines the number of photos taken (1, 2, 3 or unlimited) and the interval between photos (1 - 

255 seconds). 

Min Pixel, Max Pixel - determines the size of the captured image with the recognized license 

plate. 

Detection type - selection of the type of license plates to be recognized. It is possible to choose 

European or US license plate patterns. 

Enabling and configuring the license plate detection feature is necessary for the camera to 
perform license plate recognition and comparison. 

A memory card must be installed in the camera for autonomous license plate recognition and 
comparison. 
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Detection Mode - allows to increase the effectiveness of detection. In Motion Mode, the camera 

does not analyze static image fragments, eliminating false plate recognition. In Static Mode, the 

camera analyzes all objects in the field of view. 

Detection Range - setting the detection area. The following options are available: Full screen - 

the camera analyzes the entire field of view or Customize - the selected area. Setting and 

modifying the detection zone (changing the position, shape, size) is done by clicking on the red 

square in the corner of the zone. As confirmation of your selection, the zone borders will turn 

from yellow to red. To change the shape or size of the zone, grab one of the corners of the zone 

and drag it to a new location. Proceed in a similar way with other corners (if necessary). By 

placing the cursor inside the zone, we can move it to another place. 

3.4.1.11. Rare Sound Detection (RSD) Menu 

The menu allows to configure the camera to detect three types of disturbing sounds. When there is a 

sound like a baby crying, a dog barking or a gunshot, the camera generates an alarm event. It is 

possible to select any combination of options (at least one must be active). 

3.4.1.12. “AI Schedule” Menu 

Each of the available image analysis functions is assumed to operate continuously. However, if there 

is a need to introduce time limits for the operation of any of the functions, a schedule can be used for 

this purpose. 

After enabling the schedule, select the image analysis function by clicking on the dot next to its 

abbreviation, and then mark the desired area of the calendar by dragging the mouse with the left 

button pressed. The functions marked with red dots cannot run simultaneously, which means that 

when we set overlapping schedules for such functions, only one of them will run - the one that starts 

the earliest. 

The set zone is visible in the live view window by marking their borders with blue lines. The 
zone is only visible in the main stream. 

The occurrence of an alarm event is indicated by the green letter S. If zone violation events are 
recorded to the SD card, the letter S is red. 

Detection of the license plate is indicated by the appearance of a yellow frame surrounding the 
plate. Detection frames are only visible in the main stream. 
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3.4.2. “Recognition” menu 

This menu allows you to configure and manage the face and license plate databases. Configuration of 

this menu is necessary for the autonomous face and license plate recognition and comparison feature 

to work. 

3.4.2.1. “Face Database Management” Menu 

The function home screen contains a table with all the face groups (face databases) available on the 

camera. The groups Allow List, Block List, Stranger are default groups, always present in the camera 

(cannot be deleted). 

In the first column, the colored squares indicate the type of the group: green means the group of 

allowed faces, red - forbidden, gray - foreign (unrecognized) faces. For the default groups, the type 

cannot be changed, for groups created by users - they can be allowed or denied face groups. User can 

change the type by clicking on the square. 

The “Group name” column shows the names of the existing groups. The name of each of them can be 

changed by the user. 

In the “Delete” column, the delete icon in the row of a given group allows it to be deleted. 

In the “Edit” column it is possible to edit groups (except for the Stranger group). 

In the “Enable” column, the sliders allow you to turn each group on and off (disabled groups are not 

used by the camera to compare faces). 

The “Add group” button under the table allows you to add new groups. 

The “Save” button saves the changes, and the “Refresh” button refreshes the settings. 

A memory card must be installed for the “Recognition” menu to function properly. 

The maximum number of groups that can be added by a user is 13. 
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Editing groups (face databases) 

After clicking the edit button in the row of a given group, the editing window is opened. 

The editing window shows face pictures of all members of a given group. 

Adding face photos to a group 

Adding photos of faces to the group is possible after clicking the “Import” button. The photo source 

selection window is displayed. The “Captured Image” option allows you to add a photo to the 

database from among photos of faces recognized by the camera. Another window will appear, 

allowing you to search for a face. 

In the search options, select the start and end date and the group (or groups) in which it is to be 

performed. After pressing the “Search” button, the camera will display found faces. After selecting the 

selected faces and pressing the “OK” button, another window will be displayed, in which the selected 

photos can be supplemented with information and identification data. Finally, pressing the “Upload” 

button adds the selected faces to the group. 
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The “Local Image” option allows you to select face photos saved on the computer disk. After 

selecting the photos, a window will be displayed in which the selected photos can be supplemented 

with information and identification data. Finally, pressing the “Upload” button adds the selected faces 

to the group. 

Deleting of face photos 

To remove people's faces from the database, press the “Delete” button. Then click the left mouse 

button on the selected photos. The photos selected in this way will be surrounded by a red frame. 

After selecting all the photos you want, pressing the “Delete” button a second time will delete them. 

Right-click options 

Right-clicking on a face image displays an additional menu. Menu options: 

• “Detail Information” - displays detailed information about the selected person 

• “Move to ...” - allows you to move the selected photo to another group 

• “Edit” - opens a window that allows you to edit information on the selected person 

• “Delete” - removes the photo 

3.4.2.2. “License Plate Management” menu 

The home screen of the function contains a table with all license plate groups (databases) available on 

the camera. Allow List, Block List, Unknown are default groups, always present in the camera (they 

cannot be deleted). 

In the first column, colored squares indicate the type of group: green indicates a group of allowed 

plates, red - prohibited, gray - foreign (unrecognized). For default groups, the type cannot be changed, 

for user-created groups - they can be groups of plates allowed or forbidden. Changing the type is done 

by clicking on the square. 

The “Group name” column shows the names of existing groups. Each of them can be renamed by the 

user. 

In the “Delete” column, the delete icon in the row of a given group allows you to delete it. 

In the “Edit” column, it is possible to edit groups (except for the Unknown group). 

In the “Enable” column, the sliders allow you to enable or disable each group (excluded groups are 

not used by the camera to compare license plates). 
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The “Add Group” button under the table allows you to add new groups. 

The “Save” button saves the changes and the “Refresh” button refreshes the settings. 

Editing groups (license plate databases) 

After clicking the edit button in the row of a given group, the editing window opens. 

In the editing window, all license plate numbers with detailed data belonging to a given group are 

visible. 

Adding license plates to a group 

There are several ways to add license plates to a group. 

• After clicking the “Import” button, the license plate editing window will be displayed. In the 

fields of the window, enter the license plate number and detailed data, such as car color, brand, 

etc. After pressing the “Import” button, the entered data will be transferred to the database. 

• After clicking the “Import from CSV” button, the window for downloading the csv file with 

license plate data will open. The data in the file must be separated by commas and written in the 

following order: License plate, Color, Car brand, Car type, Owner, Gender, ID code, Phone, 

Occupation, Residence, Remarks. If you do not intend to enter some selected data, leave it blank. 

• After clicking the “Import from Capture” button, a search window will open where, after 

selecting the time range, all detected license plates will be displayed. Selecting one or several of 

them and pressing the “OK” button will open the editing window in which you can supplement 

the recognized tables with additional data. Then, after selecting the checkbox next to a given 

The maximum number of groups that can be added by a user is 13. 
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 license plate and pressing the “Import” button, the selected license plates will be transferred to the 

database. 

Removal of license plates 

To remove a license plate or plates from the database, select the check box next to one of the license 

plates and then press the “Delete” button. 

Moving license plates 

The “Move to...” button allows to move the license plate to another group (database). In order to 

transfer a license plate or plates from the edited database to another one, select the checkbox next to 

one of the license plates and then press the “Move to...” button. 

Exporting license plates 

The “Export” button allows to export (save to computer) selected license plates in the form of a csv 

file. In order to save a license plate or plates on a computer disk, select the checkbox next to one of 

them and press the “Export” button. 

 

3.4.3. “Alarms” menu 

This menu allows to configure alarm events for the video analysis function enabled in the Setup menu. 

Alarm options can be configured independently for each image analysis function. By clicking on the 

abbreviation of the function name in the upper part of the menu, we select the image analysis function 

for which reactions will be configured, and then we enable selected alarm events from the list of 

available ones. 

 

3.4.3.1. Menu “Alarms - Face Detection” (FD) and others 

This menu allows you to configure alarm events for most image analysis functions. An alarm event is 

generated when the following detection conditions are met: 

• For the “Face Detection” function, it is the detection of a face in the detection area 

• For the “Attribute Detection” function, it is the detection of the presence or absence of a mask on 

the face of a recognized person. 

The number and set of response options to an image analysis event may vary, depending on the 
camera model and the selected alarm event. 

Alarm reaction options for the image analysis function: “Face Detection”, “Attribute Detection”, 
“People and Vehicle Detection”, “Perimeter Intrusion Detection”, “Line Crossing Detection”, 
“Stationary Object Detection”, “Cross Counting”, “Crowd Density Detection”, “Queue Length 
Detection”, “License Plate Detection” and “Rare Sound Detection” are configured in the same 
way, so they will be described below using “Face Detection” as an example. 
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• For the “People and Vehicle Detection” function, it is the moment of recognizing the object 

selected in the function settings options in the detection zone. 

• For the “Perimeter Intrusion Detection” function, it is a violation of the detection zone by an 

object selected in the function settings options and moving in the selected direction 

• For the “Line Crossing Detection” function, it is crossing the detection line by an object selected 

in the function settings options and moving in the selected direction. 

• For the “Stationary Object Detection” function, it is the moment when an object appears or 

disappears 

• For the “Cross Counting” function, it is the moment when the difference between the counted 

“incoming” (IN) and “outgoing” (OUT) objects is greater than the number set in the “Alarm 

Number” option. In other words, an alarm is generated when the number of objects “staying 

inside” is greater than the set in the “Alarm Number” option. 

• For the “Crowd Density Detection” function, it is the moment when the number of people in the 

detection zone is greater than the threshold selected in the function settings. 

• For the “Queue Length Detection” function, it is the moment when the number of people in the 

detection zone is greater than the threshold selected in the function settings and/or when the 

customer service time (i.e. the time people stay in the detection zone - the option “Max duration 

of stay in the area” - will be longer than the threshold selected in the function settings. 

• For the “License Plate Detection” function, it is detecting the license plate in the detection area 

• For the “Rare Sound Detection” function, it is the detection of one of the preset sounds 

Options available: 

Latch time - setting the alarm output activation time 

Post Recording - setting the length of recording after the event. 

Send Email - sends an email when an event occurs 

FTP Picture Upload - saves the screenshot on the FTP server 

FTP Video Upload - saves a short video sequence on an FTP server 

Cloud Picture - saves the screenshot to a virtual drive in the Dropbox service 

Cloud Video - saves a short video sequence to a virtual drive in the Dropbox service 

Alarm output - activates the alarm output. The alarm output will be activated for the time set in the 

Output activation time option 

Enable recording - enables recording on the memory card after an event occurs 

Notify about event - enables sending push notifications 

Light - turns on the white light illuminator when an event occurs 
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Warning light - turns on the red-blue warning light when an event occurs 

Siren - activates the alarm siren or gives an alarm message when an event occurs 

3.4.3.2. “Alarms - Face Recognition” (FR) menu 

This menu allows to configure the alarm events for the face recognition function. An alarm event is 

generated when a face is recognized (it is compared with one of the faces in the database). 

Function configuration (alarm configuration for each group is identical). 

In the first column, colored squares (similarly to the “Recognition” menu) indicate the type of the 

group: green means the group of allowed faces, red - forbidden, gray - foreign (unrecognized) faces. 

For the default groups, the type cannot be changed, for groups created by the user - they can be 

allowed or forbidden face groups. User can change the type by clicking on the square. 

In the “Enable” column, the slider allows to enable alarms for the selected group. 

The “Policy” column indicates the type of group. For user-created groups, it is possible to change the 

type of the group (in the same way as by changing the color of the square in the first column). 

In the “Similarity” column, specify the percentage of similarity of the recognized face when 

comparing it with the faces in the database. Exceeding (or not exceeding - depending on the group 

type) the set similarity level will trigger an alarm. 

The alarm actions are set in the “Alarm” column. After clicking on the settings icon, a new window 

will open with the option to select alarm actions. Options available: 

Latch time - setting the time of activating the alarm output 

Alarm out - activates the alarm output. The alarm output will be activated for the time set in the 

Latch time option 

Save face - saves a photo of the face that triggered the alarm event 

Each reaction to an image analysis event has a work schedule, which is available after pressing 
the Schedule button. Setting up a schedule is necessary for the reaction to work properly. 

Some of the video analytics event response options require prior configuration in other areas of 
the camera menu to work. 
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Send email - sends an email after an event occurs 

FTP Picture Upload - saves the screenshot on the FTP server 

Cloud Picture - saves a screenshot to a virtual disk in the Dropbox service 

In the “Alarm schedule” column, pressing the settings icon displays the schedule configuration 

window. Each of the alarm options can be configured independently. 
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3.4.3.3. “Alarms - Face Attendance” (FA) menu 

This menu allows to configure the option of automatic sending of reports with information about 

people's entry and exit times. The main application of this function is monitoring of working hours. The 

camera can record multiple recognitions of one person during the working day, and the algorithm takes 

the time of the first recognition as the entry time and the last time as the leave time. Reports are sent at 

the time set in the “Send Email” option, starting on the next business day. 

Option configuration: 

Send e-mail - set the time for sending the e-mail with the report 

On duty, Off duty - setting the start and end working times (for reporting purposes) 

Mode - selection of the frequency of sending reports. Daily, weekly and monthly sending frequency 

can be set. For the last two options, it is also possible to set, respectively: the day of the week and 

the day of the month on which the report is to be sent. 

Working days - setting working days (for reporting purposes) 

Group - face group selection (for reporting purposes) 

WWW INTERFACE - „AI” 

The reporting function only works when the face detection and recognition functions are turned 
on. 
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3.4.4. “Statistics” menu 

This menu allows to present and export statistics. 

3.4.4.1. “Statistics - Face detection” menu 

This menu allows to create and present statistics related to face detection and comparison. 

In the configuration options, select the time range of the statistics (day, week, month, quarter or year) 

and the group (or groups) of faces. After pressing the “Search” button, the statistics will be displayed in 

the form of a graph. After entering the name of the file in the “Name” field and pressing the “Export” 

button, the statistics will be saved on the computer disk in the form of a CSV file. 

WWW INTERFACE - „AI” 
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3.4.4.2. “Statistics - Human and Vehicle Detection” menu 

This menu allows to create and present statistics related to the intrusion of the zone and the crossing of 

the line by people and/or vehicles. 

In the configuration options, select the time range of the statistics (day, week, month, quarter or year). 

Pressing the “Intelligent” button will display a selection list of options that will be presented in the 

statistics. After pressing the “Search” button, the statistics will be displayed in the form of a graph. 

After entering the name of the file in the “Name” field and pressing the “Export” button, the statistics 

will be saved on the computer disk in the form of a CSV file. 

3.4.4.3. “Statistics - Cross Counting Statistics” menu 

This menu allows to create and present statistics for line crossings counting. 

WWW INTERFACE - „AI” 
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In the configuration options, select the time range of the statistics (“Report type” option, available: 

daily, weekly, monthly or yearly), the type of detection and the direction of the line crossing. After 

pressing the “Search” button, the statistics will be displayed in the form of a graph and a table. After 

entering the name of the file in the “Name” field and pressing the “Export” button, the statistics will be 

saved on the computer disk in the form of a CSV file. 

3.4.4.4. “Statistics - Heat Map Statistics” menu 

This menu allows to create and present statistics related to the operation of the heat map function. 

In the configuration options, select the time range of the statistics (“Report type” drop-down list, 

available options: day, week, month or year). Selecting the “Space heat map” option displays the 

statistics in the form of a heat map, and the “Time heat map” option displays a bar graph showing the 

intensity of movement in the detection field at the selected time. After pressing the button “Search” the 

statistics will be displayed. When selecting the “Time heat map” option, it is possible to export the 

statistics. After entering the name of the file in the “Name” field and pressing the “Export” button, the 

statistics will be saved on the computer disk in the form of a CSV file. 

WWW INTERFACE - „AI” 
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3.5. “Network” group of settings 

This menu allows to configure the network settings. 

3.5.1. “General” menu 

 “General” 

This menu allows to modify the basic network parameters. 

The menu allows to set the method of obtaining the IP address (static or DHCP) independently for IPv4 

and IPv6 protocols, and basic network parameters (IP address, mask, gateway, DNS server addresses) 

and enable/disable and configure the Multicast service. 

The “DNS Enable” switch allows to disable sending queries to DNS servers, reducing network traffic 

and eliminating alarms in systems with network traffic monitoring. 

The “Video transmission encryption switch” ensures the integrity and confidentiality of the video 

stream. Encryption only works in conjunction with 4000 series recorders or the N Control 4000 

application. 

WWW INTERFACE - „NETWORK” 
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 “PPPoE” 

This menu allows to configure the PPPoE protocol, used for direct connection of devices in the LAN. 

 

 “SNMP” 

This menu allows to configure the camera for use in managed networks. 

WWW INTERFACE - „NETWORK” 



4000 series IP cameras    User manual    version 1.6 

All rights reserved © AAT SYSTEMY BEZPIECZEŃSTWA sp. z o.o. 
 

60 

 “Port Configuration” 

This menu allows to configure the ports used by the camera. 

The camera port is changed by changing the value in the “Internal port” column, and for the Multicast 

service - by entering the appropriate value in the “Multicast port” field. This menu also allows you to 

enable port forwarding. Moving the slider in the “UPNP” column activates redirection, in the 

“Forwarding” column you can choose whether the port mapping should be automatic or the port should 

be selected by the user. In the latter case, the number of the external port is entered in the column 

“External Port”. 

The slider next to the “P2P Switch” option allows to enable or disable the P2P option. 

3.5.2. “Email” menu 

This menu allows to set the parameters of the email that the camera can send when an event occurs. 

Specify the parameters and settings of the sender's and recipient's mail servers as well as the e-mail 

sending interval. After configuring the settings, it is possible to send a test e-mail to confirm the 

correctness. 

In the subject of the sent e-mail, the camera indicates the type of event that triggered its sending and a 

640x480 pixel image is attached. 

3.5.3. “FTP” menu 

This menu allows to configure the camera to send photos to an FTP server in the event of an event. The 

camera sends photos in a resolution of 640x480 pixels. 

3.5.4. “RTSP” menu 

This menu allows to enable / disable the RTSP protocol. It is also possible to enable and disable the 

need to log in when downloading the RTSP video stream (option Anonymous Login). 

WWW INTERFACE - „NETWORK” 

After enabling the login requirement (option Anonymous Login - Off), to play the RTSP stream 
in an external device / player, user must log in with the password of the administrator account 
(root) or the password of a user with permissions to play the RTSP stream. 
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3.5.5. “DDNS” menu 

This menu allows to configure the DDNS service (user must have an account in one of the available 

DDNS services ). 

3.5.6. “HTTPS” menu 

This menu allows  to configure the HTTPS service (installation of certificates). 

3.5.7. “IP Filter” menu 

This menu allows to create and manage a list of IP addresses. It is possible to create a list of addresses 

that are allowed to connect to the camera (so called Allow List, “Enable Allow List” option). After 

creating such a list, the camera will not accept any connection from an IP address that is not on it. If 

you create a list of addresses from which connection with the camera is not allowed (the so-called 

Block List, “Enable Block List” option), it is possible to connect to the camera from any address, 

except those that are on the list. It is possible to add individual IP addresses or an entire network 

segment. The camera allows to create and save one allow and one block list, but only one of them can 

be active. 

 

3.6. “Device” group of settings 

This menu allows to manage the memory card, audio streams and cloud storage. 

3.6.1. “HDD” menu 

This menu allows to configure the memory card. This menu allows you to obtain information about the 

installed memory card, enable / disable overwriting and format the SD card. 

WWW INTERFACE - „DEVICE” 

Information about saving to an SD card: 

- after installing and formatting the SD card in the camera, a FAT32 partition with a fixed size of 
1GB is created on the card. This space is reserved for future use. 

- the remaining capacity of the SD card is intended for recording 

- after inserting the SD card to the computer, the recordings recorded on it are invisible, but they 
can be played using the “DVR Playback Analyze and Video Player” application 

- recordings from an SD card can be downloaded to a PC disk using the options in the 
“Playback” menu: by clicking the Record button you can select a part of the recordings to be 
saved on the disc, or you can download the recording blocks using the Download button. 

- the size of the block of recordings is up to 256 MB 

- recordings are divided into blocks without loss,  

- alarm recordings have their own recording blocks (they are separated from continuous 
recording blocks). The size of the alarm recording block varies and depends on the duration of 
the alarm, resolution and size of the stream 

- the PreRecord option only works when continuous recording is turned off 

- if the alarm event lasts longer than the set post recording time, alarm recording continues 
without interruption until the alarm ends 
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3.6.2. “Audio” menu 

This menu allows to configure the audio input and output. This menu allows user to enable audio input 

and output, set the audio level, and select the audio encoding method. 

3.6.3. “Cloud storage” menu 

This menu allows to configure options to upload photos to a Dropbox network drive when an event 

occurs. The camera sends photos in a resolution of 640x480 pixels. 

Configuration begins with enabling the option and pressing the Activate Cloud button. The Dropbox 

access settings page will open in a new window. 

 

On the service access settings page, enter the camera address in the local network and press the 

“Authorize” button. 

WWW INTERFACE - „DEVICE” 

Before configuring options, user must have a Dropbox account and be logged in to it. 

Internet Explorer may be blocking pop-ups. Pop-ups must be allowed to be opened in order to 
activate. 

Dropbox does not allow connection via Internet Explorer. So if we connect to the camera via 
Internet Explorer, an information with a list of supported browsers will be displayed instead of 
the access settings page. User should then copy the website address, paste it into the address bar 
of one of the supported browsers and open the website to continue. 
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After successful activation, the main page of the Dropbox service will open, with a created folder to 

which the camera will save files. This folder is named as “IP CAMERA-XX-XX-XX-XX-XX-XX”, 

where “X” represents the MAC address of the camera. 

 

3.7. “System” group of settings 

This menu allows to manage the system settings of the camera. 

3.7.1. “General/Time” menu 

This menu allows to configure the date and time settings. The menu has two main options: “Static” - 

where all the settings related to the date are performed manually by the user and “NTP server 

synchronization” - in which after setting the date and time display format and the time zone, the camera 

will automatically synchronize the date and time settings with the one of the NTP servers. The time 

server can be selected from the “Server address” drop-down list. It is also possible to enter any NTP 

server address. 

3.7.2. “Users” menu 

This menu allows to manage the rights of the camera users. 

The camera allows to add, remove and change permissions. Up to six users can be granted privileges 

(up to seven users can be included with the camera administrator). 

To modify permissions, press the settings icon in the “Policy” column next to the selected user. A 

configuration window will open in which we select the types of permissions that will be available to the 

user. 

WWW INTERFACE - „SYSTEM” 

For activation to be possible, the camera and the computer from which the configuration is 
carried out must be on the same network. 
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After saving the changes, click on the icon in the “Password” column. 

In the window that opens, activate the user with the “Enable” slider, give him a name and set a 

password. 

3.7.3. “Maintain” menu 

This menu allows to manage the camera settings. 

 “Log” 

This menu allows to get information about events - view camera logs. 

To display the logs, select the main category of logs from the “Major type” drop-down list, and then 

select the detailed category from the “Minor type” list. In the Begin time and End time items,  the time 

frame of the displayed logs can be defined. 

After displaying the logs, it is possible to export them as a CSV file. 

WWW INTERFACE - „SYSTEM” 

The camera administrator account root cannot be deleted, nor is it possible to change the 
permissions (they are always the highest). Only the account name and password can be changed. 

Adding and removing users as well as changing permissions is possible only after logging in as 
the camera administrator root. Each change made to the account of any user must be approved 
by entering the administrator password. 

Depending on the firmware version, changing the password of the administrator account root 
may only be possible together with changing the name of that account. 

The username and password are case-sensitive. 
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 “Load default” 

This menu allows to reset the camera settings to the factory settings. 

User can select specific groups of settings to reset, according to preferences by marking the checkboxes 

next to the respective items. Restoring the factory settings begins after pressing the Save button. 

 

 “Firmware update” 

This menu allows to update the camera's system software. 

- Before starting the update, it is recommended that the camera is disconnected from all recording 

devices (NVR, NMS) 

- After selecting the path to the new firmware file using the Search button, press the Update button, 

confirm with the administrator password and wait for the camera to restart 

- After completing the update and restarting the camera, it may be need to install a new version of the 

ActiveX add-on (as long as you connect to the camera via Internet Explorer and if you are prompted to 

do so) 

- After connecting to the camera, it is recommended to perform a factory reset 

 

 “Import and export” 

This menu allows to export camera settings and save them to a file, as well as import them. After 

importing the settings file, the camera automatically applies them and then restarts. The operations of 

importing and exporting settings require confirmation with the administrator's password. 

 “Maintain” 

This menu allows to configure the option of regular reboot of the camera. There is also a Reboot Now 

button to restart the camera immediately. Depending on the firmware version, a user password may be 

required to restart. 

WWW INTERFACE - „SYSTEM” 

Operations in the “Load default” menu can be performed only when logged in as the camera 
administrator root. 

During the update, do not disconnect the camera's power supply or close or refresh the browser 
window, as this may damage the camera. 

Operations in the “Firmware update” menu can be performed only when logged in as the camera 
administrator root. 

Operations in the “Maintain” menu can be performed only when logged in as the camera 
administrator root. 
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3.7.4. “Info” menu 

This menu allows to view information about the camera. It is possible to obtain information about the 

type, name and ID of the device, hardware and software version and MAC address. 

In this menu user can also get information about the P2P ID of the camera (it is given in the form of a 

letter-digit code and a QR code to be scanned). 

WWW INTERFACE - „SYSTEM” 
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INFORMACJE WSTĘPNE 

 

 

INFORMACJE WSTĘPNE 

 

Niniejsza instrukcja użytkowania zawiera szczegółowe informacje dotyczące obsługi kamer IP 
serii 4000. 

Zamieszczone w niniejszej publikacji zdjęcia przedstawiające obrazy z kamer mogą być 

symulacjami. Rzeczywiste obrazy z kamer mogą się różnić, w zależności od typu, modelu, 

ustawień, obszaru obserwacji lub warunków zewnętrznych. 

Firma AAT SYSTEMY BEZPIECZEŃSTWA Sp. z o.o. dołożyła wszelkich starań, aby 

zawarte w niniejszej publikacji informacje były wyczerpujące, dokładne i aktualne. 

Jednak ze względu na ciągły rozwój linii produktów, wygląd elementów graficznych, układ 

menu lub opisy funkcji zamieszczone w niniejszej publikacji mogą się różnić od 

zaimplementowanych w posiadanym urządzeniu. Nie powoduje to ograniczenia lub 

unieważnienia niniejszej instrukcji. 

Kolejne rozdziały opisują wszystkie funkcjonalności występujące w kamerach IP serii 

4000. Jednak zależnie od posiadanego modelu kamery i/lub wersji firmware, niektóre z 

funkcji mogą być niedostępne, nie wspierane lub zakres działania może się różnić od 

opisanego. Szczegółowe informacje o funkcjach kamery, są zawarte w karcie katalogowej 

na stronie www.aat.pl, oraz w „Skróconej instrukcji obsługi” dołączonej do kamery. 

Dane techniczne kamer, opis budowy, sposób montażu, uruchomienie i podstawowa 

obsługa zawarte są w „Skróconej instrukcji obsługi” dołączanej do kamery. Przy 

korzystaniu z niniejszej „Instrukcji Użytkowania”, zawsze należy mieć w pobliżu skróconą 

instrukcję obsługi, by móc odnieść się do niej w kwestiach nie opisanych w instrukcji 

użytkowania. 
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INTERFEJS WWW - STRONA GŁÓWNA 

1. INTERFEJS WWW  

1.1. Widok okna zdalnego podglądu - strona główna 

 

 

 

 

1. Przyciski wyboru strumienia do wyświetlania w oknie zdalnego podglądu 

2. Okno podglądu na żywo. 

3. Przyciski wyboru trybu pracy i konfiguracji kamery 

4. Ikony dostępu do kamery 

Opis okna zdalnego podglądu, wszystkich jego elementów i funkcji znajduje się w skróconej 

instrukcji obsługi dołączonej do kamery. Aby uzyskać informacje o tych elementach i funkcjach, 

proszę skonsultować się ze skróconą instrukcją obsługi dołączoną do urządzenia. Skrócona 

instrukcja obsługi jest także dostępna do pobrania w karcie produktu, na stronie www.aat.pl. 

Przedstawiony na tej i kolejnych stronach widok okna zdalnego podglądu oraz jego menu są 

wyświetlane w przeglądarce Internet Explorer, z zainstalowaną wtyczką „Surveillance 

PluginV2.exe” i uruchomionej z uprawnieniami administratora. Podczas łączenia się z kamerą z 

przeglądarek korzystających z HTML5 (dotyczy kamer wspierających ten standard), niektóre 

elementy menu i/lub niektóre opcje mogą być niedostępne. Nie jest to usterka, ale wynika ze 

specyfiki standardu HTML5. 

7 6 
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INTERFEJS WWW - STRONA GŁÓWNA  

5. Przyciski włączające panele informacyjno - sterujące 

6. Przyciski sterowania obrazem 

7. Ikony sterujące dodatkowymi funkcjami 

- włącza panel wyświetlania alarmów zdarzeń analityki obrazu 

W panelu wyświetlane są zdarzenia analityki obrazu, takie 

jak rozpoznanie twarzy oraz zdarzenia z klasyfikacją 

obiektów (rozróżnieniem pojazd - osoba).  Pod zdarzeniem 

wyświetlane są szczegóły  dotyczące np. rozpoznanej osoby. 

Przycisk ustawień - pozwala na wybór zdarzenia do 

wyświetlenia w panelu 

Przycisk usuwania  - kasuje zdarzenia z panelu. 

 

Uwaga: zamknięcie panelu lub przejście do menu kamery 

także kasuje wyświetlone zdarzenia. 

Panel umożliwia regulację pola widzenia 
(zoomu) i ostrości. Przycisk „Autofokus”  
pozwala na wyostrzenie obrazu, „Przywróć” - 
wykonuje inicjalizację obiektywu (po 
zakończeniu należy ustawić pożądany zoom i 
ostrość), a „Odśwież” odświeża ustawienia. 

Panel umożliwia regulację odcienia kolorów, 
jasności, kontrastu, nasycenia kolorów i 
ostrości (wyrazistości). Przycisk „Domyślne” 
przywraca ustawienia fabryczne, a 
„Odśwież” odświeża ustawienia. 

- włącza panel regulacji obrazu. - włącza panel sterowania obiektywem 
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